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Abstract  

Mobile case networks are among the subsets of the technology of wireless networks, which nowadays are 
considered in many researches and are used in various fields. The characteristics of mobile case networks 
have made it especially important for the concept of security, especially in sensitive applications. On the 
one hand, the unique architecture of this group of networks has led to the use of traditional methods 
provided for wired networks and other wireless networks in this type of network are not efficient. And thus, 
ensuring and maintaining security has a fundamental difference with other computer networks. The 
importance of this factor, especially in some of key applications dedicated to these networks, has attracted 
many researchers with the goal of providing mechanisms that support reliability and security. The focus of 
past research in this regard is often on the issue of support for security. But so far, an efficient research has 
not been provided with the capability to provide and support security assurance. Accordingly, and given the 
remaining challenges in this area, there is also a need for more research in this field. In current research, 
by considering the characteristics of mobile case networks, the limitations of prior research and reliability 
and security requirements, an efficient and targeted protocol with support for both critical security and 
security aspects, SRMRP Is presented. The protocol introduced by its method of operation through reliable 
and trusted multimode routing, utilizes the capabilities of fuzzy sets based on the reliability and security 
indexes, has been designed to provide the most security and confidence in the exchange, And minimizes 
the problems caused by the absence of these two basic factors. The SRMRP protocol is highly compatible 
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with mobile case networks and applications of these networks, and has expanded to fit the security and 
security features. The proposed protocol provides the expectations of a reliable and secure mechanism 
according to its capabilities. To evaluate the efficiency and capabilities of the proposed SRMRP protocol, 
this protocol was evaluated using OPNET simulation tool in different scenarios. The results of the 
simulations show the overall performance improvement of mobile cell network performance with the 
proposed protocol as compared to previous studies, especially the TQR-based research.  
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I. INTRODUCTION 

Unstructured grids are one of the most widely used and most important wireless networks and have been 

widely studied in today's research. These types of networks, due to their special and unique organization, as well 

as features such as the ability to use in different fields and conditions, low costs, easy installation and 

installation, scale High applicability was used in many applications such as military, industrial, university, 

medical, etc. [3]. The importance of unstructured wireless networks is to a large extent nowadays regarded as 

the hottest and most important issue of computer networks in research by researchers. The current research has 

also been developed in this direction and attempts to examine a few aspects of this great world as the basis for 

their work. 

Ad Hoc Networks is one of the new topics and the subset of wireless networks, but they have their own 

distinct features. Due to its modernity and unique structure, on the one hand, and on the other hand, due to the 

increasing development of various applications, this group of networks is considered to be the most important 

and hottest topic of computer networks. In today's research, the present research is also taking place in this 

direction and attempts to study a part of this great world as the basis for its work. 

Today, many applications have been introduced for case networks. One of these applications can be 

used for use in battlefields, identification of contaminated environments, workplace and home monitoring, 

traffic control, use on roads and highways, various applications in medical fields, and etc. [1,2]. Mobile case 

networks have a unique nature, which has caused a lot of restrictions on security issues. These features can be 

characterized by the lack of infrastructure, the movement of nodes in the network and the dynamic connectivity 

of the network, routing through the nodes themselves due to lack of central controllers, etc. [4]. 

Due to unique features, the importance of special applications (military applications) and the 

unprecedented advancement of these networks in recent years have made trust in these networks a special place. 

On the other hand, the existence of restrictions has led to the sensitivity of these networks in the field of 

reliability support. The importance of the concept of assurance in some applications has led to this criterion to 

be one of the most fundamental criteria for case networks. So that if, in some applications, the reliability and 

quality criteria are not supported and the data are not received at the appropriate time or in a desirable manner, 

the received data is not usable and will not matter [8]. 

With regard to the content expressed in the field of case networks features and the increasing use of 

these networks in various aspects, both categories of trust and certainty have a special place. The basic point 

here is that most of the methods presented in the field of trust are against the concept of assurance and quality 

and lead to a reduction of this criterion (according to the research provided in the field The implementation of 
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trust, reliability measure and support for neglected assurance and a sharp decrease in the quality of service will 

be followed (9, 10, 11 and 12). On the other hand, the proposed methods based on increasing the reliability and 

quality of trying to carry out exchanges have the fastest paths and with the least lack of closed high efficiency 

[5, 10 and 11]. So that they did not pay attention to the trust in these researches and only tried to carry out 

exchanges with higher reliability and the least errors and failures. 

With a little reflection, both factors are very basic and practical, and given the nature of the networking 

networks, both factors need to be combined simultaneously. Clearly, therefore, the need for a reliable protocol 

coupled with reliability support is felt to continue to serve the network efficiently and continuously during its 

mission [9, 10]. 

Given the nature of the network vulnerabilities and the limitations and shortcomings of these networks, 

as well as the use of these networks in various fields, especially sensitive areas , There are many models for 

implementing trust and assurance in case networks [3, 4, 5, and 6]. However, given the importance of these two 

factors and the confrontation between these two factors in implementation, it is important to note that so far, 

targeted research has not been presented to both efficient and effective factors (in recent years, many researches 

have been done. It has been suggested that both factors are considered together in the research background [9] 

and [10], so that they do not support the ability of both factors to be optimally supported). In these researches, 

the trust criterion is not considered to be desirable, and only the evaluation criterion for sending packets and 

recommendations for the node is evaluated. Given the importance of some factors, especially in case networks, 

such as the importance of history in terms of current interactions, the value of exchanges in evaluations and the 

type of node’s behavior, in the area of node monitoring, and factors such as Considering the overhead of 

submitting recommendations and evaluating recommendations, we can offer more favorable criteria for 

computing and maintaining security and trust. On the other hand, in order to increase the reliability and support 

of this factor, only two criteria of delay and rate of packet loss are relied on, so that it can be measured using 

criteria such as bandwidth, node energies, and node traffic analysis. Weights (crowd nodes) provide a more 

favorable benchmark for maintaining the reliability of exchanges. 

In the proposed method, current research has tried to consider the stated criteria for more reliability, so 

that in order to increase the efficiency of the method, it intends to develop and organize the proposed method 

based on fuzzy sets. 

II. RELATED WORKS 

        A lot of researches have been done in various areas of reliability and assurance of serviceability in mobile 

case networks. One of the important researches in the field of prevention of negative behaviors in mobile case 

networks is the research done by Shabut et al., 2015 [5]. This research focuses on trust based on the beliefs of 

others and the implementation of global trust in mobile case networks. Among the limitations of this research, 

the complexity of cluster management can be noted with respect to the movement of nodes in the network, the 

failure to identify all malicious nodes and the lack of measures to support trust. 

One of the other important researches in the area of trusting Ad Hoc networks is Qiu et al., 2015 [9]. In 

this research, a protocol was developed to improve the SAODV protocol and measure the amount of energy 

consumed by the protocol. In addition to direct and indirect evaluations of trust, the proposed protocol attempts 

to use a compression and cryptography mechanism to improve the energy consumption of a trust based method 

with the goal of optimizing energy consumption. 

Among other important researches in the field of prevention of negative behaviors in mobile case 

networks, it can be pointed out to researchers and colleagues in 2016 [6]. In this research, the protocols are 



Provide an Optimal Protocol to Improve Reliability and Assurance of Servility in Ad Hoc Networks with Fuzzy-Neural 

Logic Approach 

Saman Pazhoohesh, Mohammad Reza Vazifeh, and Mohammad Reza Shahbazi 

 

  

Copyright © 2018 Helvetic Editions LTD - All Rights Reserved 

www.elvedit.com 13 

based on the development of the AOMDV base protocol and the fuzzy logic called TeAOMDV. The proposed 

fuzzy logic is used to evaluate the trust of the nodes and the decision-making process of trust is done by linear 

relationships. The TeAOMDV function is based on two values of route trust and low-latency routing. In order to 

evaluate the security of the TeAOMDV protocol based on direct oversight evaluation with the ability to 

differentiate between exchange packages and to evaluate the dependent variable, time interference in evaluations 

(fading function) has been used. Then the result of the calculation is indirectly trusted to obtain the final value of 

the confidence of the combination and, accordingly, the trust for the node is used, and in the context of indirect 

trust exchanges, confidence assurance is used to increase the accuracy of the calculation. Limitations of this 

method can be attributed to vulnerabilities related to the issues of exchange recommendations and the lack of 

precautions to support assurance in the network context. 

Moreover, other important researches in the field of prevention of negative behaviors in mobile 

networks, Banerjee et al.'s research can be pointed out in 2014 [12]. In this research, protocols have been 

developed to prevent attacks and build trust in the routing process. In order to prevent these attacks, the node 

responds to the node that responds to the routing packet and sends the route from the node to the destination, 

another routing packet with the purpose of examining how the node works, if this knot is a node the attacker 

sends a free-knot. If the node again has the same behavior as the previous routing, the node is identified as the 

malicious node and this malicious knot is communicated to the rest of the network nodes. The advantage of this 

protocol in identifying and detecting abusive nodes and in this identification is incorrect. The limitation of this 

method is to increase the delay and overhead in the assessment of trust and lack of confidence in exchanges. 

Among other important researches in the field of prevention of negative behaviors in case networks, one 

can refer to Andersen et al. Research in 2015 [13]. In this research, a solution based on direct supervision and 

indirect monitoring is presented based on three security criteria, which is based on the trustworthiness 

assessment of these three criteria. The three evaluation criteria mentioned are node capability, integrity in the 

sequence of positive behavior, and nodal behavior in the network context. As the factor of the node's ability to 

point to the efficiency and the amount of the remainder of the node, the integrity factor points to integrity in the 

sequence of positive behavior of the nodes in the sequence of behaviors; and the well-intentioned factor is the 

kind of knot behavior being evaluated. The basis for direct evaluations refers to the node in question. When the 

routing process is carried out, each node examines the triple criteria discussed by neighbors on the basis of 

direct monitoring and exchange of recommendations, and according to the survey, it has been decided whether 

the information Send it through this neighbor node? If the integrity factor in the behavior of a node is low, the 

attack may be on the way and routing should not be done through this node. If the integrity factor is for an 

average or intermediate node, then the node is investigated from other neighbors in relation to the node, and the 

node is not excluded from the routing process, but again actively involved in the routing process until re-

analysis and review of your behavior is done. In the case of the index, it is possible to evaluate and analyze the 

efficiency of the node, if the level of node capability is low, as far as possible, through this routing node. This 

factor has a lower value in choosing the intermediate nodes than the other two factors. Benevolent factor is the 

agent that refers to the function of the node in exchanges. Based on the three factors mentioned above, the next 

node selection criteria and efficient routing are performed. From the limitations of this method, it is possible to 

increase the overhead of trust evaluation and lack of measures to prevent negative behaviors. 
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III. INTRODUCING SRMRP PROPOSED PROTOCOL 

      Proposed SRMRP protocol is designed and organized according to indicators and necessities of trust and 

implementation. In this regard, these basic topics are designed and organized in the context of service 

networking. Based on these topics, the strategic approach will work. The proposed SRMRP for developing and 

expanding in case networks has favorable and adaptive conditions with characteristics of these networks, and is 

well expandable based on routing protocols of these types of networks and development and it has the network 

layer. The basic idea behind the development of the SRMRP protocol is to improve the implementation of trust 

and confidence in the service networking of case networks built on these topics. To this end, the development of 

the SRMRP protocol will focus on the criteria and requirements that will be further elaborated in the proposed 

SRMRP operational framework. 

In order to introduce and describe the details of the proposed protocol, the proposed SRMRP assumptions 

will first be expressed in order to avoid ambiguity in justifying the SRMRP performance, and will further 

describe its structure and how it functions. In the proposed SRMRP protocol, the following assumptions are 

made in the network: 

 The network is homogeneous (network nodes have the same software and hardware). 

 Servers and interactions between network nodes are symmetric and reciprocal. 

 The nodes are in the mobile network and each node has a unique identifier. 

 The network lacks any trusted central or third-party management. 

 Attack the attacks are hostile attacks and attacking nodes are network nodes. 

IV. IMPROVED IMPLEMENTATION OF TRUST AND TRUST IN AD HOC NETWORK SERVICES      

Due For receiving at the source node, the reliability and trust fields added to the package are updated 

and added to the response packet, and the packet is sent back on the return path. Relationship (1) Assessing and 

measuring the trust level of an intermediate path and relationship (2), assesses and measures the confidence 

level of an intermediate path. In the relation (1) , the confidence level of the intermediate path a is 

equal to the confidence of the lowest node of the path;  is the lowest level of trusted 

intermediate nodes present in the path; And s and d are the source and destination of the exchanges. 

   (1) 

In relation (2),  is the confidence level of the intermediate path a, which is equal to the 

sum of the total assurance confidence of the intermediate nodes of the path;  is the confidence level between 
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the nodes i and j calculated by the node i and added to the response packet. i and j are the midpoint i and j mid 

nodes if two neighboring nodes are located. 

    (2) 

The process of sending the response packets is continued by updating the relevant fields to receive the 

delivered response packets at the requesting origin. The source node waits for the first response packet for the 

specified time period until the other received response packets are delivered. In Figure 1, an overview of the 

SRMRP protocol routing protocol is displayed. 

 

FIGURE 1: AN OVERVIEW OF THE ROUTING PROCESS IN THE PROPOSED SRMRP PROTOCOL 

In the next step, received response packets will call the source of the applied fuzzy set for safe and 

secure routing decisions, and then, based on the results of fuzzy logic, the path with the highest confidence and 

confidence index for sending data will be choosen. In Figure 1, a general description of the applied fuzzy set and 

indicators used are shown  
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FIGURE 2:  IS A SUMMARY OF THE USED GENERAL APPLIED FUZZY SET AND INDICATORS  

Fuzzy sets are the generalization and extension of the classical theory of collections that are used in 

fuzzy logic. The purpose of the fuzzy sets application of human knowledge in engineering systems is 

systematically, analytically and efficiently. Fuzzy mathematics is a transposition of Boolean logic, which 

implies relative equivalence. Classic logic displays each index as zero and one, while fuzzy logic displays each 

index with a value between zero and one. In other words, in the fuzzy logic, the correctness and inaccuracy of 

the index with the degree of membership are represented, which formulated the human language argument by 

utilizing fuzzy logic. According to Fig. 2, each fuzzy set has four general parts as follows: fuzzy (conversion of 

measured values to linguistic variables); fuzzy rules (the relation between input and output according to the rules 

if and then); Inference engine (Inference of rules or decision-making unit); Non-flashing (fuzzy output 

conversion to a definitive final output). Given the relation (3) 

  (3) 

The reason for using fuzzy sets in current research is that it is necessary to make a decision about trust 

and confidence at the moment. In the applications of fuzzy set, the best choice should be based on the 

information available between the neighboring nodes in the network. But because the weight of each of the 

applied indicators is different, one cannot be limited to a single Boolean leveling and logic. The best method 

with minimal overhead is to use a fuzzy set with three inputs and one output (trust and confidence). In order to 

reduce the fuzzy complexity of the proposed research, according to Fig. 2, a dual field fuzzy set has been used. 
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So that the inputs of the first level have three reliability and reliability indexes and their output as the input of 

the final level is applied to the fuzzy system, so that the output of the final level of evaluation and decision in 

relation to the highest path in terms of reliability and Trust will be. 

Depending on what has been said, the following will outline the details of the proposed SRMRP 

protocol steps, and how to support the reliability and credibility of the proposed protocol's performance on the 

basis of its application steps. 

V. EVALUATION OF PROPOSED METHOD 

     Considering the different nature of the security and assurance concept in mobile case networks, based on the 

fact that in relation to the innovation aspect of research in order to support both factors, this group of networks 

was introduced, it was determined that a method will be effective and efficient when combined with the 

reliability and security of the mobile application network and its requirements. Therefore, last year, the 

SRMRP's trusted protocol was introduced, and it outlined how the protocol protects and supports the expected 

capabilities to support security and reliability in the network. 

The proposed SRMRP provides its capability in a network that, depending on the nature and 

characteristics of mobile case networks, utilizes valuable components in conjunction with security and assurance 

concepts, primarily addresses efficient network security and secondly, the ability to improve the limitations and 

challenges of previous research in relation to the field of confidence, provides the result in addition to the ability 

to maintain a secure connection, in accordance with the network security / quality requirements. In Ad Hoc 

development, the intention is to simulate and evaluate this new protocol in order to measure its impact on 

supporting the safety and security of mobile case networks and to compare its performance with past research. 

For this purpose, OPNET simulation has been used to develop and implement the proposed SRMRP and will be 

developed in the context of a mobile-case network in the desired simulator. Also, in order to determine the 

difference and the efficiency of the proposed protocol compared to the previous research, the proposed SRMRP 

will be compared with the TQR protocol [9] (reference). Simulations and evaluations with the aim of evaluating 

the operation of protocols in implementing and protecting trust and confidence in different circumstances, is up 

to the evaluation of the trusted protocol SRMRP introduced in relation to security and reliability, and 

improvement of the challenges that previous researches should have specified. In the following chapter, in order 

to perform simulations, a brief discussion of the applied simulator and simulation has been made. The protocols 

have been compared with the similar assumptions and components. We welcome the analysis of the results and 

review of how the proposed protocol SRMRP functions. An example of how the SRMRP performs, 
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demonstrates the prominent capabilities of the protocol introduced in the implementation, and supports security 

and reliability in an efficient and effective manner. 

The first tested and evaluated criterion is the time scale of the routing process for interacting data in the 

presence of negative behaviors and despite the lack of confidence in the presence of the performance of the 

underlying protocols in the mobile network. The results of the simulation of the routing process time in Fig. 3 

are shown for the proposed SRMRP protocol compared to the TQR protocol. Figure 3 presents the results of the 

simulation of the two SRMRP and TQR protocols for the routing process time. 

 

 

FIGURE 3: SHOWS THE RESULTS OF THE ROUTING PROCESS IN THE SRMRP PROTOCOL COMPARED TO THE TQR PROTOCOL 

The second tested and evaluated criterion is the stability criterion path for interacting data in the 

presence of negative behaviors and despite a lack of confidence in the presence of the operation of the 

underlying protocols in mobile case networks. This criterion refers to the stability of the end-to-end paths (node-

to-node nodes). Stability simulation results of the interaction paths are shown in Fig. 4 for the proposed SRMRP 

protocol compared to the TQR protocol. Figure 4 presents the results of the simulation of two SRMRP and TQR 

protocols for path instability. 
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FIGURE 4: THE RESULTS OF THE UNSTABLE INTERACTIONS PATHS IN THE SRMRP PROTOCOL COMPARED TO THE TQR 

PROTOCOL 

VI. CONCLUSION 

SRMRP to improve the research issue and realize the goals of presenting current research in the field of 

supporting the implementation of trust and confidence is shared into three basic steps: supporting confidence in 

case network services, providing security in case network services improved implementation of trust in service-

oriented networking. Based on what was described in the framework of the proposed SRMRP protocol, it was 

clearly established that the proposed protocol provides the ability to improve the desired issues based on the 

focus of its application phases and proposed ideas. In the sequel, the development and implementation of 

SRMRP in the OPNET application simulator was considered as one of the most suitable network simulators, 

and this protocol was studied and evaluated with past research related to the field of study. This is the result of 

these comparisons and evaluations, suggesting the superiority of the SRMRP protocol in relation to previous 

protocols and its specific capabilities in the area of improving the implementation of trust and reliability, and the 

desirable development of these two categories is essential in Ad Hoc networks. 
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