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Abstract
The terminology Internet of Things (IoT) refers to a future where every day physical objects are connected
by the Internet in one form or the other, but outside the traditional desktop realm. The successful
emergence of the IoT vision, however, will require computing to extend past traditional scenarios involving
portables and smart-phones to the connection of everyday physical objects and the integration of
intelligence with the environment. Subsequently, this will lead to the development of new computing
features and challenges. The main purpose of this paper, therefore, is to investigate the features,
challenges, and weaknesses that will come about, as the IoT becomes reality with the connection of more
and more physical objects. Specifically, the study seeks to assess emergent challenges due to denial of
service attacks, eavesdropping, node capture in the IoT infrastructure, and physical security of the sensors.
We conducted a literature review about IoT, their features, challenges, and vulnerabilities. The
methodology paradigm used was qualitative in nature with an exploratory research design, while data was
collected using the desk research method. We found that, in the distributed form of architecture in IoT,
attackers could hijack unsecured network devices converting them into bots to attack third parties.
Moreover, attackers could target communication channels and extract data from the information flow.
Finally, the perceptual layer in distributed IoT architecture is also found to be vulnerable to node capture
attacks, including physical capture, brute force attack, DDoS attacks, and node privacy leaks.
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I. INTRODUCTION
IoT can be defines as a future where every day physical objects are connected by the Internet in
one form or the other, but outside the traditional desktop realm [1]. To meet this challenge, it is
expected that sensor network and RFID technologies will become increasingly integral to the
human environment, in which communication and information systems will be invisibly
embedded. Subsequently, massive volumes of data will need to be processed, stored, and
presented in an easily interpretable, efficient, and seamless form. Kortuem et al [2] argue that
context-aware computation via network resources and smart connectivity via existing networks
will be critical elements of the IoT. Some evidences of the evolution towards ubiquitous
communications and information networks can be seen in the growing presence of 4G-LTE and
WiFi. The successful emergence of the IoT vision, however, will require computing to extend past
traditional scenarios involving portables and smart-phones to the connection of everyday physical
objects and the integration of intelligence with the environment [2]. Ning and Hu state that for
this to happen, there must be analytics tools aiming for smart and autonomous behavior,
pervasive communications networks, and software architectures that can process contextual
information and convey it according to relevance, and a common understanding of users and
their specific appliances [3]. The presence of all three aspects will be crucial in ensuring the
achievement of context-aware computation and smart connectivity. At this point, the Internet
will no longer only be accessible from smart-phones and laptops but will be part of such objects as
cars, ovens, baby monitors, and TV sets. In addition, the IoT will become completely integrated
into medical and other critical devices and pervade majority of sectors. Unfortunately, as with
other major developments in the Internet era, growth in the IoT technology will be equally
matched by growth in security and privacy concerns [3]. Several researchers are pointing towards
the evolving nature of challenges and vulnerabilities in various existing IoT devices.
This research paper seeks to investigate the features, challenges, and vulnerabilities facing the
new and dynamic realm of the IoT. The study is organized into six sections. The following section
exhibits some studies related to the development of IoT. In section III, we discussed how
emergent IoT technologies have been used in societies. We studied United Arab Emirates (UAE)
as an example. Section IV explains the problem at hand and the methodology used in the study.
Section V demonstrates the emergent challenges and vulnerabilities. Finally, section VI, presents
the results of the study, and offer directions for future research in IoT.

II. RELATED WORK
IoT has the capabilities to make homes and our life smarter. These innovative technologies
provide convenience in everyday activities, energy efficiency, security, and comfort [3]. Adding
intelligence capabilities to various environments like homes could provide increased life quality
for the sick and elderly, for example. Much of the attention in research has revolved around
wireless technologies that are supportive of remote data control, sensing, and transfer, such as
cellular networks, RFID, Wi-Fi, and Bluetooth, which have been used to embed intelligence into
the environment. Kranz et al conducted a study concerning a Bluetooth-based system that uses
smart-phones sans Internet controllability, in which physical connection of devices to Bluetooth
sub-controllers was done, followed by the smart-phone’s control via built-in connectivity with
Bluetooth [4]. Limitations in the range of operations for the system, however, meant that it could
not cope with mobility, thus could be controlled only within the device’s vicinity. Researchers
have also made attempts to provide remote access and network interoperability to control
appliances and devices in the home through the use of home gateways, which has seen the
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introduction of Wi-Fi based systems that use web servers based on PCs that manage connected
devices in the home [4].
Karimi contended that the world is entering a period of IoT computing technology with great
potential to enable the communication between machines, machines and infrastructure, and
machines and the environment [5]. His research demonstrates the IoT as a universal global
neural network based on cloud technology that will pervade all aspects of human life, which will
be founded on intelligence provided by embedded processing. The communication and interaction
of smart machines with other machines, infrastructures, environments, and objects will result in
the generation of massive data volumes that will be processed into actions that can control and
command objects to make lives safer and easier [5].
Goldman Sachs commissioned a research report into the IoT, which concluded that the IoT wave
of computing would be larger than the previous two computing waves; the fixed Internet wave
and the mobile wave [6]. The report posits that the IoT will lead to the creation of new technology
winners and losers, which will be based on the ability of companies to adapt to an increasingly
integrated and interconnected world. The direction of technology adoption and development will
be tilted by the S-E-N-S-E framework proposed by the report; sensing, efficient, networked,
specialized, and everywhere [6].
Evans found that IoT has reached the point where a multitude of sensors and disparate
networks must integrate and interoperate under common standards, proposing that such an
effort needs academia, standards organizations, governments, and businesses to work in tandem
[7]. The report also considers what must happen for IoT to gain acceptance by the wider public,
exploring the effects of service providers delivering applications that add tangible value to the
lives of people [7]. In completing the report, the researcher explores the importance of providing
value in human terms, rather than just being representative of technological advancement.
The Parametric Technology Corporation (PTC) explored the IoT in relation to the
manufacturing industry, studying its emergence and effects alongside parallel innovation of
other enabling technologies and market forces [8]. In the report, the evolution of purely physical
products into complex systems that combine digital user interfaces, software, sensors, and
processors is investigated in relation to multiplication of product capabilities and value creation.
In addition, the report also assesses how the impact of IoT has transformed manufacturers’
ability to create value and exchange it with consumers, especially as the IoT shifts differentiation
and value sources towards service, the cloud, and software, thus creating new models of business
[8].
Miorandi et al refer to IoT as a general term that encompasses the entire extent to which the
web and the Internet have pervaded the physical realm, in which spatially deployed devices are
widely distributed and embedded into physical objects for their identification through enhanced
actuation/sensing capabilities [9]. The IoT concept envisions a world in which physical and digital
entities will all be linked, giving rise to a new generation of services and applications using
relevant and appropriate ICT systems.
Tan and Wang argue that all objects in the future will have unique features for identification
that can be interconnected to create the IoT [10]. Communication, as a result, will shift from
being solely between humans to communication between humans and things, which will alter
life, as we know it through the emergence of a ubiquitous communications and computing era
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[10]. RFID and other sensing technologies used for relevant identification purposes are widely
held as a cornerstone of the coming IoT era.
Weber approaches IoT from the perspective of an Internet-based global architecture that will
enable trade of services and goods in the global chain of supply, while also portending a
significant impact on the privacy and security of all stakeholders involved [11]. In such a case,
there will be need to implement measures to ensure that the system is flexible with regards to
Internet attacks, privacy of the clients, access control, and authentication of data. In addition, a
legal framework must be set up taking the underlying technology into account, which Weber
contends would be established best through international legislation supplemented by both the
public and private sector according to their particular needs in order to make the architecture
more adjustable [11].
Zhou et al build on this argument by positing that legislations aimed at IoT regulation should
establish a taskforce to look into legal challenges facing IoT, make provisions that support use of
IoT mechanisms, rules on security and legislation of IT, provisions that restrict or prohibit use of
IoT mechanisms, and the right to information [12].
Roman et al approach IoT in terms of services that can be provided through centralized
architectures, in which central entities are able to attain, analyze, process, and provide data and
information [13]. On the other hand, distributed architectures in which entities dynamically
collaborate and exchange information with one another can also be utilized. To understand the
viability and applicability of such a distributed approach, Roman et al argue that it is necessary
to be acquainted with its merits and demerits with regards to its features, as well as privacy and
security challenges [13].
Roman et al argue that in IoT, all physical objects possess virtual components, which are able to
consume and produce services, while such connection will result in unprecedented economies of
scale and convenience, it will also need to be approached with novelty to ensure ethical use and
safety [14]. Indeed, if IoT complies with security and privacy requirements, it has the opportunity
to become a paradigm that improves daily life. However, Roman et al contend that there are
significant issues in such areas as trusted architectures, self-management, user privacy, identity
and data management, network protocols, and cryptographic mechanisms that must be
addressed if this is to happen [14].
The realization and concept of IoT will make the current world an entirely ubiquitous one
because IoT will change people’s perspectives of the Internet radically by including all possible
physical objects into the network. According to Zorzi et al, this communications will occur in the
IoT between things, people, and their environment, especially with the combination of cloud
computing, the Internet, embedded sensors, real-time localization, and near-field
communications, creating smart objects out of all physical objects to enhance understanding and
reaction to their environment [15]. The IoT concept will integrate Internet information and
services, resulting in more information, data, and knowledge being generated and utilized. The
IoT concept has increased in popularity in the recent years with researchers and scholars
investigating and discussing various aspects of IoT, while international conferences have open
sessions for specialists and scholars to exchange opinions, ideas, and experiences about
applications and development of IoT.
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Barnaghi et al suggest that IoT must be semantic oriented, things oriented, and Internet
oriented, proposing that IoT architecture is actually made up of three segments, including the
presentation segment, the middleware segment, and the hardware segment [16]. The middleware
segment referred to by the researcher is referent to the cloud environment that is mainly
responsible for storage and computation of data, as well as data analytics [16]. The hardware
segment, on the other hand, is referent to the connection of embedded communication hardware
or sensors, while the presentation segment visualizes data analytics results and interprets data
in a format that is easier to understand. Moreover, the IoT should have cooperation and
communication.
According to Yan, wireless sensor networks will be the critical technology for IoT applications
such as energy saving and home automation, specifically at the hardware segment [17]. In these
wireless sensor networks, sensor devices communicate wirelessly with other devices at the
communication node. Thus, measurement and communication will be the two critical functions
expected of the wireless sensory network, in which sensors are deployable in a dense and random
manner at lower costs [17]. In an attempt to increase acceptance of IoT technologies, models that
are reflective of human willingness to accept the specific technologies are emerging. Generally, if
the perception of a technology is that it is easy to use and useful, it is more likely that they will
accept it, although IoT shows increasing variations and complexities across user types and
domains.
Bassi criticizes the neglect of cultural, social, and group aspects of decision making in existing
and current IoT models, while also noting that there is a lack of comprehension about the selfregulating processes, emotion, or effect of IoT, especially with regards to feedback [18].
Alternatively, new technology uptake can be individually and socially conceptualized using
Roger’s model of “Diffusion of Innovations”, which suggests that whether a technology is rejected
or accepted is reliant on how individuals are made knowledgeable of it and attempts made to
increase acceptance through persuasion [18]. Following tentative, initial acceptance, the
individuals will experiment with utilizing the innovation in order to determine ultimate utility
and whether its use is worth pursuing.
Weber and Weber, in their literature review on ubiquitous monitoring, found that control,
awareness, intrusion, context, trust, boundaries, and justification are factors that impact
monitoring-related behavior [19]. They proposed that control, coverage, and obtrusion are among
elements that must be taken into account in the designing of systems, as well as data collection
frequency and data integration abilities across sources. Social dynamics, especially their
complexity, mean that there are particular issues presented in the home from introducing IoT
technologies. Technology domestication research studies have taken a qualitatively rich
approach, especially in comprehending how technologies shift to the home’s private space from
the public domain.
Gaglio and Lo argue that this process is a transformation from meaningless and cold products
into desirable home applications, in which consumers get into a struggle for control, while the
devices and applications become media for negotiating meaning [20]. Reliance on the extensive
frameworks and architecture required in the IoT means that governmental, commercial,
household, and individual cooperation and agreement would be required for the functioning of
many IoT technologies. Societal and organizational advantages can be incentivized to ensure that
the individual gets the benefits, while the role of leisure and fun in ensuring technology
acceptance must not be forgotten [20]. Simultaneously, the consequences and acceptance of the
Copyright © 201 Helvetic Editions LTD - All Rights Reserved
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IoT applications and technologies will be reliant on a range of psychological and social issues.
Majority of existing and envisioned IoT technologies are present in the home and workplace,
including systems like smart fridges, networked energy monitors, and activity tracking systems
that operate via tagging of objects. Such systems will collect detailed data and information
concerning activities within the home and about individual activities for those living together and
sharing access to relevant information [20].
As technologies tasked with capturing data about individuals become increasingly visible, data
collection outcomes could make new information forms visible to others around us. New
information alerts, visualizations, and appliances are part of the vision of IoT, and smart activity
will have its basis in human actions and collected data, defining and highlighting previously
unknown or ambiguous elements of these actions. Uckelmann et al, in reviewing existing
dissonance between guidelines on privacy and data collection forms in IoT systems, argue that
the personal data notion is disrupted, especially as volumes of data are collected that do not
directly relate to any single individual, but from which personal data and information is
ascertainable via collation of information [21]. In addition, there will be less awareness about
when there is collection of data, as well as how the collected data is to be used. In such
technologies as smart fridges and energy monitors, it is already evident that a new form of
information appliance is emerging via which there is display of information at home level, while
different degrees of detail also exist that can be used in understanding individual activity [21].
These data also possess the potential to comprehend individual behavior and overall house-hold
behavior. Increasing monitoring and awareness of individuals is one of the most obvious uses of
IoT data and technologies. While this may be a point of happiness for parents and work-place
superiors, Gubbi et al note that surveillance is a growing point of increasing tension in various
relationships be they parent-child or employer-employee [22]. Use of IoT in the home could
particularly result in tensions during adolescence, particularly as individuals seek to increase
and take control of their privacy and parents seek to maintain data and information access, as
they are anxious of their children’s welfare. This was the conclusion reached by Gubbi et al after
studying monitoring of blood glucose using IoT appliances by parents, finding an increase in
tensions later on in life [22]. As a result, they conclude that the use of IoT in the household could
prove especially disruptive.
IoT applications and technologies have also been found to have potential in caring for elderly
citizens, especially in assistance and tele-monitoring, although it is crucial to consider universal
privacy needs, as well as the relationships between care-givers and family members within the
IoT designs. Sun et al, reported on attitudes to tracking technologies using GPS, they found that
complex issues emerged regarding how care-givers and family felt an obligation to spend long
periods monitoring information to make sure the individual was safe, as well as finding that the
elderly preferred technology restrictions on the basis of autonomy rights [23]. Increasing control
and awareness seeking to encourage positive change of behavior is another theme that has arisen
with the emergence of the IoT. Such arguments have proven successful in such initiatives as the
UK government’s intention to use smart energy monitoring systems for all homes by the year
2020 [23]. However, Kotis and Katasonov note that such systems are faced with complex design
space, especially by the stakeholders, including appliance manufacturers, governments,
consumers, and energy suppliers [24]. IoT-based smart energy meters will be expected to share
information inside and outside the household and research is suggestive of the fact that social
influence will be critical in encouraging change in behavior, as well incentivizing the use of IoT
applications. Increasing the information that is available across diverse sectors, therefore, will
Copyright © 2015 Helvetic Editions LTD - All Rights Reserved
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cause the emergence of new tensions; particularly as IoT-related companies pursue consumer
behavioral change.
Su et al, in an analysis of various interventions seeking to ensure households were made more
aware of their energy use, concluded that some of the participants became increasingly
uncomfortable and over-conscious about their usage of energy [25]. As such, it is evident the
positive intentions of the IoT aimed at improving lives and creating positive behavior change can
cause the emergence, in some cases, of negative psychological and social outcomes.

III. THE INTERNET OF THINGS IN THE UAE
Middle East markets growing at a faster rate than any other regional markets. It is forecasted
that regional spending on IT will stand at $211 billion in 2015, which will rise to $243 billion by
the year 2019 driven by such areas as big data, smart government, mobility, and the IoT[26]. In
the IoT, the momentum is being driven by consumer and business demand, ongoing development
of smart homes and cities, enhanced connectivity infrastructure, and an increasingly connected
culture. The United Arab Emirates (UAE) has become a regional hub and a gateway for
companies attempting to access the Far East market. The local governments in the UAE,
particularly in Abu Dhabi and Dubai, has recently sought to convert the whole country into one
connected, smart city using smart devices and sensor technology. These technologies are expected
to be used across three tracks, namely: tourism, life, and economy [26].
Dubai’s government has recently announced plans to convert the entire Dubai emirate to a
smart city, representing exciting times for consumers ahead. This project will use smart devices
and sensors in three main areas, which are Smart Life, Smart Economy, and Smart Tourism. The
Smart Life aspect of the project deals with energy services, public utilities, communications,
transport, education, and health. For the Smart Economy aspect, it involves development of
smart stock exchanges, port services, smart companies, and smart jobs [26]. Finally, the Smart
Tourism aspect involves the provision of convenient and smart environments for visitors to
Dubai, including smart hotel services, smart gates, flight services, and visa services.
The momentum of IoT in the UAE has been driven by various factors, most importantly the
continued demand by consumers and businesses, which means that the demand for more IoT
solutions will continue [26].

IV. THE PROBLEM AND METHODOLOGY
According to Kranz et al [4], cyber-security incidents cannot be escaped and, as such, society
must prepare and plan for them, especially in the IoT wave of computing. Private and
governments sectors will come up against more sophisticated, diverse, and broader cyber threats
than before. As IoT becomes the new norm, these entities will have to develop and test their
response plans to cyber-security incidents, while also monitoring their networks, assuming that
breaches have occurred. This threat is especially magnified by the increasing pervasion of the IoT
as more devices become connected to the web and the Internet. The IoT magnifies privacy and
data security challenges with regards to protecting devices connected to the Internet [4].
The focus of this study is to look at the distributed approach architecture of the IoT as it is
expected that challenges will emerge related to Denial of Service attacks taking place, while
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eavesdropping over the Internet connections may also pose unique challenges to the IoT
architecture.

V. METHODOLOGY
This research study used the qualitative paradigm of research, due to its concern with process
and outcomes, rather than outcomes, which are more important to this study as the IoT is still
evolving. By using the qualitative paradigm of research, it will be possible to uncover various
issues concerned with perceptions and experiences about the use of IoT in the future [28]. An
exploratory research design was also used for the current research study, mainly due to the fact
that there are few studies dealing with the features, weaknesses, and challenges of IoT. As a
research area that is in its preliminary phase, an exploratory design enabled the researcher to
gain insight into the challenges facing the IoT [29]. Moreover, exploratory research design also
provided us with the opportunity to clarify and define new ideas as the IoT concept becomes more
familiar.
Desk research was used as the method of data collection, in which Internet searches were done
for the features, challenges and vulnerabilities of using the IoT. Some of the resources searched
included white papers, analytical reports, websites, and journal articles, after which data
collected was cross-referenced and collated. In searching for resources, the search words used
included “features of the Internet of Things”, “challenges of the Internet of Things”, “weaknesses
of the Internet of Things”, “Denial of Service attacks in the Internet of Things”, “Eavesdropping
challenges in the Internet of Things”, and “node capture challenges in the Internet of Things”.
After accessing the resources, some were excluded on the basis that they lacked relevance, while
those published before 2008 were also excluded because of the dynamic and evolving nature of
the IoT. The final resources were then scoured for information that sought to answer the research
questions, after which the data was analyzed using the grounded theory analysis. This resulted
in the coding of data collected from the resources using features and challenges as the main
codes. This was followed by grouping of these codes into categories, which included challenges
related to DoS attacks on the IoT, challenges related to eavesdropping in the IoT, and challenges
related to node capture in the IoT.

VI. EMERGENT CHALLENGES AND VULNERABILITIES TO IOT
We have identified the following challenges and vulnerabilities to IoT:
1) Denial of Service Attacks in the Internet of Thing: As more devices move towards IPenabled status, they are contributing to a pool of things that are easily recruited into such
platforms as botnets, which can be utilized for distributed attacks [17]. The use of
distributing attacks makes the tracing of attack sources more difficult, while also making
it easier to overwhelm devices and applications that are targeted. For instance,
distributed DoS have become a choice mode of attack for blackmailers and activists. Yan
mentions Simple Network Management Protocol attacks as a special form of DDoS
attacks, which allow malicious attackers to hijack network devices that are not secured,
such as sensors, cameras, printers, and routers, using them as bots in the attack of third
parties [17]. This form of DDoS attack is a concern due to the fact that it increases the
number of devices under the risk of being compromised, as well as because such remote
devices as sensors and printers are less likely to be properly secured and managed, which
makes them easier to exploit. Simple Network Management Protocol (SNMP) utilizes user
Copyright © 2015 Helvetic Editions LTD - All Rights Reserved
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datagram protocol, which is a stateless protocol liable to IP spoofing. Zhou et al identify
the reflection DoS attack that uses SNMP as a form of amplification attack, due to the fact
that SNMP requests lead to responses that are typically thrice as large as would be
expected normally before [12]. Thrice as large means that the number of responses from
protocol requests is three times what they would normally be. An attacker, therefore,
could port-scan an array of IP addresses with the aim of identifying SNMP hosts that can
be exploited before sending an SNMP request utilizing the target servers’ spoofed IP
address to the identified hosts, after which the replies from the host saturate the
bandwidth of the target, thus rendering it unavailable. There is a significant amplification
of the traffic’s response size, making the SNMP vector of reflection attack a substantially
powerful force [3].
Roman et al argues that the protection from DoS attacks takes the identification of all
devices that can be accessed through one’s network, whether they appear to be sensitive
or not, and to manage them properly [13]. Remote access to devices and management of
devices, while bringing great convenience, adds trade-offs that must be secured and
managed. Typically, the limited computation and tight memory of physical things means
that they are open to resource exhaustion attacks [13]. It becomes possible for attackers to
send requests continuously for processing by specific devices, in effect depleting their
resources. In the IoT, this becomes particularly dangerous if the attacker uses a Line Link
Network (LLN) to target a resource-constrained device while located in the backend.
Moreover, Zorzi et al also found that physical jamming of communication channels could
be used to launch DoS attacks, which would disable communication channels between
things [15]. Finally, it was also found that using large amounts of packets to flood the
network could also disrupt network availability [15].
2) Eavesdropping in the Internet of Things: It was found that passive attackers could target
communication channels such as the Internet, local wired networks, and wireless
networks to retrieve data from the flow of information [10]. Obviously, should an internal
intruder access specific infrastructure, they can then retrieve information flowing across
the infrastructure. While there are security measures aimed at protecting data and
information, the possibility that an intruder could access the system and hijack data is
real. One of the greatest challenges to the large-scale acceptance of the IoT from the
perspective of the user is about data control. Tan and Wang indicated that caution must
not be confused with data ownership [10]. The IoT will lead to a situation where the access
and control of data is more important than ownership of information. How access to the
information flows in the IoT is allowed is expected to be a slippery slope. While there are
some overall advantages to enabling this access, such as the ability of Google Trends to
predict cases of Flu outbreak accurately, Roman et al still contend that the access to
personal data on the IoT carries massive challenges [14].
Another challenge that will face the development of the IoT is data sharing. In the IoT
paradigm, data is all-important, although provisioning of data is the result of a social
contract between the customers and corporations [18]. The corporations will provide a
nominally-priced or free service, which they exchange for the personal data of the
customer. This data can then be used in the further development of services and products
that fulfill the needs of the consumer, as well as sold to marketers and advertisers. It is
possible to use third party applications that are based on the core service, especially in
poaching customers and their related data from applications like these. For large
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corporations and established networks, this could become detrimental as a practice since
these applications could eventually poach clients. Large corporations, in such scenarios,
must balance their commercial considerations with their open source approach [18].
3) Node Capture in the Internet of Things : Things like streetlights and household
appliances are located physically in specific environments and, rather than destroying
them, active attackers may attempt to extract information contained by the things.
Instead of the things, the active attacker could also target the infrastructure that is used
to store information, including data storage entities or data processing. If, on the other
hand, the actual intelligence in the IoT is distributed, different entities will be used to
create and process the information, meaning that attackers must improve their efforts to
control a similar amount of resources [19]. However, it was found that resource
distribution acts as a double-edged sword. If attackers are interested solely in a particular
piece of information, they can target systems managing the specific information located in
central entities. Indeed, attackers could utilize a guerrilla strategy to take control
gradually of small portions of one’s network, covertly affecting the entire system. In
addition, node capture attacks are more dangerous because there is more logic integrated
into the things. Perceptual nodes within the perceptual layer normally create a dynamic
distribution ad hoc network [19].
Due to the limitation of node resources, distributed organized structure, and dynamic
network typology change, the perceptual layer leads to various threats, including physical
capture, in which many nodes are deployed statically and can be captured easily by
attackers, becoming physically compromised [24]. Another threat comes from brute force
attack, especially where resource storage ability and sensor node computation are limited,
making them vulnerable to brute force attacks. In addition, the structure of hardware for
some perceptual nodes is easy to understand and simple, making it easier for attackers to
copy it, while authentication is difficult in the distributed environment enabling malicious
nodes to utilize fake identities for collusion or malicious attacks. Routing attacks are also
possible in the IoT, especially where data relay and forwarding exist in the perceptual
data collection process, making it more likely that intermediate nodes may attack the data
during forwarding [24]. The nodes are also vulnerable to trapping under DoS attack
because of their finite ability of processing, while attackers can also actively or passively
steal sensitive information present in the node, which Evans [7] refers to as node privacy
leaks.
4) Physical Security of the Sensors: Physical attacks could also destroy sensors in IoT devices
physically or even make them inoperable permanently, which would pose a clear challenge
to security related applications [30]. For example, an attacker could enter the house where
the sensor is kept and detect inherent electronic or physical sensor signals through the
use of signal-detection equipment with the signals being radio, heat, magnetic, visual, and
other electronic signals. The attacker could then determine where the sensors are
positioned based on the properties of received signals, after which they may physically
disable, destroy, or steal it. Physical destruction could be accomplished using heat,
physical force, or tampering with the circuit on the sensors, rendering the sensor nonfunctional. In addition, it is easy to launch physical attacks using low technology and
effort and the ease of executing such an attack, along with the vulnerability of sensors,
especially small-sized ones, to physical disabling or destruction makes this kind of attack
inevitable for sensor networks in the IoT. Because the attacker is in close proximity to the
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sensor network in this kind of attack, they have opportunities to react to defense
mechanisms applied by the owner, unlike such attacks as eavesdropping [30].

VII. CONCLUSIONS AND FUTURE WORK
This study has explored various challenges and weaknesses of IoT technology use, especially as
they continue to pervade everyday life. From the results of the study, it is evident that, while the
IoT will make life easier, there are significant challenges in its use. One of these challenges has
to do with DoS of attacks in a distributed architecture approach, which can be used by
blackmailers and activists to hijack unsecured network devices like sensors and routers and
using them as bots to attack third parties. Due to the high number of devices under risk of a
DDoS attack, coupled with the fact that these remote devices are less likely to be properly
secured and managed, they are easy to exploit. Another challenge has to do with eavesdropping
over the IoT network, especially as attackers could target communication channels to extract
information and data from the flow of information. In addition, it was also found that node
capture is a threat to the IoT; particularly where node resources are limited, where there is a
distributed organized structure, and a dynamic change in network typology. The perceptual layer
results in various threats, including physical capture, brute force attack, DoS attacks, and node
privacy leaks. Finally, physical attacks on the sensors could also threaten to bring down the
entire sensor network by destroying, disabling, or stealing the sensors.
One future research of this study would be to investigate how the challenges identified in this
study can be countered to make the IoT safer and more secure. The research could also move in
the direction of investigating the feasibility of immersive technologies in the IoT, such as the
ability of IoT to function through gesture recognition and augmented reality in seeking to achieve
safety.
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Abstract
Projects failure may negatively affect the whole implementing enterprise and there is empirical evidence
that failure is a persistent trauma within project-oriented organizations. However, it is necessary to know
why majority of IT projects fail and what the perceived success/failure factors are and to what extent the
risk management concept is of central importance in every IT projects. This study aims to put spotlight on
the importance of IT projects success/failure factors and IT project risk factors comprehensively according
to literature review. Accordingly, it is proposed 5Ps (Presiding, People, Pragmatic, Process, and
Performance) as preventative and proactive measures that IT project managers may consider in order to
gain sustainable IT project management development processes. This research indicates how 5Ps
consideration will lead to sustainable and successful IT project management.

Key Words
IT Project Management, Success/Failure Factors, Risk Mitigation, Sustainable Project, Successful Project

I. INTRODUCTION
It seems to certain that failure is an inherent part of every type of projects, especially in
project-centered organizations (Lindahl and Rehn, 2007). Moreover, IT projects are not exception
because of their complexity and volatility as to be expected by planners and project managers. As
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it is statistically indicated, the abandoned or total failure projects are around 20-30 percent and
around 30-60 percent of projects fail because of lack of cost and time advantage over competitors
or other common problems (Standish, 2013). On the other hand, optimistically only 29 percent of
projects are succeed reportedly (Taylor, 2000).
Additionally, as recent study illustrated that failures appear to be more significant in public
sphere are roughly 84 percent and consequently, occur in a costly manner (Royal Academy of
Engineering and British Computer Society, 2004). Accordingly, association of salaried medical
specialists in 2003 is revealed that across both public and private sectors, around $ US 150
billion is wasted per annum on IS failures in the United States and $US140 billion in the
European Union. Alarmingly, IT managers worst fears were realized when the rate of software
project failure rates remain increasingly high despite soaring investment in information
technology in the context of organizations significantly (Hong and Kim 2002; Baccarini, Salm et
al. 2004; Bannerman 2008; El Emam and Koru 2008; Altuwaijri and Khorsheed 2011).
In conformity with, the CHAOS Manifesto 2013 (Standish 2013) only 39 percent of software
projects were successful, in terms of what it set out to do as an objectives such as on-time and onbudget accomplishment, with all perceived functions and features. On the other side, another 43
percent of projects were challenged, completed and operational but without keeping within a
budget, estimated time and without fulfilling reliable deliverables than originally specified.
Finally, the remaining 18 percent of software projects have failed before completion and never
used.
Overwhelming majority of researches is specified that only 10 percent were successful, 52
percent were challenged and 38 percent have failed in mega soft ware projects. Furthermore, this
indicates that software projects failure may negatively affect the whole implementing enterprise
(Hong and Kim 2002; Lavbič, Vasilecas et al. 2010; Bernroider, Wong et al. 2014).
As it is discerned nowadays in project-oriented glob, majority of organizations are sentenced to
do projects profitably. But the fact of the matter is that organizations should more concentrate in
fulfilling projects successfully. It has been published a comprehensive review on project success
which is deeply emphasized on the project success and project management success (Judgdev and
Muller 2005; Ika 2009). Therefore, Munns and Bjeirmi (1996) defined project management as
“the process of controlling the achievement of the project objectives by applying a collection of
tools and techniques”. Highly regarded influential factors that cause failure of the projects are
identified by many researchers such as an inadequate basis for the project, the wrong person as
project manager, talks inadequately defined, lack of technical project management, lack of
commitment to the project (Munns and Bjeirmi 1996) time, cost, and customer satisfaction
(Thomas and Fernandéz 2008) and also specifically the management model (Haughey 2010).
Moreover, there is a wide range of literatures on information technology project failures
comprising both theory and case study that is pinpointed as technical, managerial, planning,
resourcing, and environmental factors (Heeks 1999). Unquestionably, software projects are made
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manifest in its complex projects as high risk activities due to the rapid pace of revolutionary
technological and the organizational changes, that may impose (Cule, Schmidt et al. 2000; Hong
and Kim 2002; Aloini, Dulmin et al. 2007; Kwahk and Kim 2007; Bannerman 2008; Altuwaijri
and Khorsheed 2011; Li, M.-H. et al. 2011).
As success/failure factors are tied with project success/failure, therefore, the importance of risk
management toward success of the projects is undeniable. As a result, the importance of risk
management have been highlighted by (Baccarini, Salm et al. 2004; Tiwana and Keil 2004;
Wallace L, Keil M et al. 2004). Notably, considerable researches have been conducted in case of
risk factors which classified in both frameworks and checklists (Bannerman 2008) as well as
stepwise tasks, also known as process models, are widespread in theory and practice (Aloini,
Dulmin et al. 2007; Bannerman 2008).
As Rockhart and Crescenzi (1984) has pointed out, critical success factor approach is crucial in
managing any projects and later on redefined by (Bullen and Rockhart 1981; Rockhart and
Crescenzi 1984) for the purpose of measuring and identifying organization’s performance.
Recently, critical success factor method has also been considered in software development
projects. Literally, Bullen and Rockhart (1981) defined critical success factors as the guarantee
for competitive performance considering for the individual, department, or organization for the
purpose of flourishing business and achieving manager’s goal and consequently, covers
managerial techniques (Reel 1999) as well as combination of software engineering and business
strategy (Bytheway 1999). On the plus side, Bosghossian (2002) defined development life cycle
and estimation and validation to executive management, project management, and resource and
strategic-level planning as critical success factors. While there is much published research on IT
project management success/failure factors and likewise other spheres, still a disciplined
investigation on project success/failure and risk factors has been largely disregarded. By studying
all aforementioned matters, we gain comprehensive insight beyond hitherto importance of IT
project management success/failure factors. In this writers’ opinion, any failure in deducing
success/failure factors and managing, importantly mitigating risk factors will lead to not only
project failure but also failure in meeting organization’s objectives.
The presented study research seeks to put spotlight on the importance of IT projects
success/failure factors and IT project risk factors comprehensively according to literature review.
Accordingly, it is proposed 5Ps (Presiding, People, Pragmatic, Process, and Performance) as
preventative and proactive measures that IT project managers may consider in order to gain
sustainable IT project management development processes. The finding of this study will attract
interest of enthusiasts to have an extensive source of information as organized materials.
Therefore, we seek to capture reader’s attention in reflecting upon how 5Ps consideration will
lead to sustainable and successful IT project management. The last but not least, the results are
pertinent to IT project managers, information system practitioners, and researchers in the field
of management information system for the purpose of meeting what they set out to do
optimistically and confidently.

Copyright © 2015 Helvetic Editions LTD - All Rights Reserved

www.elvedit.com

16

How to Lead to Sustainable and Successful IT Project Management? Propose 5Ps Guideline
Hamed Taherdoost and Abolfazl Keshavarzsaleh

II. THEORETICAL BACKGROUND
Project management and its success are totally related together, but not in direct way (Munns
& Bjeirmi, 1996). In regard with the importance of critical success factors, critical success factors
are the fundamental of project success and will never guarantee the success solely and
consequently focus upon providing high performance in both current operation activities and
future success (Andrew C Boynton and Zumd 1984). Hence, the project can either be successful
even when managed badly or can fail even though it was managed in a well manner.
Unquestionably, project management is central to the importance of project success and IT
projects also are not exceptional. Project management is defined internationally with
consideration of successful fulfillment. Accordingly, IPMA (2006) in the IPMA Competence
Baseline (ICB) states a project as “a time and cost constrained operation to realize a set of
defined deliverables with consideration of the scope to fulfill the project’s objectives, up to quality
standards and requirements”.
Traditionally, the criteria success factors of projects define as time, budget, and requirements
(Bakker et al. 2009). This structure, though criticized, is routinely used to determine the success
factors in almost all projects considering project plan and its values as well as project delivery
and actual values with consideration of project execution and success/failure factors as core
spheres.
As long as the importance of success or failure factors are made manifest within the
competitive and complex IT project managements concept, preventing software project failure
became the main objective of software process improvement as it aims at lowering the costs of
development work, shortening the time to market, and improving product quality (Burr and
Owen, 1996). Therefore, it seems certain that providing crucial outline for IT project managers
or information system experts such as project control considering the important factors differ
across projects, the approach fails to account for the dynamic of social, organizational and
political life that surround any information system projects will lead to success optimistically.
Generally speaking, success research cited in the literature is mostly accordance with case
studies or meta-data analysis such as Specifically, Highsmith (2002) reports from direct
experience with agile implementations, while Schatz and Abdelshafi (2005) provide results from
the primavera case study, and Karlstrom and Runeson (2005) give insight from the Star-Gate
case study. Moreover, other researchers (Boehm and Turner 2003; Augustine, Payne et al. 2005;
Ceschi, Sillitti et al. 2005) are concentrated in comparative flavor between traditional and agile
methods. Success without consideration of probable risks is not achievable, therefore, risk
management is perceived as an inherent part of all projects, specifically complex IT projects.
Reportedly, it seems certain that software projects are fraught with risks, with many risks
common to nearly all projects and is defined, (Schmidt et al. 2001).
Central to importance of information technology as a source of competitive advantage

Copyright © 2015 Helvetic Editions LTD - All Rights Reserved
www.elvedit.com

17

International Journal of Advanced Computer Science and Information Technology
Volume 4, Issue 1, 2015, ISSN: 2296-1739

regionally and globally is the question of why IT projects failure rates are still pioneer? And how
IT project managers can tackle this problem? Furthermore, IT becomes a core competency in all
business spheres and organizational spending on IT applications is increasingly soaring and
consequently become a dominant part of the capital budget in a wide range of organizations.
According to verified literatures so far, we clustered the overwhelming majority factors in IT
project success as 5Ps; Presiding, People, Pragmatic, Process, and Performance in Figure 1.
Therefore, most of the characteristics are routinely found in litterateurs in an unordered manner,
in this respect the 5Ps corroborate and organize finding from previous success/failure factors.
Notably, the characteristics that this study has found to be most influential in IT project
management practicing toward sustainable IT management development processes significantly.

Presiding
• Project Integration
Management

Process

People
• Project Human
Resource Management

5Ps

• Enterprise
Environment Factors
• Organizational Process
Assets

Performance
• Planning
• Integrate Project
Performance Management

• Performance Appraisal
• Estimate at Completion
• Project Performance
Information

Pragmatic
• Technology and tolls
management
• Technical complicity
and novelty

FIGURE I: IT PROJECT SUCCESS 5PS

According to the professional body of knowledge (PMBOK) the increasingly perception of project
management indicates that the the application of appropriate knowledge, skills, tools and
techniques can have substantial impact on project success (PMBOK, 2008). Additionally, the
PMBOK guideline identifies that subset of the project management body that is generally
considered as good practice. To illustrate “generally recognized’ stands for the knowledge and
practice described are applicable to most projects most of the time and consequently there is
widespread consensus about their value and usefulness. On the other side, “good practice” means
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there is general agreement that the correct application of these skills, tools, and techniques can
enhance the chances of success comprehensively (PMI, 2004).
There is empirical evidence that IT spheres have been attracted many researchers interests. In
spite of the problem with providing commonly accepted definition of project failures, there is little
doubt that failed projects are considered as they do not deliver anything, deliver a product later
than expected, or deliver a product that is not useful at all for client that finally lead to not only
indirect waste of project resources likely to be substantial, but also the indirect waste such as lost
business opportunities (Jørgensen, 2014).
It seems to certain that product success and project success are backbone of every success.
Hence, Atkinson (1999) and DeLone and McLean (2003) are stated that project success and
project management are interrelated encompasses time, cost and functionality objectives and
product success is associated with outcomes of the final product or software, measured by system,
information quality, user satisfaction and finally net benefits.
From managerial perspectives, success intervals include short-term, medium-term, long-term
and very long term. Shenhar and Levy (1997) recognized the success factors dimensions in terms
of aforementioned intervals according to timeframe of expected results:







A short term goal of project efficiency considering traditional factors such as meeting
cost, time, and goals
A medium term goal is central importance to customer success considering, meeting
technical specifications, functional performance, solving customer’s problem that
initiated the project right through to matching intangible and tangible (Nogeste
2006)outcomes.
A long term goal of business success interpreted as commercial success and obtaining
increased market share that consequently lead to confidence, satisfaction and also
influence.
A very long term goal of preparing for the future considering, updating and upgrading
in terms of developing new tools, techniques, products, and markets etc.

Unquestionably, the importance of taking proactive, preventative measures as well as
analyzing the cause of failure is outweigh why the failure occur (Rooney and Vanden Heuvel
2004). Moreover, failure is an inherent part of any undertaking that involves creating a new
service or product is fraught with peril, particularly in complex IT projects in which they
regularly fail. Reportedly, over 50,000 IT projects between 1992 to 2004, only 29 percent could be
classified as successes (Johnson, 2006). Accordingly, most of the project failure classified as
failure to meet the approved schedule, achieve cost objectives, and provide the expected project
scope. Additionally, Lyytinen and Hirschheim (1987) categorized failure factors comprehensively
as; correspondence failure where the system could not meet what set out to do in terms of
objectives and specifications, process failure when the system is not capable of developing
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within allocated budget or schedule, interaction failure comprising user attitude, satisfaction,
and implementation of out-performance and unnecessary task, and expectation failure whereas
system does not meet stakeholder requirements, expectations, or values.
According to literature review, majority of researchers conducted research about failure/success
factors such as Reel (1999) that identified failure factors even before a design or a line of code is
written. Additionally, the problems, mistakes, and misunderstandings in agile processes from a
macro point of view is studied by Cohn and Ford (2003) as well as in micro point of view is
verified by Larman (2004). Furthermore, management challenges in implementing agile projects
are of central importance in people, process, and technology dimensions of migrating to agile
projects (Nerur, Mahapatra et al. 2005). Therefore, the 5Ps concept introduced as complimentary
framework for sustainable success development in volatile projects especially, IT projects.
A. Presiding
On the eve of the twenty first century, management is perceived as the key to a successful
project, therefore, it is absolutely necessary to evaluate following managerial perception;
behavior and technical skills, potential for leadership, personal strengths and weaknesses and
experience, factors because they strengthen the chance of better management performance
(Haughey, 2010). According to presiding concept in project management project manager is of
the essence in all aspects of project management. Moreover, IPMA (2006) indicates that the
project manager “is not responsible for achieving the business benefits of the project, which
accrue to and are largely realized by the organization once the project is delivered”. Therefore,
the projects characteristics and organizations policy are considered as crucial indicators as well
as the majority of real projects are of a completely different character and organizations rarely
run only one project at the time (Gustavsson and Zika-Victorsson, 2008).
Ultimately, success factors that not only implemented by national but also multinational
organizations are verified as adequacy of company-wide education, maturity of an organization’s
processes, portfolio and programme management practices, a suite of projects, a program and
portfolio metrics and an effective means of “learning from experience” on projects (Cooke-Davies
2002).
In accordance with the importance of presiding perception in various types of projects,
corporate culture and organizational change are undeniably important (Mwaura et al. 1998). In
addition, Jung et al. (2008) identified elements that make up the culture and asserted that
culture can have a significant effect on multinational companies when a new management
practice is implemented in a particular location. Regarding the importance of presidency,
leadership is manifesting its self within the organization considering leaders’ behavior, attitude
and aptitude and how people react to considerable changes such as innovation (Fishman and
Kavanaugh, 1989). Therefore, culture is identified as one of the areas wherein the main reasons
for failure in projects is to be found, but there are those who discourage the relationship of the
cultural dimension with success and failure in projects (Muriithi and Crawford, 2003). To sum
up, a relationship is perceived between culture, manager and his management as well as the
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factors that lead to failure or success needs to take into consideration significantly. Also, success
of projects in different organizational conditions is verified by Hyväri (2006) in a relevant cross
industry study.
Effective and efficient project management and administration is important in presiding
concept. Therefore, Crawford (2000) restructured managerial frame work as the role of top
management support in project mission, communication and trouble shooting, project
scheduling/planning.
Additionally, on the other hand, Cooke-Davies (2001) identified main factors of front- end
planning and project definition work; clear mission and vision including unanimous goals ,
agreed success criteria and clear understanding of desired and expected values, project plan and
programme/method including provision of adequate reserves and contingencies, resource
planning/identification, project competencies and project management skills , external influences
with regard to adequate and agreed organization structure, portfolio and programme
management considering corporate strategy and business objectives, lesson learned perception
through combination of explicit knowledge with tacit knowledge in a way that encourages people
to learn and to embed that learning into continuous improvement of project management
processes and practices, and last but not least integrity, effective communication, commitment,
support, team approach, mentoring, and learning.
In another research by Tsun Chow and Cao (2008), success factors from organizational,
managerial views are illustrated as rigorous executive support, committed sponsor or manager,
cooperative organizational culture such as oral culture in terms of valuable, face-to face
communication, agile-based methodology organizations, team building and collocating, integrated
infrastructure and agile-style work environment, and reward system appropriate for agile. They
indicated that in order to have successful projects these factors should be considered frequently.
As long as success and failure are the same side of the coin, lots of researches have been
conducted about failure factors as well. Furthermore, Tsun Chow and Cao (2008) asserted that
apart from success factors, the failure factors might be considered in volatile projects and
consequently classified them as lack of executive sponsorship and management commitment,
conventional and political-based organizational culture, over-sized organization, and finally lack
of agile logistical arrangement.
Also other researchers put spotlight on that the failure factors are central importance in
various projects (Murray 2000; Meredith, S.J. Mantel et al. 2002) as unrealistic project scope
given the available resources, improper management of scope creep, the organization's issues are
not understood., custom work is needed for the organization's business activities. Ultimately,
DeLone and McLean, (2003) provided the summary of the common causes of software project
failures into four holistic categories; top management, policies, business domain and lately,
organizational structures.
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We considered presiding as the first P in 5Ps concept for the purpose of superior management
in all types of projects either complex or volatile that will lead to sustainable management.
B. People
Major concern of project management and project success consist of how success is judged
(success criteria), and the factors that contribute to the success of projects (success factors)
(Crawford 2000) as well as study of success criteria, an exploratory re-examination by Lim and
Mohamed (1999) conducted through looking at projects where some stakeholders perceive success
and others do not on the same project reveals the importance of people concept in almost all
projects. Accordingly, there are many issues are associated with project failure identified as poor
communication among stakeholders, managers and the project team causes a project serious
problem since the team comprises various professionals who interact for the benefit of all.
Moreover, the role of people and communication simultaneously shows that a failure at any point
in the process causes a dysfunction which interrupts the way that the message is completed.
Chiavenato (2005) said that “communication is the process of transmitting information from one
person to another person interactively.
Therefore, many researches indicated the importance of people such as personnel, client
acceptance, and client consultation (Crawford 2000), Cooke-Davies "investigated the factors of
project success, success in project management and factors for continual success of project
realization, citing the omission of the human factor as the only possible omission in their
research and (Cooke-Davies, 2001) key stakeholder/key resource, and project management
capacity identification emphasizing experience and staff/senior manager's support including
project governance, dispute resolution procedures to engender trust behaviors. Therefore, the
human factor is considered in an implied manner and is omitted as a determinant of the extent of
project success (Cooke-Davies, 2002).
Central to the importance of human as an key indicator in every projects, Tsun Chow and Cao
(2008) asserted that competent team members, great motivation, managers know-how in agile
process, managers with light-touch and adaptive style, and superior customer relationship are
influential in success.
On the other side, Tsun Chow and Cao (2008) claimed that underestimation of failure factors
might lead to failure; therefore, they classified failure factors as lack of technical know-how, lack
of competent project management, lack of team work, groups or individuals resistance and
ultimately wrong and bad customer relationship.
Nothing helps an individual more than to be given responsibility and to know they are
competent in the project concepts. Kerzner (2009) acknowledged the fact that human dynamics
play an important role in project management failure, citing poor motivation, productivity, and
human relations; lack of employee and functional commitment and unresolved policy and
stakeholder issues. Therefore, DeLone and McLean (2003) illustrated the common cause of
software project failures as social interaction, skills, motivation, customers, external agents,
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users, project team and corporation.
People as vibrant element of each project is discussed as second P in 5ps concept considering
feeling part a successful project team is part of the engagement process in order to achieve a
sustainable project development in projects, especially IT project management.
C. Process
For all but the smallest projects, experienced project managers utilize well-established and
tailored project management methodologies considering zero defect processes. The traditional
view of how the success of a project is measured uses three criteria: time, budget and
requirements (Bakker, Boonstra et al. 2009). Hence, the significant number of researchers
highlighted the failure factors in terms of process such as Tsun Chow and Cao (2008) with
consideration of project scope, project requirements, lack of agile progress tracking mechanism,
lack of customer presence and customer role as well as project development experie (Murray
2000). Additionally, Tsun Chow and Cao (2008) categorized success factors in terms of process as
Agile-oriented requirement management process, Agile-oriented project management process,
Agile-oriented configuration management process, Communicative and daily face-to-face
meetings, Honoring regular working schedule ,not overtime, Strong customer commitment and
presence and Customer with full authority.
Having a plan with a sufficient level of details while consisting the particular flexibility is
central to process concept as third P in 5Ps concept which is clarified by (PMBOK, 2008) as
enterprise environment factors (EEF) encompasses internal factors (organizational culture,
organizational structure, internal political conditions, available resources) and external factors
(government regulation, market condition, infrastructure, external political conditions), plus this
organizational process assets (OPA) comprising primary (politics, procedure, standard template,
and general guideline) and secondary (risk register, lesson learned, stakeholder register, past
project files, and historical.
D. Pragmatic
Software development and It technology, much like manufacturing are drastically altering.
Therefore in order to stay dominant and on top, project managers must be aware of the
importance of pragmatic part of each project as well as adapt and accept to change. Regarding
the importance of pragmatic perception as fourth P of 5Ps concept, lots of researchers highlighted
related success factors such as well-defined coding standards up front, pursuing simple design,
rigorous refactoring activities, complete documentation, regular delivery of software, delivering
most important features first, proper integration testing and appropriate technical training to
team (Tsun Chow and Cao 2008), technical task (Crawford 2000), project tools (Crawford 2003)
and on the other hand, related failure factors as lack of complete set of correct agile practices, in
appropriation ot technology and tools (Tsun Chow and Cao, 2008), undeveloped project that could
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not deal with new technology (Murray, 2000) and finaly DeLone and McLean (2003) introduced
summary of the common causes of software project failures as Project complexity, Available
assets, Technology, Requirements and Contracting.
E. Performance
It is important to keep the triple pillars of time, budget and more important performance in
mind all the times. Performance measurement are specific to each project, therefore, we
introduce performance as the last but not least P in 5Ps concept. Accordingly, various historical
methods of evaluating success encounter barriers to performance measurement is defined by
Ramage and Armstrong (2005) apart from difficulties which arise in ensuring the measurement
instruments in terms of guarantee reliability, validity and responsiveness. To assist in the
categorization of factors impacting on these aspects, they extend the framework developed by de
Lancer Julnes and Holzer (2001) to produce a more comprehensive categorization of influences.
These may closely aligned, fortuitously, with the antecedents to Project Management Best
Practice or Success in order to come as a relief to Project Management research world.
In accordance with significance of performance in IT project management, Crawford (2000)
identified performance factors lead to project success as monitoring and feedback, Cooke-Davies
(2001) highlighted as scope management, maintained performance measurement, an effective
benefits delivery and management process and finally Tsun Chow and Cao (2008) as non-life
critical project nature, project with various scope considering emergent requirements, projects
with dynamic, accelerated schedule, project with manageable team, project with no multiple
independent teams, projects with up-front evaluated cost, and projects with up-front analyzed
risks.
On the other side of the coin, performance factors which lead to failure in projects are identified
by Kerzner (2009) as delayed problem solving and summary of the common causes of software
project failures (DeLone WH and ER. 2003) as software testing and quality control.
Finally, we highlight that project management metrics enable project managers to appraising,
foreseeing, and ultimately having a sustainable development and success in IT projects through
aforementioned key performance indicators.

III. RISK MANAGEMENT AND MITIGATION
The benefits of risk management in projects are tremendous. According to project management
institute’s PMBOK, risk management is one of the ten knowledge spheres in which project
manger must be competent (PMBOK 2008). Good project risk management is solely associated
with supporting organizational factors, clear roles as well as technical analysis skills such as
planning risk management, risk identification, performing quantitative and qualitative risk
analysis, planning risk responses and monitoring and controlling risks. Moreover, negative
consequences of underestimating risk and its factors is identified by Aubert, et al. (2001) as risks
related to the client (as members of the project team, as an organization, as part of management
and as users of the completed system), risks related to the vendor (as members of the project
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team and as an organization entrusted to provide a service), risks relating to elements and
activities of the outsourced strategic it development project itself, from pre-contract to post
contract (Abdullah 2008; Abdullah 2009).
In accordance with the significance of IT projects, Verner and Abdullah (2012) clarified in such
complex factors encompasses; complexity, contract, financial, legal, scope and requirements,
planning and controlling and execution respectively. Furthermore, identifying and classifying of
risk factors are studied in various researches (Boehm and Ross 1989; Barki, Rivard et al. 1993;
Ropponen and Lyytinen 2000; Keil, Cule et al. 1998; Tiwana and Keil 2004; Wallace L, Keil M et
al. 2004; Kappelman, McKeeman et al. 2006; Tesch, Kloppenborg et al. 2007). However, few
studies have paid attention to the risk evaluation processes in IT project management.
Accordingly, Keil et al. (2000) introduced a comprehensive framework including the influence of
personal, project, informational, and organizational factors. As it is perceived software project are
considered as high risk activities because they cannot keep pace with technological changes and
organizational changes as well (Aloini, Dulmin et al. 2007; Altuwaijri and Khorsheed
2011);(Bannerman 2008; Cule, Schmidt et al. 2000; Hong and Kim 2002; Kwahk and Kim 2007;
Li, M.-H. et al. 2011). Therefore, the importance of risk and risk management as a crucial project
success factor is manifested itself increasingly (Baccarini, Salm et al. 2004; Tiwana and Keil
2004; Wallace L, Keil M et al. 2004) and recently is highlighted frequently in why usually
software projects fail (de Bakker, Boonstra et al. 2010) as well as.
Majority of researchers have been identified lack of effective management as one of the main
failure factors in software project risk management (Aloini, Dulmin et al. 2007; Bannerman 2008;
de Bakker, Boonstra et al. 2010; Geraldi, Kutsch et al. 2011; Kappelman, McKeeman et al. 2006;
Kutsch and Hall 2005; Osipova and Eriksson 2013). Therefore, there is a significant need to
highlight the particular factors that may influence the risk perception of information technology
project managers. Hence, Shapira (1995) discussed the relationship between post decisional
control in risky situations and managerial skills. Additionally, Ropponen and Lyytinen (2000)
highlighted the related factors to project failure such as controllability of outcomes, and risk
perception and software environment. Ultimately, Wallace et al. (2004) have identified six
dimensions of project risks: organizational environment risk, user risk, requirements risk, project
complexity risk, planning and control risk, and team risk. Managerial control over risk factors is
classified by Keil et al. (1998) and Tiwana and Keil (2004) as endogenous and exogenous risk
factors comprising
project team morale, employee productivity, inadequate training, or
inadequate project reviews (Jani, 2008). Hence, software projects are subjected to organizational
risks (Benaroch et al. 2006; Sanderson 2012; Sharma and Gupta 2012) because they are difficult
to manage and knowledge of risks alone is not enough to contribute to project success (de Bakker
et al. 2010; Thamhain 2013). Central to importance of IT projects risk assessment, the six-item
risk perception scale was created by Keil et al. (2000):



Likelihood that the project will meet the budget goal,
Likelihood that the project will meet the schedule goal,
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Estimate of cost overrun, and schedule overrun
Probability of project success and overall risk

The fact of the matter is that, the first two items tap into the probability of negative outcomes
and the next two items tap into the ‘magnitude of potential loss or negative outcomes
significantly.
It seems certain that in all complex IT projects success and failure are the same side of the coin.
This would suggest that it might be necessary to identify and control both success and failure
factors and risk factors in order to have successful project. We classified all risk factors both
influential and weighty as 5Ps concept which are central to the importance of risk and its control
and mitigation in Table 1.
TABLE I: RISK CRITERIA ASSOCIATED WITH 5PS
5Ps
Presiding
People
Process
Pragmatic
Performance

Risk Criteria
Plan Risk Management
Perform Qualitative Risk Analysis
Plan Risk Reponses
Identify Risks
Perform Quantitative Risk Analysis
Monitor And Control Risks

Presiding: Presiding or organizational risk management is risk management at the strategic

level. Presiding as core cluster in risk management is not one-size-fits- all solution but it is
crucial enough to be considered. Therefore, Verner and Abdullah (2012) highlighted risk factors
at strategic and managerial level as changing in organizational management (Benaroch 2002;
Wallace et al. 2004) (poor change management, poor project governance, poor project leadership,
poor project management, poor project planning, organizational change inadequately addressed,
unstable business and organizational environment that affected the project), corporate politics
with negative effect, corporate culture not supportive, lack of top executive support, different
geographical locations (socio-political instability, trade barriers, uncertainty about the legal
environment), organizational restructuring, poor cultural fit between client and vendor, privacy
and security intrusion (inadequate protection of intellectual property) and requirements
(conflicting requirements, incorrect requirements, inadequate requirements, unclear
requirement) (Benaroch 2002; Wallace et al. 2004).
Furthermore, Cooke-Davies (2001) introduced feasibility analysis in terms of resources,
contingencies, risk and outcomes, as well as company-wide education on the concept of risk
management, and risk taking capabilities considering maturity of an organization’s processes for
assigning ownership of risks.
Unquestionably, these aforementioned risk factors force critical thinking and shift energy to
optimal performance in risky environment of complex projects such as IT projects. The secret of
risk management positioning is to establish a presiding structure within the organization that
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enables dissention and cooperation will lead to desired research culture at strategic level.
People: There is empirical evidence that people are not only the significant asset in any types of

projects but also the vulnerable assets as well. Moreover, the key to delivering successful projects
consistently is people which are introduced as second P of 5Ps concept. Therefore, Verner and
Abdullah (2012) highlighted risks related to people as client (in terms of lacks cooperation, lacks
trust, lack of ability to gain information), communication problems, conflict between client &
vendor, divergent working styles, imperfect commitment, lack of experience & expertise ( in
terms of outsourcing, contract management, the project tasks), lack of required skills, loss of key
employees, negative attitudes, team composition, vendor’s moral hazard and overstated claims ,
users (Benaroch 2002; Wallace et al. 2004) (in terms of conflict, size, lack of user participation,
non-willing users and unrealistic expectations) team risks. In relation to one or many, of the
reasons above, considerable focus is upon people and perception. Consequently, people skills have
to be adeptly integrated into the sustainable IT project development and the excellence team and
expert emergence.
Process: Managing risks on projects is a process includes risk assessment such as identification

risks and evaluation of their impacts on project success and a mitigation strategy for those risks.
A more disciplined process involves using checklists of potential risks and evaluating the
likelihood of them. Therefore, Verner and Abdullah (2012) highlighted risk indicators as lack of
readiness to implement, logistical complications, inadequate disaster recovery operations,
incompatible development choices, changing & creeping objectives/scope/requirements
considering unrealistic estimation of schedule & required resources and noncompliance with
specified methodologies and low visibility of project process.
Process concept as an important part of 5Ps concept in risk management can help narrow the
focus on a few critical risks that require mitigation. Accordingly, Benaroch (2002) and Wallace et
al. (2004) are recognized the influential risk factors in IT investment such as competition risks,
and market environment risks. Additionally, Cooke-Davies (2001) identified risk factors as
documentation of organizational responsibilities on the project, and rational project stage
duration (Keep project or project stage duration) as far below 3 years as possible (1 year is
better). Most projects are subject to constant risks of meeting their objectives , therefore, risk
register and risk register update are central to importance in any types of IT projects (PMBOK
2008).
Pragmatic: The fact of the matter is that, having a standard way of stating and communicating

a risk provides clarity and consistency. Pragmatic concept focuses upon technical perspectives in
risk management through recognizing conditions and consequences. Therefore, Verner and
Abdullah (2012) clarified risk factors from technical point of view as high level of technical
complexity (Benaroch 2002; Wallace et al. 2004), highly complex task, significant integration &
customization required, use of new technology, technological discontinuity, and performance
problems. An effective pragmatic risk management will result to project success according to
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technical significance.
Performance: Performance metric is to measure the performance as well as project progress. the

Earned Value Management (EVM) concept as defined by PMI standard PMBOK, is the
commonly used method (PMBOK 2008). Therefore, related factors which is associated with
performance in risk management and mitigation introduced by Verner and Abdullah (2012) as
failure to specify appropriate measures and non-performance penalties, nonflexible performance,
contract in favor of vendor, currency exchange fluctuations, hidden costs, insufficient funds, poor
systems of authority and poor audit, quality assurance & control and last but not least poor user
expectations management.
Additionally, it seems to certain that the performance management in project risk management
considers as crucial task, therefore, completion risks (Benaroch 2002; Wallace et al. 2004),
making risk register visible (with which a visible risk registers is maintained) and up-to date risk
management plan are central to importance in performance management, correspondingly, risk
management in projects.

IV. DISCUSSION
Most of these characteristics are routinely found in overwhelming majority of IT projects. In
this respect, the 5Ps corroborate findings from previous failure studies. Notably, the factors that
these studies have found to be most influential in the case of either failure or success were all
concrete traits of the 5ps experience; project integration management, planning , integrate
project performance management, performance appraisal, estimate at completion, project
performance information, enterprise environment factors, organizational process assets;
technology and tolls management, technical complicity and novelty and project human resource
management are success criteria acting as spring board toward project prosperity. On the hand,
plan risk management, perform qualitative risk analysis, monitor and control risks, perform
quantitative risk analysis, plan risk responses, identify risks are introduced as risk criteria in
order to guarantee success of all aspects of projects.
Some success/failure studies are focused on the various factors that influence project success or
failure. However, the focused of this research tends to be on presiding, people, process, pragmatic
and finally performance not only from success/failure point of view but also from risk
management and its mitigation. Moreover, most of the literatures, by nature, do not pinpoint
such influences comprehensively, correspondingly, profoundly. Beyond the literature on software,
IS, IT project success/failure, finding suggests that 5Ps can expose productivity. Studies have
also highlighted the importance of organizational capacity as a driver of successful projects in
terms of success criteria and risk criteria which introduced in this research in order to gain
sustainable IT projects.
Despite its limitation, this research has provided some interesting interpretations for
practitioners. While the theoretical analysis validates some perceptions, it also provides some
surprises. First of all the findings agree with many of principles in project management,
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software, and agile projects (Martin 2003). Therefore, regarding the importance of research on
volatile and complex projects, we expect to see future research concentrating on the cause and
effect relationships between factors, pre-adoption as well as post adoption analysis ,prioritizing of
factors in IT , IS, software development projects. Table 2 summarizes the 5Ps concept exhibited
several characteristics.
TABLE II: 5PS CONCEPT
5ps

Success /Failure Criteria

Risk Criteria

Presiding

Project Integration Management

Plan Risk Management

People

Project Human Resource Management

Perform Qualitative Risk Analysis

Process

Enterprise Environment Factors(EEF)
Organizational Process Assets (OPA);

Plan Risk Reponses
Identify Risks

Pragmatic

Technology And Tolls Management
Technical Complicity And Novelty

Perform Quantitative Risk Analysis

Performance

Planning
Integrate Project Performance
Management
Performance Appraisal
Estimate At Completion
Project Performance Information

Monitor And Control Risks

V. IMPLICATIONS
The 5Ps concept can offer lessons for project success guarantee, correspondingly, failure
avoidance. In particular, the project managers can address some preventative measures toward
sustainable IT project development:
1) To make sure that the risks involved in the project are fully considered and understood
clearly , as with 5Ps , the introduced risk criteria checklists may be provide proactive as
well as risk management and its mitigation in an environment that the decisions should
be taken in volatile and complex conditions.
2) To make sure that key people as key players such as project manager who is responsible
to lead the project are in the right designations and there is also consistency throughout
the projects as well as before or after introducing product.
3) To make sure all success and failure factors are considered properly, in order to ensure
that the end-users see the benefit of the product or output via fully performance
management, success/failure factor analysis, and risk management and its mitigation
continuously.
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4) To make sure that how IT project managers can react properly in both small or mega
projects, regardless of size via using 5Ps conceptualized guideline in order to do pilot
study as well as feasibility analysis concomitantly.
This article provides lessons for those involved in IS and IT projects, namely that is appears
crucial to be aware of the importance of such criteria in volatile projects.
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Abstract
The Internet and its applications are growing every day, so is the complexity and the number of cyberattacks. Thus it is essential to use different security tools in order to protect computer systems and
networks. Among these tools, Intrusion Detection Systems (IDSs) are one of the components of Defensein-depth. One major drawback of IDSs is the generation of a huge number of alerts, most of which are
false, redundant, or unimportant. Among different remedy approaches, many researchers proposed the use
of data mining. Most of the research done in this area could not address the problems completely. Also,
most of them suffer from human dependency and offline functionality. In this research, an online approach
is proposed in order to manage alerts issued by IDSs. The proposed approach is able to process alerts
produced by heterogeneous IDS systems. The approach is evaluated using DARPA 1999 dataset and
Shahid Rajaee Port Complex dataset. Evaluation results show that the proposed approach can reduce the
number of alerts by 94.32%, effectively improving alert management process. Because of the use of
ensemble approach and optimal algorithms in the proposed approach, it can inform network security
specialist the state of the monitored network in an online manner.
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I. INTRODUCTION
Intrusion detection corresponds to a suite of techniques that are used to identify attacks
against computers and network infrastructures. As the cost of the information processing and
Internet accessibility falls, more and more organizations are becoming vulnerable to a wide
variety of cyber threats. According to a recent survey by CERT/CC [1], the rate of cyber-attacks
has been more than doubling every year in recent times. Therefore, it has become increasingly
important to make our information systems, especially those used for critical functions in the
military and commercial sectors, resistant to and tolerant of such attacks. The most widely
deployed methods for detecting cyber terrorist attacks and protecting against cyber terrorism
employ signature-based detection techniques. Such methods can only detect previously known
attacks that have a corresponding signature, since the signature database has to be manually
revised for each new type of attack that is discovered. These limitations have led to an increasing
interest in intrusion detection techniques based on data mining [2, 3, 4, 5, and 6].
Web mining based intrusion detection techniques generally fall into one of two categories;
misuse detection and anomaly detection. In misuse detection, each instance in a data set is
labeled as ‘normal’ or ‘intrusive’ and a learning algorithm is trained over the labeled data. These
techniques are able to automatically retrain intrusion detection models on different input data
that include new types of attacks, as long as they have been labeled appropriately. Research in
misuse detection has focused mainly on classification of network intrusions using various
standard data mining algorithms [2, 4, 5, and 6], rare class predictive models, association rules
[7, 8] and cost sensitive modeling. Unlike signature based intrusion detection systems, models of
misuse are created automatically, and can be more sophisticated and precise than manually
created signatures. A key advantage of misuse detection techniques is their high degree of
accuracy in detecting known attacks and their variations. Their obvious drawback is the inability
to detect attacks whose instances have not yet been observed [23].
The term fraud here refers to the abuse of a profit organization’s system without necessarily
leading to direct legal consequences. In a competitive environment, fraud can become a business
critical problem if it is very prevalent and if the prevention procedures are not fail-safe. Fraud
detection, being part of the overall fraud control, automates and helps reduce the manual parts of
a screening/checking process. This area has become one of the most established
industry/government data mining applications. It is impossible to be absolutely certain about the
legitimacy of and intention behind an application or transaction. Given the reality, the best cost
effective option is to tease out possible evidences of fraud from the available data using
mathematical algorithms.
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II. LEARNING FROM RARE CLASSES
In misuse detection related problems, standard data mining techniques are not applicable
due to several specific details that include dealing with skewed class distribution, learning from
data streams and labeling network connections. The problem of skewed class distribution in the
network intrusion detection is very apparent since intrusion as a class of interest is much smaller
i.e. rarer than the class representing normal network behavior [21, 22]. In such scenarios when
the normal behavior may typically represent 98-99% of the entire population a trivial classifier
that labels everything with the majority class can achieve 98-99% accuracy. It is apparent that in
this case classification accuracy is not sufficient as a standard performance measure.

III. RELATED WORKS OF ANOMALY DETECTION TECHNIQUES
Most research in supervised anomaly detection can be considered as performing generative
modeling. These approaches attempt to build some kind of a model over the normal data and
then check to see how well new data fits into that model. An approach for modeling normal
sequences using look ahead pairs and contiguous sequences is presented in [13].
A statistical method for ranking each sequence by comparing how often the sequence is
known to occur in normal traces with how often it is expected to occur in intrusions is presented
in [14]. One approach uses a prediction model obtained by training decision trees over normal
data [9], while others use neural networks to obtain the model [15] or non-stationary models [16]
to detect novel attacks. Lane and Brodley [17] performed anomaly detection on unlabeled data by
looking at user profiles and comparing the activity during an intrusion to the activity during
normal use. Similar approach of creating user profiles using semi-incremental techniques was
also used in [18]. Barbara used pseudo-Bayes estimators to enhance detection of novel attacks
while reducing the false alarm rate as much as possible [10].
A technique developed at SRI in the EMERALD system [11] uses historical records as its
normal training data. It then compares distributions of new data to the distributions obtained
from those historical records and differences between the distributions indicate an intrusion.
Recent works such as [19] and [20] estimate parameters of a probabilistic model over the normal
data and compute how well new data fits into the model.
The proposed approach is able to process alerts produced by heterogeneous IDS systems.
The approach is evaluated using DARPA 1999 dataset and Shahid Rajaee Port Complex dataset.
Evaluation results show that the proposed approach can reduce the number of alerts by 94.32%,
effectively improving alert management process. Because of the use of ensemble approach and
optimal algorithms in the proposed approach, it can inform network security specialist the state
of the monitored network in an online manner.
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IV. EXPERIMENTS
This research has been applied the proposed detection schemes to 1999 DARPA Intrusion
Detection Evaluation Data [12] as well as to the real network data from the Web. The DARPA’99
data contains two types: training data and test data. The training data consists of 7 weeks of
network- based attacks inserted in the normal background data.
Attacks in training data are labeled. The test data contained 2 weeks of network-based
attacks and normal background data. 7 weeks of data resulted in about 5 million connection
records. Although DARPA’99 evaluation represents a significant advance in the field of intrusion
detection, there are many unresolved issues associated with its design and execution. In his
critique of DARPA evaluation, starting from usage of synthetic simulated data for the
background (normal data) and using attacks implemented via scripts and programs collected
from a variety of sources. In addition, it is known that the background data contains none of the
background noise (packet storms, strange fragments …) that characterize real data. However, in
the lack of better benchmarks, vast amount of the research is based on the experiments
performed on this data.
The evaluation of any intrusion detection algorithm on real network data is extremely
difficult mainly due to the high cost of obtaining proper labeling of network connections. Figure 1
shows that Architecture proposed approach for managing Alerts. The main reason for this
procedure is to associate new constructed features with the connection records from “list files”
and to create more informative data set for learning.
Since the amount of available data is huge (e.g. some days have several million connection
records), this work has sampled sequences of normal connection records in order to create the
normal data set that had the same distribution as the original data set of normal connections.
This Research has used this normal data set for training our anomaly detection schemes, and
then examined how well the attacks may be detected using the proposed schemes. Figure 1 shows
that Sub-component code Normalization.
Table 1 report on additional metrics for evaluating the results of the proposed approach in
data collection DARPA 1999.
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FIGURE 1. ARCHITECTURE PROPOSED APPROACH FOR MANAGING ALERTS

Normalize(rawAlert) {
alert = new Alert();
alert.AID = AttackNamesDB.GetAttackName(rawAlert.Name, rawAlert.Sensor.Type);
foreach(attribute in Alert.Attributes) {
alert.attribute.Value = NormalizationDB.GetStandardAttributeValue(attribute, rawAlert);
}
send alert to next component;
}
FIGURE 2. SUB-COMPONENT CODE NORMALIZATION
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TABLE 1. EVALUATING THE RESULTS OF THE PROPOSED APPROACH IN DATA COLLECTION (DARPA 1999)
The
fifth
week

The
fourth
week

The
third
week

The
second
week

The
first
week

6090

260

82

7512

104

#alerts()

4385

219

82

464

104

#FP alerts()

12

10

9

12

18

#output alerts()

2

5

9

6

18

#output FP alerts()

%99.80

%96.15

%89.02

%99.84

%82.69

RR(%)

%99.95

%97.72

%89.02

%98.71

%82.69

FPRR(%)

V. CONCLUSION & FUTURE WORKS
Many anomaly diagnosis techniques intended for revealing circle intrusions tend to be offered
with this report. To aid applicability involving anomaly diagnosis techniques, an activity
intended for extracting practical statistical written content based along with temporal attributes
is additionally applied. Experimental results performed on DARPA 98 data set indicate that the
most successful anomaly detection techniques were able to achieve the detection rate of 74% for
attacks involving multiple connections and detection rate of 56% for more complex single
connection attacks, while keeping the false alarm rate at 2%. When the false alarm rate is
increased to 4%, the achieved detection rate reaches 89% for bursty attacks and perfect 100% for
single-connection attacks. Computed ROC curves indicate that the most promising technique for
detecting intrusions in DARPA’99 data is the LOF approach. In addition, when performing
experiments or real network data, the LOF approach was very successful in picking several very
interesting novel attacks.
Considering the DARPA’99 data, performed experiments also demonstrate that for different
types of attacks, different anomaly detection schemes were more successful than others. For
example, the unsupervised SVMs were very promising in detecting new intrusions since they had
very high detection rate but very high false alarm rate too. Therefore, future work is needed in
order to keep high detection rate while lowering the false alarm rate.
Our long-term goal is to develop an overall framework for defending against attacks and
threats to computer systems. Although our developed techniques are promising in detecting
various types of intrusions they are still preliminary in nature. Data generated from network
traffic monitoring tends to have very high volume, dimensionality and heterogeneity, making the
performance of serial data mining algorithms unacceptable for on-line analysis. Therefore,
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development of new anomaly detection algorithms that can take advantage of high performance
computers is a key component of this project. According to our preliminary results on real
network data, there is a significant non-overlap of our anomaly detection algorithms with the
SNORT intrusion detection system, which implies that they could be combined in order to
increase coverage. The approach is looked at utilizing DARPA 1999 dataset and Shahid Rajaee
port intricate dataset. Evaluation outcomes display that the suggested approach may reduce the
amount of alerts by simply 94. 32%, properly increasing notify management procedure. Because
of the by using attire approach and optimum algorithms inside suggested approach, it might
enlighten circle safety measures practitioner their state on the monitored circle in an on the
internet approach.
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Abstract
Due to high competition in the sale of policies between insurance companies and climb increasing of
demand for them, knowing the customers of these products is considered important in the maintenance
and survival of insurance organizations. One of the important branches of insurance products is individual
insurance policies, which is directly cover insurer’s life. Among individual insurance policies, health
insurance policies because of diversity of coverages and contracts and high loss ratio are very important in
insurance company. This study is considering the practical application of data mining in an insurance
company on health insurance policy customers to investigate whether in this way can help insurance
companies to identify different customer groups and their characteristics in order to make suitable patterns
for offering suitable services to customers. In this way the maximum value of the relationship with the
customer is achieved. In this research, the customers of health insurance policies have been clustered by
means of some features. The Clustering was done using proposed algorithm based on k-Means algorithm.
The proposed model has clustered data in four clusters which each cluster differ from others in terms of
usefulness to the organization.
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I. INTRODUCTION
Data Mining is one of the most motivating areas of research that is become increasingly
popular in health organization. Data Mining plays an important role for uncovering new trends
in healthcare organization which in turn helpful for all the parties associated with this field.
Data Mining came into existence in the middle of 1990’s and appeared as a powerful tool that is
suitable for fetching previously unknown pat tern and useful information from huge dataset.
Various studies highlighted that Data Mining techniques help the data holder to analyze and
discover unsuspected relationship among their data which in turn helpful for making decision [1].
In general, Data Mining and Knowledge Discovery in Databases (KDD) are related terms and are
used interchangeably but many researchers assume that both terms are different as Data Mining
is one of the most important stages of the KDD process [2, 3]. According to Javad et al., the
knowledge discovery process are structured in various stages whereas the first stage is data
selection where data is collected from various sources, the second stage is pre - processing of the
selected data , the third stage is the transformation of the data into appropriate format for
further processing, the fourth stage is Data Mining where suitable Data Mining technique is
applied on the data for extracting valuable information and evaluation is the last stage.
Clustering is an unsupervised learning method unlike the classification method which is
generally viewed as a supervised learning technique. In other words, clustering groups the data
based only on the information that is available in the dataset without any labels [4]. Clustering
techniques can be generally classified into Partitional methods, Hierarchical approaches,
Density-based algorithms, Probabilistic methods, Grid-based methods, Graph theory, Modelbased approaches and so on [5]. Many partitional algorithms are recently introduced which are
based on the technique of Evolutionary programming that includes Genetic Algorithms (GA),
evolved from the Darwinian Theory.
Partitional clustering algorithms determine the clusters in such a way that the similarity
within the clusters is maximum and the dissimilarity between the clusters is minimum. Though
the K-Means algorithm is the most widely used algorithm under the partitional clustering
because of its easy implementation factor, it has certain limitations. It does not give efficient
results with differently shaped clusters [6] and moreover, it arbitrarily converges to local optima.
But the clustering performance can be improved in terms of accuracy by incorporating
constraints [7].

II. SIGNIFICANCE OF DATA MINING IN HEALTHCARE
Generally all the healthcare organizations across the world stored the healthcare data in
electronic format. Healthcare data mainly contains all the information regarding patients as well
as the parties involved in healthcare industries. The storage of such type of data is increased at a
very rapidly rate. Due to continuous increasing the size of electronic healthcare data a type of
complexity is exist in it. In other words, we can say that healthcare data becomes very complex.
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By using the traditional methods it becomes very difficult in order to extract the meaningful
information from it. But due to advancement in field of statistics, mathematics and very other
disciplines it is now possible to extract the meaningful patterns from it. Data mining is beneficial
in such a situation where large collections of healthcare data are available
Data Mining mainly extracts the meaningful patterns which were previously not known.
These patterns can be then integrated into the knowledge and with the help of this knowledge
essential decisions can becomes possible. A number of benefits are provided by the data mining.
Some of them are as follows: it plays a very important role in the detection of fraud and abuse,
provides better medical treatments at reasonable price, detection of diseases at early stages,
intelligent healthcare decision support systems etc. Data mining techniques are very useful in
healthcare domain. They provide better medical services to the patients and helps to the
healthcare organizations in various medical management decisions. Some of the services
provided by the data mining techniques in healthcare are: number of days of stay in a hospital,
ranking of hospitals, better effective treatments, fraud insurance claims by patients as well as by
providers, readmission of patients, identifies better treatments methods for a particular group of
patients, construction of effective drug recommendation systems, etc [14]. Due to all these
reasons researchers are greatly influenced by the capabilities of data mining. In the healthcare
field researchers widely used the data mining techniques. There are various techniques of data
mining. Some of them are classification, clustering, regression, etc.
Every medical information related to patient as well as to healthcare organizations is useful.
With the help of such a powerful tool known as data mining plays a very important role in
healthcare industry. Recently researchers uses data mining tools in distributed medical
environment in order to provide better medical services to a large proportion of population at a
very low cost, better customer relationship management, better management of healthcare
resources, etc. It provides meaningful information in the field of healthcare which may be then
useful for management to take decisions such as estimation of medical staff, decision regarding
health insurance policy, selection of treatments, disease prediction etc., [15]. Dealing with the
issues and challenges of data mining in healthcare [16] in order to predict the various diseases
effective analysis of data mining is used [17].

III. RELATED WORKS OF DIFFERENT DATA CLUSTERING TECHNIQUES
Some articles from the year 2005-2014 are taken and are used for survey for this category. In
[8], Taher Niknam and Babak Amiriv have proposed a hybrid evolutionary algorithm called
FAPSO-ACO-K (Fuzzy Adaptive Particle Swarm Optimization – Ant Colony Optimization – KMeans) to solve the nonlinear partitional clustering problem. The performance of this algorithm
was evaluated through several benchmark datasets. The simulation results showed that the
performance of this algorithm was better than the other traditional algorithms such as PSO
(Particle Swarm Optimization), ACO, Simulated Annealing and so on.
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In [9], M.Arshad designed a clustering algorithm based on KEA (Key phrase Extraction
Algorithm) to solve the problem of document clustering in traditional clustering technique. The
Kea Bisecting K-Means clustering algorithm was used to extract the test documents from a large
amount of text documents in an easy and efficient way. The clustering algorithm was applied in
order to generate the clustering document based on the extracted keys. The documents were
grouped into several clusters like in the Bisecting K-Means algorithm. The results and the
performance showed a consistently good quality of clusters which demonstrated in turn that the
Bisecting K-Means is an excellent algorithm for clustering a large number of documents.
Three modified conventional moving K-Means clustering algorithms have been recommended
by Nor Ashidi Mat Isa et al, [10] for the application of image segmentation. These three
algorithms are fuzzy moving K-Means, adaptive moving K-Means and adaptive fuzzy moving KMeans algorithms. Standard images and hard evidence on microscopic digital image were used to
analyze these algorithms. The segmentation result was compared with the conventional KMeans, fuzzy C-Means and moving K-Means algorithms. By qualitative and quantitative
analysis, it was proved that this algorithm was less sensitive to noise and also the problems such
as dead centers, center redundancy and trapped center at local minima were avoided. It was also
illustrated that the above three modified algorithms were suitable to implement consumer
electronics products based on their simplicity and capability.


Clustering Examples in Healthcare

Chen et al., proposed hierarchical K-means regulating divisive or agglomerative approach for
better analyzing large micro-array data. It was reported that divisive hierarchical K-means was
superior to hierarchical and K-means clustering on cluster quality as well as on computational
speed. Apart from this, it was also mentioned that divisive hierarchical K-means establishes a
better clustering algorithm satisfying researcher’s demand [18].
Chipman et al., proposed the hybrid hierarchical clustering approach for analyzing
microarray data [19]. In this research, the proposed hybrid clustering approach combines bottomup as well as top-down hierarchical clustering concepts in order to effectively and efficiently
utilizes the strength of both concepts for analyzing micro-array data. The proposed approach was
built on a mutual cluster. A mutual cluster is a group of points closer to each other than to any
other points. The research demonstrates the proposed technique on simulated as well as on real
micro-array data.
Tapia et al. analyzed the gene expression data with the help of a new hierarchical clustering
approach using genetic algorithm. In this research, the main focus was on regeneration of
protein-protein functional interactions from genomic data. In this research, the proposed
algorithm can predicate the functional associations accurately by considering genomic data [20].
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Soliman et al., proposed a hybrid approach for better analyzing the cancer diseases on the
basis of informative genes. The proposed approach used the K-means clustering with statistical
analysis (ANOVA) for gene selection and SVM to classify the cancer diseases. On the basis of
experiments that were performed on micro-array data, it has been found that the accuracy of Kmeans clustering with the combination of statistical analysis was better [21].
Belciug et al., concluded that among hierarchical, partitional, and density based clustering,
the hierarchical clustering was provided effective utilization of hospital resources and provided
improved patient care services in healthcare [22].
Schulam et al., proposed a Probabilistic Subtyping Model (PSM) which was mainly designed
in order to discovered subtypes of complex, systematic diseases using longitudinal clinical
markers collected in electronic health record (EHR) databases and patient registries. Proposed
model was a model for clustering time series of clinical markers obtained from routine visits in
order to identify homogeneous patient subgroups [23].

IV. LIMITATION OF K-MEANS DATA CLUSTERING APPROACH
K-means clustering has some of the limitations which need to get overcome. Several people
got multiple limitations while working on their research with K-means algorithm. Some of the
common limitations are discussed below.


Outliers

It has been observed by several researchers that, when the data contains outliers there will be a
variation in the result that means no stable result from different executions on the same data.
Outliers are such objects they present in dataset but do not result in the clusters formed. Outliers
can also increase the sum of squared error within clusters. Hence it is very important to remove
outliers from the dataset. Outliers can be removed by applying preprocessing techniques on
original dataset [11].


Number of clusters

Determining the number of clusters in advance is always been a challenging task for K-means
clustering approach. It is beneficial to determine the correct number of clusters in the beginning.
It has been observed that sometimes the number of clusters is assigned according to the number
of classes present in the dataset. Still it is an issue that on what basis the number of clusters
should be assigned [12].


Empty clusters

If no points are allocated to a cluster during the assignment step, then the empty clusters occurs.
It was an earlier problem with the traditional K-means clustering algorithm [11].
Non globular shapes and sizes
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With the K-means clustering algorithm if the clusters are of different size, different densities and
non-globular shapes, then the results are not optimal. There is always an issue with the convex
shapes of clusters formed [13].

V. DATA MINING CHALLENGES IN HEALTHCARE
As we know that a lot of healthcare data is generated and stored by various healthcare
organizations. But there are various challenges related to healthcare data which may play
serious hurdles in the making proper decisions. The first challenge with healthcare data is the
format of data being stored is different in different healthcare organizations. Till date there is no
standard format is laid down for data being stored. In epidemic situations this lack of standard
format can make the epidemic situations even more badly. Suppose that an epidemic disease is
spread within a country at its different geographical regions. The country health ministry
requires that all the healthcare organizations must share their healthcare data with its
centralized data warehouse for analysis in order to take all the essential steps so that epidemic
situation may get resolve. But since the formats of data is different. Hence, the analysis of data
may take longer time than usual. Due to this it may be possible that the situation may become
out of control. The healthcare data is very useful in order to extract the meaningful information
from it for improving the healthcare services for the patients. To do this quality of data is very
important because we cannot extract the meaningful information from that data which have no
quality. Hence, the quality of data is another very important challenge. The quality of data
depends on various factors such as removal of noisy data, free from missing of data etc. All the
necessary steps must be taken in order to maintain the quality in healthcare data.
Data sharing is another major challenge. Neither patients nor healthcare organizations are
interested in sharing of their private data. Due to this the epidemic situations may get worse,
planning to provide better treatments for a large population may not be possible, and difficulty in
the detection of fraud and abuse in healthcare insurance companies etc. Another challenge is that
in order to build the data warehouse where all the healthcare organizations within a country
share their data is very costly and time consuming process.

VI. CONCLUSION AND FUTURE ISSUES
For effective utilization of data mining in health organizations there is a need of enhance and
secure health data sharing among different parties. Some propriety limitations such as
contractual relationships among researcher and health care organization are mandatory to
overcome the security issues. There is also a need of standardized approach for constructing the
data warehouse. In recent years due to enhancement of internet facility a huge datasets (text and
non-text form) are also available on website. So, there is also an essential need of effective data
mining techniques for analyzing this data to uncover hidden information.
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Abstract
In recent years most of researcher’s has done tremendous work in the field of medical image applications such as
Magnetic Resonance Imaging (MRI), Ultra Sound, CT scan but still there are many research and experiments in
medical imaging field and diagnosing of human health by health care institutes. There is a growing interest for
medical imaging de-noising as hot area of research and also imaging equipment as a device, which is used for
better image processing and highlighting the important features. These images are affected with random noise
during acquisition, analysing and transmission process. This results in blurry image visible in low contrast. Wavelet
transforms has effective method to separate the noise from original medical image by using threshold techniques
without affecting the important data of image. Wavelet transform enables us to use the forward wavelet transform
to represent sub band of original image in decomposition process then reconstructing this sub band coefficients to
original image using inverse wavelet transform. In this work, the quality of medical image has been evaluated using
filter assessment parameters like Variance, standard deviation, the squired difference error between original
medical image & de-noised image (MSE) and the ratio between original image & noisy image that has been
observed form the numerical results was an efficient de-noising of noisy medical image while investigating with
bayes threshold techniques and achieved the best value of peak signal to noise ratio (PSNR). For best medical
image de-noising, the wavelet based de-noising algorithm has been investigated and results of bayes techniques
and hard & soft threshold methods have been compared [1][2].

Key Words
Bayes Wavelet threshold, Discrete Wavelet, Medical Image De noising, Magnetic Resonance Imaging (MRI).
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I. INTRODUCTION
Most of medical diagnostic equipment has applications such as Magnetic Resonance Imaging
(MRI), Criminal Identification Systems (CIS), agricultural and biological research (ABR) uses the
concept of digital image processing. The term image de-noising is the best tool used in these
applications, where it affectively captures the noise from corrupted medical image and preserving
with the valuable data and important features of medical image. The motivation of using medical
Resonance imaging (MRI) as hot area because of it’s related with human health. The medical
Resonance imaging (MRI) very useful and low cost in diagnosis the human health and mapping
the diagnosis output of medical image in real and refine it as image quality [3][4]. During image
acquisition and transmission, it has been observed usually that random noise always occurs at
another end. So this noise causes problems such as a blurred vision of images, therefore, it is not
easy for the medical doctors to examine the abnormalities in human in the invisible image. Most
of medical imaging applications have been affected with random noises during Acquisition and
transmission process that required improve and recover hidden data and details coefficients from
noisy medical image [6].

II. WAVELET TRANSFORM
The main difference between wavelet transform and windowed Fourier transform lies in signal
analysis, the wavelet transforms using decomposition process to localize the signal in real time
domain and frequency domain. In contrast windowed Fourier analysis has ability to localize the
signal in Fourier space domain. Both Fourier and wavelet analysis represent the signal in
different version such as sine wave and shifted and scale version which is kind of mother
wavelet. But they are similar in windowing scales. The sine wave Fourier transforms have
unlimited duration compared with waveform of wavelet transform and the wavelet forward to be
irregular waveform. The wavelet Mathematical formula can be written as follows [4].
The equation (1) has been expressing a mathematic syntax of Fourier analysis and transform:


F ( ) 



f (t )e 

j t

dt ,

(1)



Which mathematically is the sum over all time of the signal f(t) multiplied by
Exponential formula. (In mathematic the Exponential formula can be expressed as real and
imaginary of sinusoidal vectors). The Fourier coefficients F (ω) and sinusoid components of
original image are results of applying Fourier transform in image processing, when multiplied
by sinusoid of frequency. Similarly, the equation (2) expressing mathematic syntax of continuous
wavelet transforms which is integration over whole time of the signal multiplied by shift and
scale version of the wavelet function.


C ( scale , position ) 

 f (t ) ( scale , position , t ) dt

(2)



Many wavelet coefficients C are generated as function of scale and position, while Appling CWT
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in image processing by multiplied each coefficient with CWT function which consists of scale and
shift as wavelet parameter [10].
In 1976 Croiser, Esteban, and Galand proposed discrete wavelet transform (DWT) as an
effective technique to decompose the discrete time signals. On the other hand, Crochiere, Weber,
Flanagan proposes the coding of speech signals technique which achieved as same time. The
discrete wavelet transform DWT is sample of wavelet series and CWT version, which support
sufficient and frequent information for wavelet decomposition and reconstruction of the original
image, DWT requires sufficient amount of computations and resources. Furthermore, the DWT
have ability to computerize the continuous wavelet transform as discretized version of signals.
Fig. (1) Depicts the decomposition of the signals by using high pass and low pass filters
respectively to analyze the low and high frequencies and then measuring the amount of detailed
information in the signal by using up sampling and down sampling operation. Both up sampling
and down sampling terms respectively defined as reduction or remove the sample of signal, on
other hand it means increase or adding new sample to the signal using Quadratic Mirror Filters
which consist of two filters high pass and low pass. The DWT decompose the signal S[n]
simultaneously by passing through to the high pass filter h[n] and low pass filter g[n], which
generate the details coefficients and approximation coefficients that respectively named [HH, HL,
LH] and [LL]. While using the Quadratic Mirror Filters the half of frequencies signal are
removed [9][11]. The following figure is describing the decomposition of DWT at second level.

S[n] f=0 ~ π

g[n]

f=π/2~ π

h[n]

2

2

g[n]

f=π/4~ π

f=π/2~ π
h[n]

2

2

f=π/4~ π

g[n]

h[n]

2

2

FIGURE 1: THE DECOMPOSITION PROCESS OF DWT AT SECOND LEVEL.

Copyright © 2015 Helvetic Editions LTD - All Rights Reserved

www.elvedit.com

56

Medical Image De-Noising Schemes Using Different Wavelet Threshold Techniques
Nadir Mustafa, Jiang Ping Li, Saeed Ahmed Khan and Mohamed Taj El sir

III. THRESHOLDING
The threshold techniques is an effective and necessary tools in wavelet transform which used to
calculate the wavelet coefficients using 1-D or 2-D or 3-D dimensional wavelet array A [i,j] sized
with i,j=1 to M that is define the element numbers of array. The Tb is a threshold parameter
which remains the wavelet coefficient and wavelet power in thresholding process. The scientists
Donoho and Johnstone gave the best choice of threshold in (1994). They showed that the
threshold discards the smaller wavelet coefficients and preserve the larger coefficients than
threshold level [12] [13].
A. Hard threshold
The hard threshold techniques deal with wavelet coefficients that less than threshold level
after computed the wavelet transform and inverse wavelet transform by sitting all the
coefficients to zero. Mathematically, the hard threshold formula is represented as follow in
equation (3).
w w t  Tb
wt   t
 0 w t  Tb

(3)

B. Soft threshold
The soft threshold work similar to hard threshold discarded all the coefficients less than
threshold level to zero. It’s also minimizing the magnitude of preserve wavelet coefficients to be
equal with largest discarded coefficient. The soft threshold formula is represented as follow in
equation (4).

sgn (wt ) ( wt  Tb )
wt  
0


wt  Tb
wt  Tb

(4)

IV. PROPOSED DE-NOISING ALGORITHM
The bayes threshold technique has a ability to forming the threshold wavelet sub band
coefficients from medical image in Bayesian Frame Work (BFW) during the decomposition
process for wavelet coefficients, In Fig. 2, De-nosing algorithm model using discreet wavelet
transform (DWT) at 2nd- level of decomposition have been proposed. It has been assumed in
Generalized Gaussian distribution (GGD) and carefully finds the threshold Tb to reduce the
thresholding risk, which affect to the important data in wavelet details and approximation
coefficients. Finally, the performance of this thresholding is better for de-noising medical image
compared with other threshold techniques [14].

Copyright © 2015 Helvetic Editions LTD - All Rights Reserved
www.elvedit.com

57

International Journal of Advanced Computer Science and Information Technology
Volume 4, Issue 2, 2015, ISSN: 2296-1739

Threshold
Function

Output
Image

Input
Image

Threshold
function

Wavelet
Decomposition

Wavelet
Decomposition

 

2

y

0

DC

FIGURE 2: PROPOSED DE-NOSING ALGORITHM MODEL USING DISCRETE WAVELET TRANSFORMS (DWT)
AT 2ND LEVEL OF DECOMPOSITION.

A. Estimation Parameters for Proposed ALOGRTHIM
This section defines the adaptive parameters to proposed de-noising algorithm for medical
image decomposed sub band coefficients which determine the threshold level (Tb) in equation (5)
for different details and approximation sub band coefficients that depend on sub branch equation,
which compare the max value of difference variances compared to zero σ y - σ 2 ≥ 0, by equation
(3).
2

Tb   / 

(5)

x

Tb  maxabs X 

(6)

Apply the wavelet transforms to medical image you have to generate details coefficient and
2
approximation coefficients. From sub band HH the noise variance measurement  is computed
by the median estimator shown in equation (7).



2

 

2

 X  median Yij 
 , Yij  subband

0 .6745



HH

(7)

The details coefficients and sub band [LH, HL and HH] are generated while using wavelet
decomposition process, the signal variance measurement  x estimated by equation (8) using
standard MATLAB command.



x



max  ,0
2

y

(8)
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And σ x is the signal variance without noise defined as the squired max value of differences
variance of (noise image and additive white noise image) which compared to zero, performed
using standard MATLAB command.



y





(X )2

(9)

lk

The standard deviation is defined as the average amount by which individual data from
medical image sub band confidents differ from the arithmetic mean of all the data in the set. Lk
is the length of the sub band at kth scale.

V. IMAGE DE-NOISING ALGORITHM
The Image De-noising Algorithm is used to extract the noise from during acquisition and
transmission and achieve the best image quality in medical image processing, after performed
the discrete wavelet transform for original image, and then implementing the bayes wavelet
threshold to remove the noise, which affected the visibility of the medical image. And finally the
inverse wavelet transform performed to recover the clarity of decomposed medical image. As
following steps:
Perform the decomposition on the two of original medical images X, Y corrupted by
Additive Gaussian Noise using wavelet transform.
B. Chose the bayes threshold from equation (5) or (6) by estimate the measurements.
a. Estimate the noise variance σ2 using equation (7).
b. Estimate the additive white noise variance σ y using equation (9).
c. Estimate the signal variance σ x using equation (8).
C. Perform the Reconstruction on the two of de-noised medical image X^, Y^ using inverse
wavelet transforms to fine the clear vision of the image.
A.

VI. EXPERIMENTS ANALYSIS AND OUTPUTS
The laboratory work implemented on the two of medical images with same size (256×256)
named (gland pituitary & Prostate). These images are defined as Xs, r & Ys, r matrix, which
taken s, r = 1 to N parameter as image size, and it is a gray scale image. The problems were
occurred while transmission and acquisition of original image. The image was affected by noise
which could not be diagnosed by doctors and health institutes due to invisibility in image while
investigating patient. To overcome on this issue, the forward wavelet transforms, bayes wavelet
threshold and inverse wavelet transform techniques are effective tools to separate the noise from
original images using wavelet decomposition & reconstructions process. After decomposition,
bayes threshold have been applied for wavelet details coefficients and to assess the performance,
the de-noising threshold algorithm have to add the variance noise measurement σ 2 = 0.04 of
white Gaussian noise to original image for getting high peak signal to noise ratio (PSNR)
measurement an d low mean square error (MSE) to assess the quality of reconstructed image
compared with wavelet soft and hard threshold that measured by the equation (10).
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PSNR  10 log 10

255 2
mse

(10)

Where the signal to noise ratio measurement is defined as the ratio of signal power to the de
noise power of the de-noised medical image, often expressed in decibels.

s N N
MSE 
  X s, r   X ^ s, r 
s  r s1 r 1



2



(11)

The mean square error (MSE) of medical image in equation (11) is an estimator,
which measures the average of the square "errors", that is, the difference error between original
medical images (X) and synthesis image (X^). The Experimental work have been carried out by
using bayes threshold to estimate the medical image quality using PSNR & MSE measurements
with various wavelet threshold methods and various wavelet packages which have been
presented in table 1, 2. From the tables, it can be understand that the lower value of MSE and
higher value of PSNR in bayes threshold is vice versa in soft threshold and hard threshold.
Which reveals that, bayes threshold in medical image de-noising is effective tool based on the
experimental results. The bayes threshold presents the visual quality while compared with soft
and hard. Moreover, Bayes threshold has high efficiency and good performance than soft and
hard threshold. The MSE ratio of Soft threshold, hard threshold and Bayes threshold of gland
pituitary and prostate image have been shown in figure (3&4). While Figure (5&6) depicts the
PSNR ratio of Soft threshold, hard threshold and Bayes threshold of gland pituitary and prostate
image.

TABLE 1: MSE RESULT OF GLAND PITUITARY & PROSTATE IMAGES TEST WITH VARIENCE 0.04
Various Images
Gland Pituitary
Image

Prostate Image

Wavelet Package
haar
sym4
db4
bior3.7
haar
sym4
db4
bior3.7

Soft Threshold

Hard Threshold

Bayes Threshold

0.0587
0.0570
0.0559
0.0541
0.0652
0.0645
0.0626
0.0595

0.0570
0.0556
0.0548
0.0534
0.0620
0.0616
0.0594
0.0577

0.0548
0.0537
0.0530
0.0524
0.0601
0.0593
0.0575
0.0566
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TABLE 2: PSNR RESULT OF GLAND PITUITARY & PROSTATE IMAGES TEST WITH VARIENCE 0.04

Various Image

gland pituitary
Image

Prostate Image

Wavelet Package

Soft Threshold

Hard Threshold

Bayes Threshold

32.1694
32.1575
32.1404
32.1204
31.1594
31.1575
31.1454
31.1342

32.2001
32.1703
32.1689
32.1404
31.1671
31.1703
31.1589
31.1404

32.2284
32.2034
32.1921
32.1704
31.1904
31.1834
31.1661
31.1584

haar
sym4
db4
bior3.7
haar
sym4
db4
bior3.7

FIGURE 3: COMPARISON OF MSE OF GLAND
PITUITARY IMAGE DE- NOISING; USING
DIFFERENT THRESHOLD TECHNIQUES.

FIGURE 4: COMPARISON OF MSE OF PROSTATE
IMAGE DE- NOISING; USING DIFFERENT
THRESHOLD TECHNIQUES.

FIGURE 5: COMPARISON OF PSNR OF GLAND
PITUITARY IMAGE DE- NOISING; USING
DIFFERENT THRESHOLD TECHNIQUES.

FIGURE 6: COMPARISON OF MSE OF PROSTATE
IMAGE DE- NOISING; USING DIFFERENT
THRESHOLD TECHNIQUES.

The Comparison analysis of soft, hard and bayes threshold can be visualized from figure 7 & 8.
It can be observed that, the soft and hard threshold in gland pituitary and prostate images are
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blurred than the bayes threshold. It reveals that, according to the experimental results, bayes
threshold technique has much worth over soft and hard threshold for medical image de-nosing.
(a)

(b)

(a)

(b)

(c)

(d)

(a)

(c)

(d)

(

FIGURE 7. COMPARING THE PERFORMANCE OF
GLAND PITUITARY IMAGE DE-NOSING (A)
ORIGINAL IMAGE (B) SOFT THRESHOLD (C) HARD
THRESHOLD (D) BAYES THRESHOLD.

FIGURE 8. COMPARING THE PERFORMANCE OF
PROSTATE IMAGE DE-NOSING (A) ORIGINAL IMAGE

(B) SOFT THRESHOLD (C) HARD THRESHOLD (D)
BAYES THRESHOLD.

VII. CONCLUSION
Nowadays Magnetic Resonance Imaging (RMI) plays an important role in medical image
processing application. In this work Bayes wavelet methods provide powerful tools for data denoising problems. As we have applied various method on brain & prostate image using different
wavelet threshold techniques (Soft , Hard and Bayes) and different wavelet packages ( Haar,
Sym4 , db4 and bior3.7) and among these threshold techniques, the bayes threshold has an
optimal performance compared to the soft & hard threshold. In this method PSNR has maximum
value & MSE lower value and the vision of medical image is much clear as compared to the soft
and hard thresholds. Bayes threshold technique removed the noise significantly and remains the
important features of data and medical image.
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Abstract
The emergence of new wireless technologies opened new opportunities to develop more efficient
information systems. Radio Frequency Identification (RFID) is among those technologies, which extended
the potential of wireless identification and present a potential replacement to old-fashioned identification
schemes such as the barcode-based system. The suggested system in this paper considers an enhanced
RFID–based approach to identify and track the location of passengers’ luggage. The use of an interactive
bracelet that communicates with the RFID system by mean of a database application is investigated. The
database application interacts with the bracelet using messages that inform the passenger about his
luggage status. The proposed system design and implementation are discussed and the corresponding
components are detailed with their interactions. Additionally, a draft cost analysis is presented.

Key Words
RFID, tracking, luggage, Airline system.

I. INTRODUCTION
In the light of the increasing number of airline users, many initiatives have been undertaken
to enhance customers’ satisfaction. These include the implementation of RFID luggage tracking
system in airports. This system is still facing some challenges as it does not involve the
passenger in the luggage tracking process. Consequently, an efficient luggage handling system is
required. The use of an interactive RFID-based bracelet luggage tracking system would make the
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Asmae Berrada and Yassine Salih-Alj

process of baggage handling easier and faster as it would reduce the passenger waiting time
when a mishandling error occurs.
The currently used baggage handling system causes a large number of mishandled bags.
Mishandled baggage generates big losses to airline companies. The average loss behind a delayed
bag is USD 21.90, USD 92.27 when the bag is damaged, and USD 348, 70 if the bag is lost. Those
losses are estimated by an average value of USD 100 per bag [1].
RFID implementation in airports becomes very useful since it enhances the ability of luggage
tracking and increases customer’s satisfaction. Yet, many improvements were done on the RFID
system to optimize its results. In [2], the implementation of an intelligent RFID reader was done
to provide various computing and logging operations, but also support the deployment of realtime tasks, execution control and automatic update of check-in and check-out information. The
authors in [3] discussed an RFID equipment tuning and configuration methodology developed to
support baggage tracking and feed dashboards with real time status of service level agreements
between the airport, the airliner and the ground operators. A passive UHF tag configuration is
explained for suitcase identification and tracking in airport-handling applications in [4]. The
evolving applications of RFID in airports, demonstrate a need for an enhanced system that would
involve the passenger to reduce his anxiety about the location of his luggage [5].
The proposed luggage tracking system operates under three situations. The first case is when
the passenger is on board and his luggage has been embarked. The second scenario is when a
mishandling error occurs. The third case is concerned with a multi-stop flight. These scenarios
will be further explained in a later section showing how the database system needs to react with
each case.
This paper is organized as follows. Section II presents the considered RFID-based tracking
system principles and components. In Section III, the interaction between these components is
described. A draft cost analysis is presented in Section IV. And finally, Section V concludes the
paper.

II. RFID-BASED TRACKING PRINCIPLES
The RFID system can be used to record and track the movement of a luggage in the airport
through radio frequency communication. This system is composed of two parts: the reader and
the transponder. This latter is also known as the tag. It is made up of an antenna and a silicon
microchip. It has a unique identification number and carries information. This data would
represent the personal information of the passenger as an identity code that is stored in binary
format. Tags come in three general varieties namely passive, active, or semi-passive. The passive
ones do not require an internal power supply, while semi-passive and active tags require a power
source, usually a battery.
As illustrated in Figure 1, passive tags are powered from electromagnetic field generated by
reader antenna which has to transmit enough power to provide energy to the tag that transmits
back data. Passive tags simply consist of a single transponder, antenna coil, and capacitors [6].
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They operate below 100 MHz frequencies and their transferred energy is carried by magnetic
field. This later generates voltage in the coil which is used as power supply also as data signal.

FIGURE I: RFID READER AND TAG INTERNAL DESIGN.

The RFID reader has three main functions: energizing, demodulating and decoding. The reader
is composed of a coil antenna, a capacitor Cr, a resistor Ri, an alternative current source and a
microchip for analog to digital conversion, modulation and demodulation. As for the tag, it is
made of an antenna, capacitors Cr and Cp along with a tag memory containing the information to
be communicated to the reader which coiled antenna emits a low-frequency radio wave field to
power-up the tag. The antenna in both reader and tag can be shaped and sized in different ways
and can be designed to adequate any situation considering the small size of the tag as considered
in similar applications [7], [8].
The proposed system in this paper considers passive tags as they do not require a significant
scanning range and relatively have a small size. These tags do not have a power source but
rather they get power from the incident electromagnetic field. When the tag is subject to this RF
field, it draws power used to get and transmit the stored information in the memory. In this way,
the tag sends the traveler’s information to the reader. Then, the reader converts the reflected
waves sent by the tag into digital data for computer processing. Once the data is processed, the
database system sends appropriate messages to the passengers.

III. SUGGESTED RFID-BASED TRACKING SYSTEM FOR AIRPORT LUGGAGE
The suggested RFID-based Tracking System for Airport Luggage (RTSAL) considers an
interactive bracelet which receives luggage tracking information from a database system. Figure
2 illustrates the corresponding RTSAL overall architecture.
RFID Reader Send Data to
the DB Application

Send Msg
RFID

Bracelet

DB Application

Luggag
e

FIGURE II: BLOCK-DIAGRAM OF THE CONSIDERED RTSAL.
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A. Passenger’s Interactive Bracelet Description
The interactive bracelet that is used to support the RFID in luggage tracking system is worn
around the passenger’s arm. The bracelet is made up of silicon and has a graphical LCD display
module. The cost of this bracelet is included in the flight ticket and is handed to passengers in
the checking process. This bracelet has a unique ID and receives text messages from the
database application. This application processes the RFID signals, and then sends text messages
to the passenger’s bracelet whenever the luggage moves from a station to another. The bracelet
has a button that can be used by the passenger to transmit an emergency message. There are two
emergency cases when the passenger can send a warning message. The first case is when the
passenger is on the flight and does not receive any message. He can send an emergency message
to request information from the administrators of the system. This functionality is enabled by the
airline staff when the boarding finishes. The second case is when the passenger arrives to the
conveyor and does not find his luggage. He can send a warning message to notify the system
administrators.
At the end of the trip, passengers are required to return these bracelets back to the airline
company. This interactive bracelet involves the passenger in the luggage tracking process as it
informs him about the location of his baggage throughout his trip.
B. Database System for Data Processing and Tracking
The database application that is used in this system considers C Sharp as a programming
language. C Sharp includes functional, object-oriented and component-oriented programming
disciplines. The Database Management System (DBMS) is relational. It displays the results of
data processing in tables composed of rows and columns. The system also uses Oracle9i because
it is commonly used in airports.
The desktop application that tracks the RFID signals manages different functionalities which
are: the management of passengers, luggage, flight, messages, and bracelet.
The passenger management would help the administrator keep track of all the passengers as
well as the information about them (passenger ID, first name, last name, phone, email, class,
seat, checking time).
The flight management functionality stores data about the flight (flight number, destination,
company name, departure time, arrival time, number of passengers, gate number).
The luggage management functionality enables the system administrator to identify the
following information about the luggage (Tag ID, color, luggage priority, weight, shape).
The bracelet management function keeps track of the attributes (bracelet ID, bracelet color,
first_usage_date).
The messages management functionality is responsible for storing specific messages that
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matches appropriate situations. Those situations will be explained in the next section. The
attributes that defines this functionality are (Msg_ID, date and time).

FIGURE III: ENTITY RELATIONSHIP DIAGRAM FOR THE DATABASE SYSTEM.

Figure 3 represents the entity relationship diagram using Cross Foot Model. This diagram
shows the different entities along with their relationships. The relationship between a passenger
and luggage (is one to many) relationship since a baggage can be owned by only one passenger
while the passenger can have more than one baggage. The passenger-flight relationship is (many
to many) relationship since a flight can have many passengers on board while a passenger can
travel on a many flights. Thus, a bridge entity called Passenger-Flight is needed. This bridge
entity contains Flight_Number and Passenger_ID as a primary key. This entity keeps record of a
specific passenger along with the flight he took. The passenger-message relationship is a many to
many relationship since the same message is sent to many passengers and a passenger receives
many messages during his flight, so a bridge entity is required as it is called Pass_Msg. This
bridge entity contains as a primary key the respective primary keys of the two entities passenger
and message. Finally, the relationship between a bracelet and a passenger is (many to many)
relationship since a passenger can have one to many bracelets and a bracelet can be worn by one
to many passengers since these later are required to return them back to the airline company at
the end of the trip.
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FIGURE IV: GRAPHICAL USER INTERFACE OF THE FUNCTION ADD A PASSENGER.

The administrator can perform several functions on each of the building of the database, e.g.,
adding a passenger to the list. Figure 4 is a Graphical User Interface that allows the user to
perform this functionality. He can also modify passenger information, delete a passenger from
the list, search for a specific passenger and view the list of all the passengers along with their
information. These functions can be handled in flight, luggage, bracelet and messages
functionalities.
Concerning the application structure, a user-friendly interface is implemented. The Graphical
User Interface (GUI) is a very important component of the application since it represents the way
by which the user communicates with the system. Therefore, it is important that the user
interface should be friendly, clear, and easy to understand in order that the user can benefit fully
from the services the system provides. Figure 5 represents the GUI for the function “Add a
Flight”. This functionality allows the user to enter the different attributes of a specific flight such
as Flight_Number, Destination, and Departure_Time.

FIGURE V: GRAPHICAL USER INTERFACE OF THE FUNCTION ADD A FLIGHT.
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C. Database System for Data Processing and Tracking
The implemented system organizes every step of the luggage handling process. In the check in
process, the passenger chooses one of the two options which are to get information about his
luggage either through his phone or via the bracelet that could be handed to him upon request. In
case the passenger does not have a phone or have a discharged battery, he would be obliged to
opt for the second option. The passenger is then informed about the bracelet operating
instructions.
When the luggage is placed on the conveyor, the reader collects the tag data and records the
beginning of the trip. As the bag moves through the conveyor, the RFID keeps track of the
luggage in order to make sure that it would be delivered to the right gate and flight. At the same
time, the database system processes the data sent by the RFID system and retrieves from it the
passengers’ information in order to know the bracelet ID and be able to send the appropriate
message. As stated before, there are three scenarios where the system operates. In the first
scenario, when the passenger’s luggage has been embarked, the passenger should receive a
message stating that “Your luggage has been embarked successfully”.
The role of this system is mostly important in the delivery process as it allows the bag to be
easily located and delivered to the right traveler. Again the passenger receives a message
informing him that his luggage arrived to the delivery conveyor. There are two other scenarios
when the database application operates differently. In the first case which is a multi-stop flight,
the passenger receives a message each time his luggage arrives to a different airport. The
advantage of this feature is that the passenger never worries about the location of his luggage.
The second case is when a mishandling problem occurs; the passenger does not receive a message
so he sends an emergency message to the system that checks the location quickly. Then, the
system administrates try to fix the problem as soon as possible.
Figure 6 shows a Graphical User Interface (GUI) that presents the relationship between the
entities’ attributes. This table is in first normal form (1NF). The database matches each
passenger who is identified by a unique ID with the corresponding flight number and bracelet to
which a message is sent. For instance, the passenger whose ID is ‘13338’ receives a text message
stored in the database through the bracelet ID: ‘528’.

IV. COST ANALYSIS
The cost of RFID implementation has decreased significantly due to the increasing availability
of RFIDs in the market as they are used in thousands of applications. This cost depends on many
factors such as the size of the installation and the type of the RFID system. Table I presents a
draft cost estimation (in USD) of the considered RFID system [5] along with the bracelet [9], [10].
The implementation of the proposed system in airports appears to be expensive. Considering this
suggested approach of RTSAL, airlines companies would save millions of dollars related to
mishandling errors and baggage losses that occur frequently.
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FIGURE VI: DATABASE TABLE FOR THE PROPOSED SYSTEM.

TABLE I: SYSTEM COMPONENTS COST
Parameter

Estimated Cost

RFID Passive Tags

Generally, $0.07 to $0.15

RFID Printer tags

Range from $1,600 to $1,800

RFID Fixed Readers

Range from $500 to
$2,000

Silicon Bracelet

$1

Graphic LCD Display Module

$5 to $10

Total Cost

$2106.07 to $3811.15

V. CONCLUSION
In this paper, an efficient RFID-based tracking system for airport luggage was proposed. The
suggested system considers an interactive bracelet that involves passengers in the luggage
tracking process. An analysis of the overall system’s interaction was presented. Furthermore, the
design and implementation of the considered system were also discussed. With this solution,
customers’ satisfaction in airports would be increased and mishandling cost would be lowered.
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Abstract
Due to high traffic load data in sensor networks, low bandwidth wireless links as well as high energy
consumption for packet transfer, data aggregation techniques to acquire needed resources and energy.
Data aggregation is a mechanism used in wireless sensor and VANETs networking to reduce energy
consumption and extend the life of sensor nodes by sending data with stronger signals and avoid repetitive
data transmission to the base station. Privacy preserving data aggregation in the network because of
dynamic topologies, power limitations, memory, sensors and wireless communications media that could be
eavesdropping is a major challenge in the outgoing data network contains important information and is
lightweight so, security Information on these networks is very important. Privacy integration protocols aimed
at preventing disclosure of confidential information to adversaries through the influence of the link or node
data, so for security inevitably incur the overhead of communications and computing will be more. This
Cluster-based Private Data Aggregation (CPDA) scheme could aggregate data without revealing any
private information and consume fewer resources than others. Simulation results show that using the
proposed algorithms, efficient data aggregation privacy of communications and computing overhead and
energy consumption in wireless sensor network is improved and thus extend the life of the sensor nodes.
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I. INTRODUCTION
A wireless sensor network (WSN) is an ad-hoc network composed of small sensor nodes
deployed in large numbers to sense the physical world. Wireless sensor networks have very broad
application prospects including both military and civilian usage. They include surveillance [1],
tracking at critical facilities [2], or monitoring animal habitats [3]. Sensor networks have the
potential to radically change the way people observe and interact with their environment.
Sensors are usually resource-limited and power-constrained.
They suffer from restricted computation, communication, and power resources. Sensors can
provide fine-grained raw data. Alternatively, they may need to collaborate on in-network
processing to reduce the amount of raw data sent, thus conserving resources such as
communication bandwidth and energy. We refer to such in-network processing generically as
data aggregation. In many sensor network applications, the designer is usually concerned with
aggregate statistics such as SUM, AVERAGE, or MAX/MIN of data readings over a certain
region or period. As a result, data aggregation in WSNs has received substantial attention.
As sensor network applications expand to include increasingly sensitive measurements of
everyday life, preserving data privacy becomes an increasingly important concern. For example, a
future application might measure household details such as power and water usage, computing
average trends and mak making local recommendations. Without providing proper privacy
protection, such applications of WSNs will not be practical, since participating parties may not
allow tracking their private data. In this paper, we discuss how to carry privacy-preserving data
aggregation in wireless sensor networks. In the following, we first elaborate two specific
motivating applications of using wireless sensor network to carry out private data aggregation
[4].
 As alluded above, wireless sensors may be placed in houses to collect statistics about
water and electricity consumption within a large neighborhood. The aggregated
population statistics may be useful for individual, business, and government agencies for
resource planning purposes and usage advice. However, the readings of sensors could
reveal daily activities of a household, such as when all family members are gone or when
someone is taking a shower (different water appliances have distinct signatures of
consumption that can reveal their identity). Hence we need a way to collect the
aggregated sensor readings while at the same time preserve data privacy[2].
 Future in-home floor sensors, collecting weight information, are used together with shoe
mounted sensors, collecting exercise-related information, in an obesity study to correlate
exercise and weight loss. Aggregate statistics from those data are useful for agencies such
as Department of Health and Human Services, as well as insurance companies for medical
research and financial planning purposes. However, individual’s health data should be
kept private and not be known to other people.
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From these data aggregation examples, we see why preserving the privacy of individual
sensor readings while obtaining accurate aggregate statistics can be an important requirement.
The protection of privacy also gives us add-on benefits including enhanced security. Consider the
scenario when an adversary compromises a portion of the sensor nodes: when there is no privacy
protection, the comprised nodes can overhear the data messages and decrypt them to get
sensitive information. However, with privacy protection, even if data are overheard and
decrypted, it is still difficult for the adversary to recover sensitive information.
Consequently, providing a reasonable guideline on building systems that perform private
data aggregation is desirable. It is well-known that end-to-end data encryption is able to protect
private communications between two parties (such as the data source and data sink), as long as
the two parties have agreement on encryption keys. However, end-to-end encryption or link level
encryption alone is not a good candidate for private data aggregation [4]. This is because:
 If end-to-end communications are encrypted, the intermediate nodes could not easily
perform in-network processing to get aggregated results.
 Even when data are encrypted at the link level, the other end of the communication is still
able to decrypt it and get the private data. Hence privacy is violated. Though research on
privacy-preserving computation has been active in other domains including cryptography
and data mining, previously-studied schemes are not readily applicable to private data
aggregations in WSNs. Most of them are either not suitable for or too computationalexpensive to be used in the resource-constrained sensor networks, as we will discuss in
detail next section.
In summary, the problem of data privacy in WSNs can be classified in the Figure I.
From the Figure I, we know one aspect of privacy in WSNs research is data aggregation. This
paper primarily focuses on privacy-preserving data aggregation. Many schemes have been
developed to keep privacy of data aggregation in WSNs. such as CPDA, SMART, DADPP . In this
paper, I propose a new scheme which is inspired by CPDA [3]. My scheme has lower computation
overhead than CPDA and it is more secure. If there is no packet loss, this research scheme will be
very effective without revealing any private information.
The rest of this paper is organized as follows. Section II summarizes the existing schemes for
privacy-preserving data aggregation. Section III shows the considered system model and the
requirements of privacy-preserving data aggregation are introduced .This scheme is introduced
in section III. Section IV describes the simulation and results analysis. Finally, section V
summarizes the paper and layout future research.
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FIGURE I. TAXONOMY OF PRIVACY-PRESERVING FOR WSNS [1]

II. RELATED WORKS
In recent years, several new schemes have been proposed to solve the problem of privacypreserving data aggregation in WSNs. Most of the existing schemes are encryption ciphers. This
kind of scheme always has three steps, firstly, an intermediate aggregation node has to decrypt
the received data, then aggregate the data according to the corresponding aggregation function,
and finally encrypt the aggregated result before forwarding it. This scheme is fairly expensive for
data aggregation in sensor networks due to sensors limited-resources.
In typical wireless sensor networks, sensor nodes are usually resource-constrained and
battery-limited. In order to save resources and energy, data must be aggregated to avoid
overwhelming amounts of traffic in the network. There has been extensive work on data
aggregation schemes in sensor networks, including [4-9]. These efforts share the assumption that
all sensors are trusted and all communications are secure. However, in reality, sensor networks
are likely to be deployed in an untrusted environment, where links, for example, can be
eavesdropped. An adversary may compromise cryptographic keys and manipulate the data.
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Work presented in [10-12] investigates secure data aggregation schemes in the face of
adversaries who try to tamper with nodes or steal the information. Work presented in [13-14]
shows how to set up secret keys between sensor nodes to guarantee secure communications. For
most existing secure data aggregation schemes though, an intermediate aggregation node has to
decrypt the received data, then aggregate the data according to the corresponding aggregation
function, and finally encrypt the aggregated result before forwarding it. This sequence is fairly
expensive for data aggregation in sensor networks. To reduce computational overhead, Girao et
al. [15] and Castelluccia et al. [16] propose using homomorphic encryption ciphers, which allow
efficient aggregation of encrypted data without decryption involved in the intermediate nodes.
Though these schemes are efficient to preserve data privacy in data aggregation, they do not
protect the trend of private data of a node from being known by its neighboring nodes. This is
because when the neighboring nodes can always overhear the sum of the private data and a fixed
unknown number (encryption key). In contrast, the private data aggregation schemes we present
in this paper ensure that no trend about private data of a sensor node is released to any other
nodes.
In privacy-preservation domain, Huang, Wang and Borisov address the problem in a peer-topeer network application in [17]. Privacy preservation has also been studied in the data mining
domain [18-21]. Two major classes of schemes are used. The first class is based on data
perturbation (randomization) techniques. In a data perturbation scheme, a random number
drawn from a certain distribution is added to the private data. Given the distribution of the
random perturbation, recovering the aggregated result is possible. At the same time, by using the
randomized data to mask the private values, privacy is achieved. However, data perturbation
techniques have the drawback that they do not yield accurate aggregation results. Furthermore,
as shown by Kargupta et al. in [20] and by Huang et al. in [21], certain types of data perturbation
might not preserve privacy well.
Another class of privacy-preserving data mining schemes [22-24] is based on Secure Multiparty Computation (SMC) techniques [25-27]. SMC deals with the problem of a joint computation
of a function with multi-party private inputs. SMC usually leverages public-key cryptography.
Hence SMC-based privacy-preserving data mining schemes are usually computationally
expensive, which is not applicable to resource-constrained wireless sensor networks.
As we will show in the rest of this paper, unlike previous privacy-preserving approaches, our
new private data aggregation schemes have the advantages: (1) They preserve data privacy such
that individual sensor data is only known to their owner; (2) The aggregation result is accurate
when there is no data loss; (3) They are more efficient and hence more suitable for resourceconstrained wireless sensor networks.
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III. PROPOSED TECHNIQUE
Due to the energy limitation problem, in-network processing becomes an important area of
research in WSNs. Apart from that, the ability of providing the opportunity of complex
applications running at the application layer and scalability factor makes in-network processing
very attractive. Data aggregation is part of in-network processing, which is called In-Network
Aggregation (INA) [13]. In most of the in-network processing use cases security and privacy
issues need to be taken care of with good amount of attention [1, 7, 12]. When the requirement is
like that of Yao’s millionaire problem [3], where the data cannot be revealed, concept like Tinysec
[14] does not work. Tinysec has the serious flaw that data has to be encrypted and decrypted at
aggregator node. There are numerous practical use cases where aggregated data result is
important and the individual data values are to be kept private. Consider the case of rating of
television viewership, where the aggregated sum viewership result of a particular program is
required by the surveying authority. But the advertisers or other third parties may be interested
on the viewership details of the individual for their business interest. If these parties can access
the micro details of individual viewership pattern, the privacy of the individual viewers is
severely violated. In another case, an authority is responsible for billing or for resource planning
an individual’s water consumption in monthly basis. In the case the authorization body gets the
information on the daily water consumption pattern of the households some conclusion when the
house is empty (when family members are gone out) can be disclosed. This can lead to theft
attempt if that data is in some malicious hands. Apart from that there are innumerable
applications, where data needs to be aggregated, but the content cannot be revealed. In this
paper, our attempt was to solve this kind of problem of privacy preservation when data is
aggregated.
In this section, we present the system model, based on which the scheme is developed.
There are N numbers of source nodes or sources which collect or produce the private data. These
sources are the owners of the private data. Against the query of the service provider or the
server, the sources answer the query of the server. In this process, the sources should never
reveal the content of the private data, i.e., they never share the private data in raw form. They
perform some data perturbation technique on the raw data, from which the server cannot
understand the original content of the data. The function of the server is to aggregate the data
received from n servers. It may send the aggregated data value for further processing. It is also
assumed that for each source at least one source is connected. The aggregator or server node has
the responsibility of data aggregation and further processing of the aggregated data. This server
node has connection with N number of source nodes, which are connected with the server node
through wireless links. These source nodes collect the data on its own or as per the instruction by
the server node. It is assumed that the also source nodes have peer-to-peer connectivity at least
with one of the nodes in order to reach the aggregator.
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In this paper, I set up a model as a connected graph G (V, E), where V is the sensor nodes in
the network and E is the edge between vertices. Eij Data aggregation function of this model is
denotes the edge between node I and node j. The number of sensor nodes in the network is N.
f (t)=f (m (t), m (t), m (t)) , where m(t) denotes the sensor reading at time t. In this paper, I focus
on additive aggregation. In [10] other aggregation functions, like average, variance and other
data can be derived from summation.
In addition ,in this model I adapt the semi-honest model [11].In a semi-honest model, the
sensors follows the rules of the protocol, but it is able to use what it sees in the protocol to
compromise others' data privacy. This model is useful since the clients and the server can't be
trusted all the time. In order to secure the data communication between sensor nodes this paper
employs the key distribution. Here I follow the scheme proposed in [12] which named random key
pre-distribution. This scheme consists of three phases. Firstly, there is a key pool which has M
keys. Every sensor node can store N keys in itself. For each sensor node N keys are randomly
selected from the key pool. This set of N keys is called the node's key ring. c p denotes the
probability of two sensor nodes have at least one same key. The second phase is the key-discovery
phase, in which each sensor node sends out discovery messages to find out which neighbors share
a common key with itself. If two neighbors share a common key, then a secure link is setup. The
discovery message is performed by Merkle puzzle policy [13], which means each sensor node
issues N puzzles to its neighbors. If nodes response with correct answer, then these nodes are
regarded as trusted nodes. In the last phase path-key establishment, a path-key is assigned to
the pairs of sensors who do not have common keys but can be connected by multi-hop secure
links.

IV. EXPERIMENTS
According to [28] I set pc=1/6 .We can see from figure 2 that when the number of nodes is
large enough, the average Degree of nodes is about 12.So we set di this simulation consists of two
parts. The first one is the evaluation of communication ability. I simulate the process of data
aggregation and set the same parameters for this scheme and CPDA. Then I calculate the bits
transmitted among the nodes and find out the average bits sent out by a sensor node. For
example, if a sensor node wants to send out k which it calculates. Then the bits it sends out is
b=56 +log is 12.At last I plot P and show it in figure 4. From the figure we can see most of the
clusters have 3 to 7 members. Here in this paper, we simulate the conditions where a cluster has
3, 4 and 5 members. Also we make a comparison with CPDA. 2(k), where 56 bits is the header.
Simulation result is following.
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FIGURE II. VIEW NODES ENERGY CONSUMPTION

From above figure, we can see that this research scheme has similar performance with
CPDA. That's because in the research scheme, complex calculation is also needed even have
simplified the algorithm.

FIGURE III. LIFETIME NETWORK
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From the above figure we can see that my scheme transmits less data than CPDA. In CPDA
the data increase linearly with the addition of the number of the nodes in a cluster .In my scheme
it increases slowly.

V. CONCLUSION & FUTURE WORKS
Providing efficient data aggregation in preserving data privacy is a challenging problem in
wireless sensor networks. Many civilian applications require privacy, without which individual
parties are reluctant to participate in data collection. This paper, have proposed two privatepreserving data aggregation schemes – CPDA, and SMART – focusing on additive data
aggregation functions. These two schemes are in terms of privacy-preservation efficacy,
communication overhead, aggregation accuracy, and computational overhead.
Unlike previous privacy-preserving approaches, our new private data aggregation schemes
have the advantages: (1) They preserve data privacy such that individual sensor data is only
known to their owner; (2) The aggregation result is accurate when there is no data loss; (3) They
are more efficient and hence more suitable for resource-constrained wireless sensor networks.
Future work includes designing private-preserving data aggregation schemes for general
aggregation functions. Also investigating robust private-preserving data aggregation schemes
under malicious attacks.
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Abstract
Exploration frequent item sets within transaction databases, time-series databases, and far different form of
databases has been analyzed popularly within information exploration investigation. An exploration
frequent merchandise unit is one of the nearly all investigated investigated areas within information
exploration. Association rules will be the principal way of information exploration. Apriori algorithm is really
an established algorithm associated with connection tip exploration. A lot of algorithms regarding
exploration connection guidelines as well as the mutations are usually planned in basis associated with
Apriori algorithm; One of these algorithms is the BitApriori algorithm. However, this algorithm reduces the
time counting amount of support, but when the Database is big, BitApriori may be faced with a shortage of
memory; Recently, an algorithm provided called Enhanced BitApriori that by replacing some effective
techniques on binary string, improved BitApriori algorithm has somewhat. But this method can still be
improved by eliminating infrequent item sets. Therefore, in this study, a method was developed using
factors Set Size and Set Size Frequency minimum number of candidates is presented with greater
efficiency. The results showed that the proposed method is more efficient than the Enhanced BitApriori
algorithm.
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I. INTRODUCTION
Data mining can be a significant analysis area nowadays of which targets understanding
discovery throughout data source. It's wherever data in the database are generally mined in
order that educational data might be created along with used successfully along with correctly by
means of human beings. Its aim is usually prediction along with outline [1]. These days, while
using the swift growth of IT, specifically the internet service-based software, service-oriented
buildings along with cloud-computing, continuously growing data are generally incorporated to
come up with helpful information. Many approaches are used for data mining. Association rules
mining (ARM) is among the most useful approaches. The challenges linked to ARM, especially for
parallel along with ARM data mining, consist of minimizing I/O, increasing running velocity
along with cutting down connection cost [3]. A major worry throughout ARM right now would be
to still improve algorithm functionality.
Association Rule mining consists of a pair of treatments [1]: 1st, picking out the typical
merchandise emerge the particular repository employing a minimum assistance and also
building the particular relationship principle on the typical merchandise collection along with
specific assurance. The idea relates to the particular relationship associated with products
wherein for any happening of any, there may be the happening associated with B. This mining is
a lot more relevant already in the market holder analysis [2]. In which software is useful towards
the shoppers that will acquire selected products. In which for any merchandise them to obtained,
precisely what could be the probable item/s as well as the particular obtained merchandise.
Apriori algorithm could be the most widely used relationship principle mining algorithm [9].
Nonetheless, various restrictions are discovered in this particular technique [7] such as:
 Numerous iterations regarding data are needed with regard to mining data
 Normally builds items which tend to be unimportant
 Troubles locating uncommon situations
 With these disadvantages numerous is effective have been observed to raise the
effectiveness regarding Apriori algorithm.
The Apriori-based algorithms discover regular product packages based upon the iterative
bottom-up procedure for create choice item sets. Since the 1st estimate regarding affiliation
policies mining by R. Agrawal [10], a lot of experiments have been carried out to create regular
item sets mining scalable and efficient. Although you can still find a few inadequacies that will
Apriori centered algorithms lived with, as well as: lots of verification from the deal data source
any time trying to find regular item sets, great deal of choice item sets generated needlessly and
so on.
This paper puts forward Enhancing the Performance of BitApriori algorithm using matrix
data structure with simply counting rows and columns and transaction reduction strategies
using top down approach for finding out largest regular itemset to smallest regular itemset. In
this way, it can greatly reduce complexity and increases the efficiency of improved algorithm.
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The remaining section of this paper is organized as follows: Section II contains review on
Association Rule Mining and Apriori Algorithm. In section III contains Limitations of Apriori
Algorithm. Section IV summarizes the related works. Section V; elaborate the proposed work for
extracting regular itemset and experimental results. Section VI contains conclusion.

II. REVIEW ON ASSOCIATION RULE MINING AND APRIORI ALGORITHM
Association Mining is just about the most critical info mining’s functionalities which is
typically the most popular process has become analyzed by simply analysts. Removing
association regulations may be the key involving info mining [3]. It can be mining intended for
association regulations throughout data source involving product sales deals involving things
that is very important area on the study throughout dataset [4]. The advantages of these types of
regulations are usually detecting unidentified romantic relationships, producing results which
could conduct time frame intended for choice producing and also prediction [3]. The actual
development involving association regulations are actually divided straight into a couple of levels
[5]: discovery the particular frequent item sets and also age group involving association
regulations. Inside the very first stage, each pair of things is known as item set, when they
transpired with each other in excess of the particular lowest service threshold [5], this kind of
item set is known as frequent item set. Acquiring frequent item sets put in at home however
costly and this stage is actually much more crucial as compared to second stage. In the
subsequent step, it could possibly create quite a few policies in one item set like kind, if item set
I1, I2, I3, it's policies are I1_I2, I3, I2_I1, I3, I3_I1, I2, I1, I2_I3, I1, I3_I1, I2, I3_I1, variety of
individuals policies will be n2-1 exactly where n = variety of items. In order to validate the
association rule (e. grams. X_Y), exactly where X and Y are items, dependent on confidence
threshold that establish the particular percentage in the deals that includes X and Y for the deals
A% that includes Times, because of this A% in the deals that includes X likewise include Y.
minimum support and confidence will be explained from the end user that shows concern in the
policies. And so the support and confidence thresholds must be used for all your policies in order
to prune the rules that the idea beliefs under thresholds beliefs. The issue that may be resolved
straight into connection mining will be locating the relationship involving different things via
substantial group of deals effectiveness [3]. The study involving association rules will be inspired
through much more programs for example telecommunication, banking, health and making, etc.
[2].
The apriori algorithm is standard and classical algorithm for mining regular/frequent
itemsets (if an itemset satisfies minimum threshold i.e., min_support, it is called regular itemset.
The set of regular k-itemsets is commonly denoted by LK. ) brought by R. Agarwal and R.
Shrikant in 1994, that leads to generate association rules called association rule mining. It uses
bottom–up and iterative approach known as breadth first search (level wise search where kitemset used to discover k+1 itemset). It generates all regular itemsets (a set of items is referred
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as an itemset, n-itemset consist of n items) and apriori property is introduced to reduce the
search space [1].
The actual operating of Apriori algorithm is rather is dependent upon this Apriori residence
which usually expresses that” Most nonempty subsets of your repeated item sets need to be
frequent”. What's more, it referred to this anti-monotonic residence which usually claims should
the technique cannot move this lowest assist check; all the supersets will probably don't move
this check. Whenever the main one fixed will be irregular subsequently all the supersets will also
be repeated and vice versa. This specific residence can be used to prune this irregular customer
element. At the start, this number of repeated 1-itemsets can be found. The actual number of
made up of one particular merchandise, which usually fulfill the assist threshold, will be denoted
by means of L. Within every future move, all of us start out with a seedling number of itemsets
discovered for being large in the previous move. This specific seedling fixed can be used
pertaining to generating completely new probably large itemsets, referred to as customer
itemsets, and matter the particular assist pertaining to these kinds of customer itemsets during
the move in the information. By the end on the move, all of us determine which usually on the
customer itemsets have been large (frequent), plus they end up being the seedling for the future
move. For that reason, L can be used to uncover, this number of repeated 2-itemsets, which can
be employed to uncover L, etc., until eventually get rid of repeated k-itemsets is found.
It is undoubtedly which Apriori criteria productively finds your regular components on the
database. Yet because the dimensionality with the database rises together with how many items
after that:
 A lot more look for area should be applied along with I/O cost increase.
 Volume of repository scan will be elevated therefore choice age group increase ends in
increase in computational cost.
Thus many variations happen to be takes place within the Apriori criteria to minimize the above
mentioned restrictions develops caused by improve bigger involving repository. Most of these
later planned algorithms follow identical repository scan stage by means of stage as in Apriori
criteria, while the ways of customer creation and also trimming, assistance keeping track of and
also customer manifestation may differ. The actual algorithms improve the Apriori algorithms by
means of:
 Minimize travels connected with deal data bank verification
 Reduce in size quantity of candidates
 Help support counting connected with individuals

III. LIMITATIONS OF ASSOCIATION RULE MINING AND APRIORI ALGORITHM
Association rule mining is an intriguing topic connected with analysis in the field of info
mining. On the other hand organization tip mining continues to be in a very phase connected
with query as well as development. You can still find some essential conditions that have to be
studied pertaining to figuring out useful organization principles. There are several complications
pertaining to Association rule mining since beneath:

Copyright © 2015 Helvetic Editions LTD - All Rights Reserved

www.elvedit.com

88

Enhancing the Performance of BitApriori Algorithm in Data Mining using an Effective Data Structure
Abdolrashid Rezvani and Javad Hosseinkhani






More and also scalable techniques for Association Rule mining must be designed.
Individual check out and also on the internet exploration strategies must be designed.
Approaches for exploration connection principles inside multi-databases must be explored.
Effective processes for World Wide Web Usage Exploration must be designed.

Apriori algorithm afflicted with a number of a weakness notwithstanding being clear in
addition to straightforward. The key limit is actually expensive throwing away of time to hold a
massive amount of applicant pieces along with much typical itemsets, small minimal service as
well as large itemsets. Consequently, it will look for several pieces by applicant itemsets, and yes
it will probably check out data source often times continuously for locating applicant itemsets.
Apriori will probably be minimal in addition to inefficiency as soon as recollection capacity is
fixed along with many deals [2].
This paper will focused on proposing an approach to reduce the time spent for searching in
database transactions for frequent itemsets.

IV. RELATED WORKS
Various improved algorithms have been proposed to vanquish the weaknesses of Apriori
algorithm in various ways. Here presents some different approaches that face the common
drawback.
To weed out obstructions of frequent itemsets mining in Apriori algorithm the authors
Wanjun Yu, Xiaochun Wang and Fangyi Wang, Erkang Wang and Bowen Chen [6] has given a
new algorithm named as Reduced Apriori Algorithm with Tag (RAAT). In Apriori algorithm,
there is large number of candidate 2-itemsets and less tendency to determine support value. So,
it takes lot of time to scan the database repeatedly and decreases the efficiency. To improve this,
RAAT uses Apriori-gen operation to form candidate 2-itemsets which results in diminishing the
pruning operation. RAAT also follows the concept of tag to increase the speed of support
calculation. As a result, RAAT shortens the time and improves efficiency. The experimental
results have shown that RAAT performs well when it is compared with Apriori algorithm in a
number of times.
The authors Jaishree Singh, Hari Ram, Dr.J.S.Sodhi [7] have introduced a modified Apriori
Algorithm called an improved Apriori Algorithm (IAA) to conquer the limitations of classical
Apriori Algorithm. The classical Apriori algorithm scans the database many times. If database
contains ample number of records, it takes huge time to scan the database which results in
increasing I/O cost. The improved Apriori Algorithm reduces the scanning time by eliminating
the transactions containing irrelevant records. It uses the concept of attribute named as
Size_Of_Transaction (SOT) which contains the number of items exists in specific transaction. It
also decreases the I/O cost. By comparing improved Apriori Algorithm with classical apriori
algorithm, it was shown that improved
Apriori Algorithm is better on the basis of efficiency and optimization. This algorithm has
certain drawback also as it has to deal with new database after every generation of frequent
itemset. In future, we can divide the database among processors to remove this drawback.
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Shuo Yang et al [8] proposed a theorem to improve the traditional Apriori Algorithm. The
traditional Apriori Algorithm takes more time to scan the database in order to find out the
frequent itemsets. This increases the complexity and decreases efficiency. The proposed
algorithm decreases the database access on the basis of customer habits. It uses relative
theorems to find frequent itemsets. For applying improved Apriori algorithm to Ecommerce,
there will be a need to develop a shopping site because when customers visit the shopping site
the system will automatically find out their next purchasing goods based on goods already
available in their shopping basket.
So, it will save time and increases the efficiency and provides more benefit. The customers
could easily generate association rules with the help of improved Apriori algorithm and suggests
useful products to customers within a reasonable time. The tool used for developing the site is
Macromedia Dreamweaver 8; database management tool is Microsoft SQL Server 2000 and Web
server is Tomcat 6.0. According to experimental results, it was shown that improved Apriori
Algorithm when compared with traditional Apriori algorithm is more efficient.
The authors Mrs. R. Sumithra and Dr (Mrs) [9], have developed a new method distributed
apriori association rule to recover the limitations of classical apriori algorithm. In this paper,
main focus is on eliciting the knowledge. The implementation of both algorithms is shown using
concept of grid computing. Grid computing is a form of distributed computing that enables the
developers to work together on a single task at same time. Grid computing has capability to
increase the efficiency and decreases the cost of computing networks by optimizing the resources.
It is best for large workloads. By comparing, it was shown that distributed apriori association
rule on grid based environment is better than classical apriori algorithm. The future scope is that
knowledge could be extracted in parallel to produce more optimized result.
Association rule mining is a major technique in the area of data mining. Apriori algorithm is
one of the earliest algorithms of association rule mining. This section has presented a survey of
most recent work that has been done in Association rule based mining using Apriori algorithm.

V. PROPOSED WORK AND EXPERIMENTAL RESULTS
The improved algorithm proposed in this paper works in two phases. In first phase required
compressed data structure i.e, b_matrix is constructed and then this compressed data structure
is used in second phase to generate regular itemsets. This algorithm employs top down approach
to discover regular item sets from largest regular item set to smallest regular itemset.
Algorithm steps In first phase b_matrix is constructed for the given transactional database.
rows in b_matrix represents each transaction and column represents items in transactional
database. In b_matrix, each cell will contain values either 1 or 0 for showing the existence of
items in transactional database. Entry value will be 1, if the item is present in the respective row
else 0, if the item is absent in the row. With two more columns count and redundant transaction
counter (TC). Here count column represents the size of row(the sum of total no of 1’s in that
particular row) and remove those columns whose sum is not equal or greater than predefined
min_support value and then update count column. If row is duplicated in database then it is
represented by the value in the redundant transaction counter column and delete unnecessary
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duplicate transaction/row and if row is not duplicate then redundant transaction counter column
is set to 1. Then rearrange the b_matrix in descending order based on count column. This is our
required compressed data structure and here the phase 1 of our improved algorithm completes.
Now generate regular itemsets directly from b_matrix. Select first row from b_matrix and
match its count value with next row count respectively. In the event the following line count will
be a lot more or equal to the processing line count then perform AND function one of many series,
in the event that consequence will be similar on the processing line product established
composition then improve the count benefit connected with help connected with processing line
product established by a single and also continue this action connected with matching and also
AND function as a result of remaining portion of the series throughout b_matrix and then look at
the worthiness connected with complete help. When it is greater or equal to predefined
min_support count then remove that established and its subsets and also shift the crooks to
regular assortment record. The same procedure will be repeated for rest of the transactions in
b_matrix until all rows are not checked.
The gain of improved algorithm is that it lessen the no. of comparisons to mine largest
regular item set for duplicate transactions and transactions having smaller item sets in size that
is count value (since they do not have all the items of row under process) and another major
advantage is once largest regular item set is discovered then its subsets are searched and moved
into frequent array list. While searching for next largest regular item set it checks first,
transaction under processing is previously present in frequent array list because of prior largest
itemset and its subsets, if itemset is already in frequent array list, it avoids number of
comparisons needed to calculate the support count of itemset. Hence decreases number of scans
and time needed to extract the regular itemset.
Even as notice throughout Table I, which the difficult throughout recommended technique
throughout every single benefit associated with minimum help will be less than the item from the
Enhanced BitApriori, plus the change improves a lot more because benefit associated with
minimum help lessens. Table I shows that the particular recommended technique reduce the
difficult by 84. 09% from your Enhanced BitApriori the place that the minimum help will be 0.
02, and also by 56. 02% throughout 0. 10. Because the benefit associated with minimum help
raise the pace will be decreased likewise. The typical associated with minimizing period pace
from the recommended technique will be 68.39%.
TABLE I: THE TIME REDUCING RATE OF PROPOSED TECHNIQUE ON THE ENHANCED BITAPRIORI ACCORDING TO
THE VALUE OF MIN-SUP
Min-Sup

Enhanced BitApriori

0.02
0.04
0.06
0.08
0.10

6.648
1.865
1.158
0.434
0.372
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Proposed
Technique
1.066
0.432
0.340
0.189
0.158

Time Minimizing Rate
83.09%
76.25%
72.50%
52.07%
57.02%
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VI.

CONCLUSION & FUTURE WORKS

Association rule mining is a major technique in the area of data mining. Apriori algorithm is
one of the earliest algorithms of association rule mining. This paper has presented a survey of
most recent work that has been done in Association rule based mining using Apriori algorithm.
After accomplishing study of algorithms, some sort of proposed method can be proposed as a
result of minimizing time taken throughout purchases encoding regarding candidate itemsets by
simply minimizing the amount of purchases to get scanned. Whenever k regarding k-item set
boosts, your difference involving our proposed method along with the Enhanced BitApriori boosts
from see of your energy taken, and each time the significance regarding bare minimum help
boosts, your difference involving our improved Apriori along with the Superior BitApriori
diminishes from see of your energy taken. Any time taken to get customer help rely throughout
proposed method can be less than time taken in the Superior BitApriori. Ideas to locate other
methods to get combining are inspire. Currently, further research in finding a faster way of
pruning candidate keys is undergoing in finding the ideal starting size of combination size.
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