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Abstract
Heavy reliance on the other nodes in a complex supply chain network and failure to deliver the specialized
assignment by merely one node can caused disruption to the entire processes. The authors introduce the
Integrative Information Management Architecture (IIMA) to generate semi-automated assistance against
common supply chain deviations. Support models are used and they are made from tree-like structure in
XML documents. The recommendations are stored in the leaf nodes whereas the intermediary nodes are
filled with characteristics of the deviation. The IIMA employed the XPath together with a series of questions
to navigate through the relevant path. We had developed the prototype of the IIMA but run it in simulated
environments. The results showed that the group with IIMA support improved the number of completed
processes compared to without the IIMA support.

Key Words
Intermediary processes, semi-automated case base reasoning, XML/XPath driven support models.
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I. INTRODUCTION
The supply chain composed of important nodes in a complex network working together to
deliver the required services to the client. The complex network of the supply chain required the
good management in order to deliver the right services at the minimum costs. The lack of
integration between the nodes can deterred the ability of the supply chain group to react
appropriately in timely manner to the problems that impinged the current business supply chain
activities. The integration issues are inaccurate reflection of physical world in the servers [1] and
the visibilities on the operations of their partners are often blurry [2, 3]. The systems worked in
isolation and there is limited communication between these systems across the supply chain
which exacerbate the situation even further [4].
In this paper the author introduced an Integrative Information Management Architecture
(IIMA) to provide semi-automated assistance to address these integration challenges. Firstly, the
data retrieved from the RFID networks across the supply chain will be transformed into process
related information to be matched against the models. Secondly, the support models are utilized
by the IIMA to assist the group members in identifying the problems, searching through the
solutions tree and adhering to the process constraints. The prototype of the IIMA is developed
and tested in simulated environments for the evaluation of its performance.
A scenario application created for the IIMA which is based on supply chain group working with
their client to deliver services [5] is incorporated in the simulation environments for evaluation
purposes. The results show that the supports given by the IIMA is stable in two different settings
for two different types of the supply chain problems. In the following section, we are going to
describe the related works and the organization of the IIMA. Next, the formulization of the
support models and the collaboration algorithm that governed the interaction between the
components of the IIMA will be presented. Lastly, we show the evaluation of the IIMA prototype,
results and analysis before proceeding with the conclusion.

II. RELATED WORKS
The mean time architecture [6] utilized data from the RFID network and extracted the time
segment. Every entry and exit of the vicinities is marked and the time it took an item to move
from these points are recorded for determine any bottleneck from the processes. This system does
not reveal the activities of the supply chain. The customization system [7] in contrast employed a
more complex analysis of the data by introducing the concept of network coefficients which could
identify the type of activities from the inflow and outflow traffic. The model based monitoring
system [8] on the other hand produce much finer details of the information at the process level
with the creation of constraints based component model.
Our approach is to take a simpler approach but generate process level information by
associating the data with customizable problem model based on the local context. Similar to this
line of work, the traceability system architecture [9] also had utilized the data from the RFID
network of readers and manipulated them to provide information about the relationship between
Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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tagged items with the complete history tracking. In comparison, our IIMA provide additional
information on the constraints of the processes available from the information model.
The dynamic logistic process system [10] extracted data from the RFID network and employ
software agent to identify the current activities and determine the standardize processes to be
followed by the workers. Similarly, the real time collaboration architecture [11] utilized agent
technology to negotiate on the behalf of members from the supply chain group for the execution of
shared processes. The technique used by this system is quite similar to [10] but on a broader
scope. The authors had taken simpler approach for the IIMA to assist the appointed
management team in making decision. This is accomplished by giving recommendation and
validation on cases through the case and information handler, two prominent sub components of
the IIMA.
The service based shop floor architecture [12] employed services provided from the machines
remotely in order to reconfigure the manufacturing processes at will and support for frequent
requirement changes in the market. The collaborator system [13] in contrast provided the mean
for collaboration between the supply chain members with integrated portal in much broader
scope instead focusing on limited manufacturing processes. A global planning is created to
coordinate the supply chain activities across the group and relevant web portlets are invoked. In
comparison, the IIMA wrapped the functionalities from the existing systems and offered them as
services instead of creating these services from scratch portal which is similar to the approach
employed in [14].
The bio-disease tracking system [15] on the other hand, offered additional functionalities
beside the functionalities from the existing systems such as the estimation of the tracked objects
are affected by disease. The IIMA in comparison offers the necessary functionalities for detecting
process deviation as RFID services by manipulating the data generated from RFID readers.

III. ORGANIZATION OF ARCHITECTURE
The IIMA initiate an intermediary processes between the RFID network of readers and the
existing systems. The following describe the six main components of the IIMA [16]:
System Communicator: interacts with the local existing supply chain systems and provides
their functionalities as services to the IIMA
RFID Service Provider: transforms basic data retrieved from the local RFID readers such as
tag identification, time stamp and reader identification into process level information. Different
types of data manipulation are provided as different types of RFID service.
Service Handler: serves as the middleman between the subsystems and the main system. The
local services that are scheduled by the main system will have to be passed to the respective local
service handlers for execution. Moreover, it is responsible to detect deviation in the current
activities by comparing the events recorded by the RFID service provider against the instructions
from the main system.

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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FIGURE I: ORGANIZATION OF IIMA.

Service Integrator: serves as the middleman between the main system and the local
subsystems. It is responsible to initiate the process restructuring procedure. The case handler
and the information handler are sought to assist the appointed team management with the
alternative process and to check the process constraints before it can proceed for execution.
Case Handler: responsible to produce recommendation for the team management in response
to the problems detected earlier. It holds many potential cases that are known to be the solutions
for the common deviations in the supply chain activities.
Information Handler: responsible to check process constraints on the recommended case.
Usually, the information handler performed a background check on the member that is
responsible for the execution of the process. Mainly it involved checking the job scope of that
member and accessibility of the information required by the services offered for execution.

IV. FORMULIZING SUPPORT MODELS
The support models encompass problem, case and information models utilized by the service
handler, case handler and information handler respectively. In this section, we described the
elements used in these support models and their hierarchical relationships.
Definition 1: Let IN, I, EV, L, TM, S, P, SL, DT, DL, G, M, R, A, IC be sets of elements existed in
the support models. The following are the definition of the sets:
IN = {in | in is input retrieve by system}
I = {i | i is instruction from existing system}
EV = {ev | ev is event from RFID network}
L = {l | location from event}
TM = {tm | time from event}
Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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S = {s | suggestion made by system}
P = {p | problem identify by system}
SL = {sl | solution identify by system}
DL = {dl | difference in the instruction and event location}
DT = {dt | difference in the instruction and event time}
G = {g | supply chain group}
M = {m | member from the group}
R = {r | relationship establish in the group}
A = {a | action of the member}
IC = {ic | information required by member}
Definition 2: The supply chain group comprised of the selected members. Each member
established specialized relationship in the group by providing specific set of actions and required
specific set of information:
M⊆ G ∩ R⊆ G
A ⊆ M ∩ IC ⊆ M
Definition 3: The system input comprised of event from the RFID reader and the instruction from
existing system:
EV ⊆ IN ∩ I ⊆ IN
Definition 4: The event and instruction are made up from location and time of recorded tag item
and recorded instruction respectively:
L⊆ EV ∩ TM ⊆ EV
L ⊆ I ∩ TM ⊆ I
Definition 5: The suggestion provided by the handlers comprised of problem identification or
alternative solution:
P ⊆ S ∪ SL ⊆ S
Definition 6: The problem comprised of difference in time and location between the event and
instruction:
DL ⊆ P ∩ DT ⊆ P
Definition 7: The solution comprised of alternative actions:
A ⊆ SL

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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V. COLLABORATION ALGORITHMS
The collaboration algorithm described the interaction between the IIMA components. These
algorithms are designed to undergo six main phases. However, in this section the authors give
more emphasized on the behavior of the handlers utilizing the support models. For this reason,
only two related phases from the six phases are highlighted.
A. Deviation Phase
Two of the prominent sub-components of the service handler are the event manager and
deviation alertor. Figure 2 described the high level algorithm between the service integrator and
the local service handler. The algorithm started with event manager receiving list of events (LE)
from RFID service provider to initiate the process of deviation checking in current processes. The
event manager passed the LE and list of instruction (LI) to the deviation alertor. Based on
definition 3, LE and LI correspond to the EV and I respectively. Both of these lists made up the
system inputs, IN. The deviation alertor is responsible to follow the logic of the problem model
via the “navigateModel” method call. Figure 3 shows the snippet of problem model. The authors
have evaluated three approaches to retrieve the correct type of problem: content filtering [17],
collaboration filtering [18] and hybrid filtering [19].

Variables: LE, LOR, LP, LI, clientMain, pw, hostName, portNum
SubSystem:
while(curEvent == false):
evmObj = new EventMgr();
LOR = evmObj.detDeviation(LE);
if (LOR == true), then:
clientMain = new Socket(hostName, portNum);
pw = new PrintWriter(clientMain.getOutputStream(), true);
pw.println(LP);
ServiceHandler:
problemDoc = docBuild.parse(in);
daObj = new DevAlertor();
while (endFlag == false) :
xPath = daObj.nagivateModel(LE,LI,val);
if(xPath.equals(“END”))
endFlag = true;
else:
nIterate = XPathAPI.selectNodeIterator(problemDoc,xPath);
nPoint = nIterator.nextNode();
val = nPoint.getFirstChild().getNodeValue();

FIGURE 2: HIGH LEVEL ALGORITHMS FOR DEVIATION PHASE

The authors adapted the content filtering technique to match the input from existing system
(i.e., transform into LI) and RFID reader (i.e., transform into LE) against the characteristic of the
Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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problem in the form of differences in time and location. Based on the definition 6, the
characteristic of the problem correspond to P which made up from the differences in time and
location, the DL and DP. The problem model is created in XML documents because of the unique
XML characteristic, namely platform independent, which ease with the modification of the
models based on the context. The Document Object Model (DOM) needed to be created, the
“problemDoc”, which provide with the necessary API for XML manipulation. XPath is employed
to navigate through the document and the authors had utilized the Xalan package to evaluate
the XPath expressions.

FIGURE 3: SNIPPET OF PROBLEM MODEL IN XML DOCUMENT

In the “navigateModel” method call, the deviation alertor began to compare the first children
in the model with the input from LI and LE. It continues with the remaining siblings and stops
until there is a match. From this forward point, it braches out to the next level from the matched
node. In figure 3, the first level nodes are “xlocation”, “modinstrc” and “xtime”. Based on the
value from LE and LI, there are differences in the location and for this reason, the service hander
chosen the “xlocation” node instead of the other nodes from the first level. Because this is not a
leaf node of the problem model, the algorithms initiate the “navigateModel” method iteratively to
navigate to the second level from the “xlocation” node until the service handler find the leaf node
which suggest the problem faced by the supply chain group. By matching the inputs from the
system with the characteristic of the problems from the problem model, the problem may be
known.
B. Validation Phase
In the alteration phase, an alternative solution to counter the misplace problem identified
from the deviation phase is stored in the list of case (LC). The continuation from the alteration
phase and which is the validation phase, the LC is passed back to the case interface to proceed
with the validation phase by invoking “verifyCase” method in figure 4. Based on the results of the
verification stored in the list of results (LOR), the algorithm completed this validation phase with
positive verification or return back to the alteration phase with negative verification. The

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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information manager, the sole sub-component of the information handler is responsible to do a
background check on the member assigned for the execution of the alternative solution. In order
to accomplish this, the information handler gets the properties of the LC via the
“getRequirement” method call and these properties are match with the process constraints from
the information model.
Variables: LC, LOR
MainSystem:
while(LOR == false):
// While loop is located before entering the alteration phase
ciObj = new CaseIntr();
LOR = ciObj.verifyCase(LC);
Info Handler:
infoDoc = docBuild.parse(in);
imObj = new InfoManager();
caseReq= imObj.getRequirement(LC);
while (violateFlag == false):
xPath = imObj.navigateModel(caseReq, val);
if(xPath.equals(“VIOLATE”))
violateFlag = true;
else:
nIterate = XPathAPI.selectNodeIterator(infoDoc,xPath);
nPoint = nIterator.nextNode();
val = nPoint.getFirstChild().getNodeValue();

FIGURE 4: HIGH LEVEL ALGORITHMS FOR VALIDATION PHASE

FIGURE 5: SNIPPET OF THE INFORMATION MODEL IN XML DOCUMENT

Based on definition 2, the process constraints correspond to the properties of the supply chain
group in term of the selected members, their relationships, actions and information required. The
“navigateModel” is invoke iteratively to navigate through the information model and information
manager try matching the chosen alternative case requirements with the process constraints. If
it matches for every node in the information model for member 5 as shown in Figure 5, positive
results will be returned in the LOR. In this example, the information manager will check
Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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whether member 5 is still active. Next, it checks that the alternative solution is within the job
scope of member 5, namely “mountSite”. Lastly, the information required for this alternative
solution is within the permissible information restrictions for member 5 as defines in the
information model, namely “stime”, “etime” and “ST”.

VI. SIMULATION
The prototype of the IIMA was develop and evaluated in simulated environments. For the
subsystem, we have created two servers, the first server runs the RFID service provider and
service handler whereas the second server runs the system communicator and service handler.
These two servers are installed at the network of every member in the supply chain group. The
total of servers for the subsystems across the group had reached up to 10 servers. In addition to
this, we had created another two servers for the main system and the central database. The main
system runs the service integrator, case handler and information handler whereas the central
database stores the events generated from the local subsystems across the group. The simulated
environments are described in the following:
Dimension 1: With the IIMA support. The capabilities of the IIMA have been described
extensively throughout this paper.
Dimension 2: With alternative supports. Offers three other related systems to the IIMA for
comparison. The first system has the capabilities to detect ongoing processes in the supply chain
activities but not able to dictate the flows once the execution had taken place. In contrast, the
second system has high control over the processes but created latency in the receiving the status
on the ongoing processes. We had introduced three days and five days delay for system two.
Dimension 3: Customization processes. This is the processes undertaken by the supply chain
group to produce e-commerce solutions to their clients. We had introduced three types of
customization processes: basic, focus and full-fledge. For each type of customization processes,
two different tracks are available which correspond to two different set of server capabilities.
Dimension 4: Process disruptions. We had designed two types of common process disruptions
for the supply chain management namely “misplace items” and “transportation delays”. In order
to test the supporting systems throughout the customization processes, these process disruptions
are supposed to impinge on the early and ending stage of the processes respectively.

VII. RESULTS AND DISCUSSIONS
The number of processes completed by the support systems across three types of customization
processes inflicted with the misplace items problem are not much difference; at most with merely
one task as shown in figure 6. The reason for this is because the problem occurred at the end of
customization processes and therefore number of task remaining for execution is down to just one
task regardless of the support employed. The performance of the IIMA and system two with a
three days delay are the same in term of the number of completed processes for basic and focus

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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customization processes remained at 5 and 7 processes completed respectively. However, as the
number of processes required to be executed increases as in the full-fledge customization
processes, the number of completed processes by system two with three days delay reduced.

No of Process
Completed

10
Type1

5

IMA
0

Type2(3Days)
Basic

Focus

Full

Type2(5Days)

Type of Customization
FIGURE 6: MISPLACE - NUMBER OF COMPLETED PROCESSES

This is because the safety buffer (in days) decreases proportionate to increment in the number
of required processes. The situation exacerbated in system two due to the delay in reacting with
the problems and cut down the number of safety buffer further depending on the number of
delays. This is the reason system two with five days delay started to miss the required task
earlier than system two with three days delay, in which it had taken place in the focus
customization processes. Figure 7 demonstrates the percentage of outperformed processes by the
IIMA over the other three systems. The IIMA performed better as the types of customization
moved from basic to full-fledge; the number of systems outperformed by the IIMA increases from
1 to 3, although the number of completed tasks outperformed are small at 11 percent.

FIGURE 7: PERCENTAGE OF OUTPERFORMED PROCESSES BY IIMA

In contrast, the results look more promising for the delay transportation problem which
inflicted at the early stage of the customization processes. The results will be discussed in details
in our next paper which is a continuation from this paper. In order to statistically proves that the
Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
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IIMA significantly performed better than the other three systems, the Mann Whitney test was
employed. The two samples for IIMA and type two with three delays based on the recorded
number of completed processes in full-fledge customization processes were used in the test.
Figure 8 demonstrates the results. The small p value which is less than 0.05 statistically proves
that these two systems are significantly different from each other. In addition, the rank average
of 30.5 and 10.5 respectively shows that the IIMA has the higher value of completed processes.

(a)

(b)
FIGURE 8: MANN WHITNEY U-TEST BETWEEN IIMA AND SYSTEM 2 (WITH 3 DAYS DELAY) – (A) AVERAGE RANK
(B) TEST STATISTIC

VIII. CONCLUSION
The intermediary processes offers by the IIMA worked silently in the background to provide
supports to the customization processes against any disruptions. These problems creates
financial burden to the group with very high unmet demands from the clients. The collaboration
algorithm has the abilities to react accordingly and in timely manner against the common
problems in the supply chain management. Together the RFID service provider and the service
handler utilized the problem model to provide continuous monitoring of the ongoing supply chain
processes. These are very important abilities as we have seen from the results of the simulation
that the performance of system two had deteriorated as the number of required tasks increases.
The situation became worst with the increase in delay from three days to five days.
Other important abilities are to assist the management team in process restructuring via the
case and information handler to proposed alternative solutions and verify process constraints.
The evidence from the performance of system 1 in the simulation had shaded light on the
importance of these abilities. The number of uncompleted processes remained the same across
different types of customization processes straight after the processes had been inflicted the
common problems. Since these support models are implemented in XML documents and standard
XPath expression can be employed to navigate through these models, we believed that other
supply chain activities can be supported. Other activities can be supported by modifying these
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platform independent support models accordingly based on the needs of that specific context and
later upload them into the IIMA.
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Abstract
The purpose of this research was to evaluate the quality of Labor portal. Ministry of Labor focused on over
the past years to establish a database of the labor market in the Kingdom of Saudi Arabia. The data
includes workers in Saudi private sector, whether Saudis or expatriates where mechanization included all
labor of 39-office work in various regions. The governorates of the Kingdom operates IT management to
develop this rule to get the information and data related to the labor market quickly and accurately. 7
experts evaluated the quality portal of Saudi Arabia Ministry of Labor using self-developed instrument
containing eight factors from the literature review on 5-likert scale. The result of the study shows that, the
Labor portal quality is fairly good by 78.2% and it needs further improvement and development by 21.8%.
Suggestions were made to the Saudi government, particularly, the Saudi Ministry of labor that, there is a
need to further test the portal empirically based on the experts’ evaluation.
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I. INTRODUCTION
The Ministry of labor has effectively used information technology to deliver services to many
Ministry segments in Saudi Arabia. The use of IT efficiently is in consonance with the Saudi
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government orientation towards delivering the services electronically to all government sectors is
as issued by the Council of Ministers according to Resolution no. 40 which deals with egovernment implementation rules in the country [1].
There are different definitions of E-government, one of which is the intention of the government
to use the technology, predominantly, internet, to making the access to, and delivery of,
government information and service to citizens, traders, employees, organizations and many
other government bodies [3]. Knowledge explosion and information technology era brought by the
internet arouse the government interest globally to look at an easy way in providing services and
information for the citizens [26]. E-government has been classified into four major categories.
The first category is the Government-to-Business (G2B), this is done by the collection of data
through leveraging e-business technologies for communication. The second category is
Government-to-Government (G2G), which results in enhanced collaboration between government
of one country to another or in a wider scope which exists among governments. The third
category is Internal Efficiency and Effectiveness (IEE), whereby modern technology is used by
agencies in order to improve their internal financial management, employee satisfaction, and
employee retention. The fourth category is Government-to-Citizen (G2C), whereby government
officials can follow up the involvement and interaction between government and its citizens by
improving public participation in the government process [25].
The importance of internet brings about each ministry in Saudi Arabia to look for new
approaches for changing their websites into “portals”. Portal is unique for delivering an array of
information and services [4]. Some organizations preferred using web interface to make services
and information available to the potential customers [2].
The fast growth of the internet triggers the Ministry of Labor to focus on establishing a
database of the labor market in the Kingdom of Saudi Arabia. This database includes employees
in Saudi private sector; either they are Saudis or expatriates in various regions in the country.
The governorates of the Kingdom of Saudi Arabia utilizes IT management information to get the
information and data related to the labor market quickly and accurately. Recently, the largest
number of achievements has been recorded in the history of information technology
implementation in the Kingdom of Saudi Arabia namely, the labor environment has been
converted between work and ministry offices to the central environment, the IT system run by
the ministry has been changed to the MS system, the e-connection has been provided within the
National Information Center of the Ministry of Interior to avoid duplication and inaccuracies in
the information, the Project Management Office PMO in the ministry had been activated, and the
service site created job for the seekers [1].
The quality of E-services determines the success or failure of portal. The quality is interpreted
as the customer’s view of the services delivery and services recovery via mail. In the literature
review, authors suggested some qualities of e-service for the delivery and recovery of data as
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follows: website interface design, its overall appearance, visual design, reliability, effectiveness,
privacy, safety, ease of access, performance, and usability [6, 7, 8, 9, 10, 11, 12].
Authors pose that Heuristic approach is the discovery of a portal service or recovery usability
problems either by the users, experts or the service providers [13]. Experts’ discovery of a portal
problem is to assess the website interface against an array of recognized usability rules and
regulations laid down [14]. It was suggested that, the merits of using heuristic evaluation for a
portal are that, this kind of evaluation is inexpensive, swift, straightforward, efficient, flexible
and easy to use [15]. Other scholars identify heuristic approach as being only tested by the
experts’ recommendations and evaluations’; It is said to be effective, if used by the experts and
novices for the full assessments from varied perspectives to have a holistic evaluation [16].
Additionally, heuristic evaluation can be used to investigate issues related to portal and website
such as investigating a specific aspect of interface design in depth or investigating the entire
interface superficially [17]. Consequently, heuristics evaluation can be done to assess the
interface design specifically and generally to identify setbacks found in the portal interface [18].
Studies have shown ways that can be taken by the evaluators to assessing the portal
heuristically [19]. These ways are preparation, selection, evaluation, analysis and report. In the
first step, task(s) will be identified in which the evaluator will be asked to give a response to a
portal dilemma. Secondly, after the experts have identified the tasks, they will visually examine
the portal interface to recognize the difficulties it encounters. The third step involves the
evaluators’ inspection of the difficulties individually to identify all violations of the guidelines
(heuristics) and lastly, the evaluators will analyze the usability problems, give the results and
suggest possible remedies for the portal usability difficulties.
In this study, an attempt is made to investigate the portal quality of the Saudi Arabia Ministry
of Labor. The researchers addressed critical factors leading to the success of the portal, its
usability problems, measure the quality of services and made recommendations for the
improvement of the portal from the perspectives of the users.
A. Problem Statement
Many studies revealed that, the implementation of e-government in various ministries in the
Kingdom of Saudi Arabia is still at the infancy stage. Title is still known about the quality
evaluation of the portals, particularly, the Saudi ministry of labor. Most of the portal users are
not satisfied by the inadequate and low quality of services provided by the portal [20, 21, 26].
B. Research Objectives
The goal of this research is to evaluate the Saudi ministry of labor portal quality. This goal will
be achieved through the following objectives:
1. To identify the critical success factors for a portal.
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2. To identify the usability problems of the portal.
3. To measure the quality of services provided by the portal.

C. Research Questions
Based on the principal objective of the research, the main research question guiding the
research is: “What is the quality of Saudi Ministry of labor portal?” From this main research
question, the following questions are set:
1. What are the critical factors for a portal successful?
2. What are the usability problems facing the use of the portal?
3. To what extent does the quality of services provided by the portal be measured?
The scope of the research is an empirical investigation of the quality of Saudi Ministry of labor
developed by the ministry of labor. Thus, the research may be of benefit to the various
administrative departments in-charge of planning and discharging e-services to its clients.

II. METHODOLOGY AND DATA ANALYSIS
A. Methodology
Heuristic evaluation model was adopted in this study to assess the quality of the labor portal in
Saudi Ministry. The researchers collected the data by a survey questionnaire which was
developed from the review of published existing literature. The instrument developed was
reviewed, proofread and later the instrument was given to the 30 experts to determine the Saudi
ministry of portal quality [27]. In terms of heuristic approach, the researchers set the criteria to
be followed by the evaluators namely, visualization of the portal, identify its users’ difficulties
based on the administered survey.
The developed instrument contained (8) sections namely, accessibility (16 items), design and
visualization (13 items), effectiveness (11 items), e-services (12 items), performance (7 items),
reliability (8 items), security and privacy (19 items), and usability (18 items). The measurement
method of experts' response and evaluation measured by expert’s satisfaction and perception of
quality of the portal and how much he/she satisfied with the portal performance, effectiveness
and its usability.
B. Validity and Reliability of the instrument
The instrument validity is the extent to which the questions provide a true measure of what
they are designed to measure. It had been argued that, instrument validity is the question clarity
and its likelihood to produce accurate and precise information which covers all the aspects
designed in the tool. Thus, after the survey was completely formulated, then, it was emailed to
the three experts to ensure about its validity, i.e., the questionnaire paragraphs are exactly or
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almost precisely answering the research objectives. The experts gave the feedback on the email
after three weeks consecutively with a soft reminder from the researchers. After pilot testing the
questionnaire, the final version of the instrument was given to the 30 experts who know about
the portal and the problem it encounter for their endorsement and agreement on the worded
items in the instrument.
Upon the response on the instrument based on the heuristics (guidelines) given, the reliability
of the instrument was calculated using Cronbach alpha. Reliability is the internal consistency of
a scale that assesses the degree to which the items constructed are reliable [22].
The internal consistency of the survey items on factors namely; accessibility, design and
visualizations, effectiveness, reliability, privacy and security, and usability reveals Cronbach’s
alpha above (0.7), indicating that, the three factors are reliable and consistent. The survey items
on factors namely; effectiveness and performance shows Cronbach’s alpha less than (0.7),
indicating that, those items are less consistent needed further revisions and improvements.
C. Experts’ Agreement
In this study, Kendall’s coefficient of concordance (W) was used to gauge the experts’ agreement
on the instrument regarding the heuristic method. Kendall’s concordance is said to be a measure
of the evaluators’ agreement concurrently on among several (K) with a given set of (n) objects [22,
p. 229]. The assessment is known when the degree of agreement between the values of the
ranking variable reflects itself in the variation in the rank totals. When all the values of the
ranking variable are in agreement, this variation is at a maximum. Evaluators’ disagreement of
the values of the ranking variable reflects itself in a reduction in the variation of rank totals.
This is known when the total maximum disagreement becomes equal or skews towards negative
point.
TABLE 1: THE FACTORS, CRONBACH’S ALPHA (Α), KENDALL’S COEFFICIENT OF CONCORDANCE (W), AND
SIGNIFICANT LEVEL (P) OF THE SAUDI MINISTRY OF LABOR PORTAL.
Factors

Cronbach’s alpha (α)

Coefficient of Concordance (w)

Significant (P)

Accessibility

0.871

0.187

0.047*

Design

0.889

0.127

0.321

Effectiveness

0.558

0.424

0.000*

E-services

0.941

0.418

0.000*

Performance

0.371

0.287

0.020*

Reliability

0.87

0.232

0.041*

Security

0.845

0.144

0.179

Usability

0.773

0.201

0.021*

Survey
0.962
*Significant (P) at α≤ 0.05.

0.214

0.000*
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Coefficient of Concordance (w) between key participants about the survey factors and item was
statically significant (P) at α≤0.000, which indicated that they shared the same vision of releasing
the portal quality. However, despite that their overall concordance between key participants,
they were not shared the same vision on design and security factors. Actually, these factors were
not statistically significant at α≤0.05.
A point here has to be shown is the relation between the internal consistency of the survey
and\or one or more of its factors and concordance between key expert participants, a case where
the factor had a significant internal consistency but they had not the same concordance between
experts, i.e., coefficient of concordance (w) was not statistically significant for that factor, and
vice-versa. In this study, design factor had been found to have a significant internal consistency
(α =0.889) but it had not statistical significant (P) at α≤0.05 on one hand. At the same time, the
performance factor had not been found to have a significant internal consistency (α=0.371), but it
had a statistical significant of concordance at α≤0.05.
Although, this case is surprisingly where there is a significant internal consistency but there is
not significant concordance between key participants and vice-versa. Since both statistical
indicators are using to estimate the reliability of data gathered for definite idea shared between
key participants.
In fact, the results of this study is not an odd, the same were revolved in previously published
studies, e.g., [23].
D. Data Analyses
Data gathered from the evaluators’ feedback was gauged as follows:
1. All the evaluators’ frequent strongly positive responses were gauged with (strongly agree)
for each item.
2. All the evaluators’ frequent less strongly positive responses were gauged with (agree) for
each item.
3. All the evaluators’ frequent neutral responses were gauged with (I do not know) for each
item.
4. All the evaluators frequent less negative responses were gauged with (disagree) for each
item.
5. All the evaluators’ frequent strongly negative responses were gauged with (strongly
disagree) for each item.
6. All the evaluators’ positive responses were added up and gauged with (strongly agree and
agree) for each item.
7. All the evaluators’ negative responses were added up and gauged with (disagree and
strongly disagree) for each item.
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8. The researchers concluded that the experts’ responses by (I do not know) is an indication
of negative agreement on that item, since if the experts could not find it is there or not,
then an ordinary user will not explore it in the portal.
9. The researchers considered the factors approval if the proportion of evaluators’ responses
by agreement is more than (50%) and the factors disapproval if the evaluators’ responses
less than (50%) other issues mentioned above are being equal [24].

E. Results
72.86% of the key participants supported the quality of the portal, while 9.94% claimed not to,
and 17.20% were neutral. In addition, the mean of their responses was 3.91. A mean with such
that estimation indicates the portal quality is 78.2%. In other words, 72.86% of key participants
supported the portal quality is 78.2%. Also, this conclusion was supported by middle variance
between responses (SD = 0.93). On the other hand, the results could be read as following, 72.86%
of key participants recommended the portal needed improvement by 21.8%.
80.56% of key participants supported the accessibility item quality is about 81.8% (percentage
mean), and then it needs further improvements by 18.2%. Accessibility items: A3 (3.78, 66.7%),
A7 (3.67, 66.7%), A8 (3.56, 55.6%), A11 (3.89, 66.7%), A12 (3.67, 66.7%), and A15 (3.78, 55.6%) mean and relative percentage of agreement respectively, they need improvements, since less than
70% of the key participants supported their qualities.
72.65% of the key participants supported the design item quality by 76.4% (percentage mean),
thus it needs improvements by 23.6 %. Design items; D1 (3.67, 55.6%), D9 (3.33, 66.7%), D12
(3.00, 55.6%), D13 (3.67, 55.6%) - mean and relative percentage of agreement respectively, these
items need improvements, since less than 70% of key participants support their qualities.
71.72% of the key participants supported the effectiveness item quality by 76.2% (percentage
mean), i.e., 28.28% stated it needed improvements by 23.8%. Effectiveness item; E1 (3.4,44.4%),
E2 (2.1,0.0%), E4 (3.7,55.6%), E6 (4.3,77.8%), E10 (3.5, 55.6%), and E11 (3.7, 55.6%) needs
improvements, since less than 70% of the key participants supported their quality.
67.59% of the key participants supported the quality of e-services items by 77.4% (percentage
mean), thus 32.41% of the key participants supported that, the e-services needs improvements by
22.6%.
E-services items; ES3 (3.89,66.7%), ES5 (3.67, 55.6%), ES6 (3.78, 66.7%), ES9(3.22, 44.4%),
ES10(3.67, 66.7%), ES11 (3.11, 22.2%), and ES12(3.67, 66.7%) need further improvements, since
less than 70% of key participants supported their qualities.
58.73% of the key participants supported performance item quality by 72.6%, thus 41.27% of
the key participants stated it needs improvements by 27.4%.
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Performance Items; P2(3.67, 55.6%), P4(3.11, 44.4%), P5(3.67, 44.4%), P6 (3.89, 66.7%), and P7
(2.89, 33.3%), need further improvements, since less than 70% of the key participants supported
their qualities. 80.56% of the key participants supported the quality of the reliability item by
83.8% (percentage mean), and consequently 19.44% of the key participants stated the reliability
item needs 16.2% further improvements. Reliability items; R1 (3.78, 66.7%) and R2 (3.67, 55.6%)
need further deep improvement, since less than 70% of key participants supported their
qualities.
74.85% of the key participants support the quality of security item by 78.8% (percentage
mean), and consequently that mean 25.15% of the key participants not supported its quality,
therefore it needs further improvements by at least 21.2%. Security items; S1 (3.78, 55.6%), S2
(3.89, 66.7%), S3 (3.78, 55.6%), S4 (3.44, 44.4%), S5 (3.44, 44.4%), S6 (3.78, 66.7%), S9 (3.67,
66.7%), and S10 (3.67, 66.7%) need further improvements, since less than 70% of key participants
supported its qualities.
70.37% of the key participants supported the quality of usability item by 77.2% (percentage
mean), and consequently 29.63% of the key participants did not support the item quality by
22.8%. Usability items; U6 (3.67, 44.4%), U11 (3.78, 66.7%), U13 (3.78, 66.7%), U14 (3.78, 66.7%),
U15 (3.78, 66.7%), U16 (3.78, 55.6%), U17 (3.22, 22.2%), and U18 (3.11, 22.2%) need further
improvements by more than 30%, since less than 70% of key participants supported its qualities.
TABLE 2: THE ESTIMATION OF THE STATISTICAL INDICATORS FOR THE SURVEY AND ITS FACTORS, THE
INDICATORS WERE: MEAN, ST. DEVIATION, MEDIAN, MODE, % AGREE, % NEUTRAL, AND % DISAGREE.

Factor
Accessibility

Mean St. dev.a median Mode % agree % neutral % disagree
4.09
0.94
4
4
80.56
9.03
10.42

Design

3.82

1.16

4

4

72.65

5.13

22.22

Effectiveness

3.81

1.03

4

4

71.72

12.12

16.16

E-services

3.87

0.92

4

4

67.59

24.07

8.33

Performance

3.63

0.92

4

4

58.73

28.57

12.70

Reliability

4.19

0.82

4

5

80.56

16.67

2.78

Security

3.94

0.84

4

4

74.85

18.71

6.43

Usability

3.86

0.76

4

4

70.37

25.93

3.70

Survey

3.91

0.93

4

4

72.86

17.20

9.94

F. Discussions
Experts agreed positively in the survey factors. The percentage agreement ranged from
(58.73%) up to (80.56 %). In details, accessibility (80.56%), design and visualizations (72.65 %),
effectiveness (71.72 %), e-services (67.59 %), performance (58.73 %), reliability (80.56 %), privacy
and security (74.85 %), and usability (70.37 %). Which indicates that the portal is fair succeeding,
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(within 21.8 % above the intermediate judgment cut off level); the average is (78.2%). The
experts' uncertainty about its success criteria by a percentage ranged from (5.13 % minimum) up
to (28.57 % maximum), in details; accessibility (9.03 %), design and visualizations (5.13 %),
effectiveness (12.12 %), e-services (24.07 %), performance (28.57 %), reliability (16.67 %), privacy
and security (18.71 %), and usability (25.93 %). A close look in their uncertainty, showed that
experts’ evaluation unfortunately were affected by their own perceptions of how things down in
land, rather than they tried to test the items carefully. The average of experts' uncertainty was
(17.20 %). Alongside experts’ positive agreement, uncertainty; negative agreement shared a
percentage of their evaluations. Their negative agreement indicates that the portal did not
succeed in its criteria ranged from (3.70 %, minimum) up to (22.22 %, maximum) and average
(9.94 %). In details, this is in terms of accessibility (10.42 %), design and visualizations (22.22 %),
effectiveness (16.16%), e-services (8.33 %), performance (12.70 %), reliability (2.78 %), privacy
and security (6.43%), and usability (3.7. %).
From the above results and discussion, we can point out some of the weaknesses and gabs
found in the portal through the four factors that got the lowest percentage ( Performance, Eservices ,Usability, Effectiveness)such as, The portal doesn’t support different aids (textual,
audio, visual, and animations) and suggestions to failure and negative searching results, internal
search engine with spelling corrections, FAQs page, content in many languages, minimum
number of scripting errors during the e-service delivery process, various secured communication
channels among users; chat, dissection board, etc. The portal Bloggers is clearly identified and
accessible via mobiles.
Also to point out the strengths of the portal through four factors that received the highest
percentage (Accessibility, Reliability Security and Privacy, Design) such as: The portal supports
easy navigable, pages are totally addressed, has an efficient internal search engine, design is
appropriate in its services for users, pages are downloadable in efficient time, works well in
default browser, clear stepwise guidelines to activate registration, clear stepwise to reset
passwords and supports secure entrance channels to user’s account.

III. CONCLUSIONS AND FUTURE WORK
Based on these results, the researchers concluded that the Labor portal is fairly good to about
78.2 %, also that it did not mean it did not need further improvements and developments. Since,
the research looked how good is it, while negative responses indicate where it has to be improved,
i.e.; it needs at least 21.8% improvements in all its quality.
The current research was done on the sample of the experts. The next step will be to do the
evaluation on the sample of ordinary users to cover all aspect to find out the strengths and
weaknesses of the different points of view to give the research strength and reliability.
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This is an ongoing research to measure the effectiveness and performance of e-government
portals in Saudi Arabia and it is the second evaluated portal [24], we have other portals to be
evaluated in the future.
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Abstract
This paper aims at identification of individuals using the retinal image that the extraction of blood vessels
based on density classification and identification is carried out according to the Fuzzy logic and then
according to the performed operations of individual’s electronic health record. For this purpose, a new
algorithm was presented for extraction of specific characteristics of retina based on image analysis and
statistic calculations. Extraction of eye blood vessels is carried out based on adaptive filters. Our proposed
method in comparison to previous methods which merely have carried out the identification through
individually comparison of retina has a higher accuracy and speed. This distinction in the identification
accuracy and speed was used in the type of classification and Fuzzy rules. In this paper, we will cluster the
image noise at the first stage and at the end of clustering, two classes of noise and the original image will
remain. This clustering will be done using the density method of Density-Based Clustering. Then we will
extract the eye vessels using adaptive filters. After identifying classes and eye vessels extraction, we will
identify the image of the retina under experiment based on the five-stage Fuzzy logic and rules and extract
the individual’s file.

Key Words
Fuzzy Logic, Density Classification, Electronic Medical File, Adaptive Filter
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I.

INTRODUCTION

The term “biometric” was derived from the Greek terms “bios” which means life and
“metrikos” with the meaning of measurement. All of us have a series of characteristics to
identify each other which are unique to each individual including speech and footpace. A
biometric system is essentially a system of pattern identification which recognizes an individual
based on his vector of specific physiological or behavioral characteristics and after extraction, this
vector is usually stored in the data base. The biometric system which we study in this paper is
the retina. The significance of blood vessels detection in the retinal images is that vessels are
very important for diagnosis of many diseases including Diabetes, blood pressure and
cardiovascular diseases. Also, in laser eye surgeries, the location of blood vessels is an important
and essential operator for addressing the robot. We have two objectives in this paper; the first
one is the extraction of eye vessels for ophthalmology studies to diagnose a disease easier and
more accurate. We use the method of eye vessels extraction using the improved adaptive
algorithm. This is stronger than the two previous methods such as WEF method and geometric
patterns, and provides us accurate and optimal information about vessels and also helps a doctor
to diagnose a disease. After the extraction of retinal vessels, we save the information about the
retina and study the procedures of doctor’s diagnosis and prescribed medicines by creating an
electronic medical file for a patient. The second one is the retina identification and the extraction
of the electronic medical file from among the numerous files of patients using the retinal image
[4-5].
A. `Dense Clustering
In this paper, we use a density-based clustering algorithm for solving a new problem called
“determining the areas of noise in the medical images of retina”. This stage is important, because
the accuracy of other stages is highly dependent to the preprocessing stage. In this paper, we
present a non-supervisory approach for the segmentation of noises of retinal images according to
the DBSCAN clustering algorithm. Here, we briefly explain the DBSCAN algorithm. DBSCAN is
a clustering algorithm which was designed to detect the clusters and noise in a set of spatial
data. This algorithm has two main parameters: Eps and MinPts. The vicinity of an object which
has an Eps rays called the vicinity of Eps in relation to that object. If the vicinity of Eps in
relation to an object at least has MinPts objects, this object is called the core object. DBSCAN
starts like 0 for finding a cluster with a desired object in datasets. If the 0 object is a core object
with w.r.t. Eps and MinPts, a new cluster with 0 like the core object is created [3]. The algorithm
continues to expand clusters by adding all the objects available based on the density of the
cluster object [16-17].

II.

SEGMENTATION AND NOISE EXTRACTION BY DBSCAN

In this paper, we use an area-based approach for the segmentation of colorful images. The aim
is to segment the images into the non-connected areas according to the healthy parts of the eye
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and under the areas among noises. We used Dr. Adam Hoover’s dataset.

IMAGE 1: THE ORIGINAL IMAGE

In image (1) we have a retinal image. As can be seen, there are small noises in the middle and
around the retina which are underlined [1-2].

IMAGE 2: IMAGE NOISES DETECTION

These noises occurred according to the photography time because lenses were dirty and or they
occurred during saving the image or other defects. These small noises will lead to an error in
identification and also eye vessel recognition in other devices. We have two basic stages: First,
the image will be divided into smaller areas until all the areas fulfill a standard named
“threshold” which is determined for division. Then, these areas will integrate to form the final
areas using DBSCAN algorithm [11-12].
A. Clustering Areas
Here, clustering is a top-bottom process. If an area does not fulfill a similarity standard, this
area will be divided into four subareas. The process of dividing from the area will start from the
highest degree which is called “image whole” which should be segmented. Each area in the image
will be shown by using the medium color which is calculated in the RGB color space. For
determining the similarity of one area, Euclidean distances will be calculated between this area
and each of the four potential subareas. If each of the color spaces calculated above is larger than
the isolation threshold, this area will be isolated. Otherwise, the area remains without change.
The isolation process will recursively continue until it detects whether each area is similar to
another or is very small for being isolated. The isolation threshold is a very important parameter
and if it is assumed to be very high, the segmentation accuracy will decline. The result will show
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the rectangular borders around the pieces, and vice versa if the isolation threshold is considered
to be very small, the image may be additionally segmented by most of the pieces which are as
small as pixels. The isolation threshold will be determined automatically. The black areas in the
image (3) show the noises. They cannot be integrated into each cluster because they are rejected
in the test.

IMAGE 3: FINDING THE IMAGE NOISES.

So, we detected the noises using the above method. Now, we will cleanup noises by means of the
sound pieces near this area through which the below image will be created.

IMAGE 4: REMOVING THE FOUND NOISES.

We see that the noise is extensively reduced and we can use it for the next stages [13].
B. The Adapted Filter for the Blood Vessels
An adapted filter will describe the predicted appearance of a desired signal for the adaption
purposes. In the reference [18] the Gaussian function is proposed as a model for the blood vessel
profile. This model is generalized in two dimensions. Since the vessels may appear in any
direction, a set of two-dimension piece profiles will be considered as a filter bank in equal angle
directions. These filters are implemented using twelve 16x16 pixel cores. The details in relation
to true values of the cores are presented in the reference [18]. The adapted filter will be
implemented by integrating a retinal image with all the twelve cores. MFR is considered as the
value of the largest degree of core in each pixel.
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C. Probing the Threshold [6-7-8]
The main operation here is probing the available areas in the MFR image. During each
probing, a set of standards will be tested for determining the probe threshold; then, it is
determined whether the area which is probed is a blood vessel (actually a piece) or not. In the
image (3) a flowchart of this algorithm is shown. First, a row of points will be initialized and each
of them will be used for a probe. After completing a probe, if the desired piece is chosen as a
vessel, the final points of the piece are added to the row. In this way, different probes with
different thresholds can be implemented all over the image.

IMAGE 5: THE PROPOSED ALGORITHM OF THE ADAPTED FILTER.

In the following stages, a row of pixels which should be used as the initial points of probing, are
initialized.
•
Convolve the adapted filter which is presented in [18] to obtain the MFR image (the
response of the adapted filter).
•
Calculate the threshold of the MFR image using an image histogram so that the pixels
which are larger than the threshold T stand higher than the threshold.
•
Consider the image which you calculated its threshold narrower (e.g. by using the
presented algorithm in the reference).
•
Remove all the branch points from the narrow image and break the whole background
into pieces which consists of two final points.
•

Withdraw the pieces with less than 10 pixels.

•

All the final points should be placed in the probe row.
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•
If the piece size according to pixel extends Tmax, probing will be finished. It needs several
pieces as well as multiple thresholds to segment the entire image. Its effect is that the probe will
be able to accept the resistance of the MFR image.
•
If the threshold arrives to zero, probing will be finished. It happens when probing a small
area (even a pixel) into another area which is recently classified as a vessel is entered.

IMAGE 6: DETERMINING THE PIECE BORDER

If border_pixels_touching_another_piece/total_pixel_in_piece>TFringe, then the piece will
be fringed and probing will be finished. It will prevent a probe to search along the borders of the
vessel pieces which have been recently segmented.
•

•
If _pixel_pixi_in_piece/border_in_piece<TTree, then probing will be finished. It requires a
piece with a minimum range of vessels to be placed in the branch. So, over-branching in the
wrong paths will be prevented.

IMAGE 7: A SAMPLE OF VESSEL EXTRACTION BY MEANS OF THE ADAPTED FILTERS.

The following table shows the comparison of other methods with the proposed image of eye
vessels extraction.
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TABLE 1- THE PERCENT OF THE PROPOSED ALGORITHM DETECTION COMPARED TO OTHER METHODS.
Mean

Recognition

Mean recognition

Mean recognition rate

Recognition

Rate of the

Rate of Noise

of Retinal Images

Time

Total

Images of the Retina

without Noise in

database
5/86 sec.

Method

Different Directions

98%

96%

100%

Jafariani method with
February-Laxative
function method

4/63 min.

98/5%

97%

100%

Carve-based method of
blood vessels

3/34 sec.

100%

100%

100%

Adaptive filter method

As can be seen in Table 1, the proposed method has a higher accuracy and speed than the
compared methods.
D. The Electronic Health Record
The electronic health record for each real person is a special and safe file which contains all the
key medical approaches and healthcares during his life. This record will be presented to the
person and health providers in any time and place for supporting the special and high quality
healthcares. The following diagram shows the creating and saving procedures of the electronic
health record.

IMAGE 8 - CREATING THE ELECTRONIC HEALTH RECORD AND FILLING OUT INFORMATION

III.

IDENTIFICATION THROUGH FUZZY RULES

We used the Fuzzy method after stages of removing the noise by means of density algorithm
and then extraction of the retinal blood vessels after saving the medical file for detection and
extraction of the medical profile. This method is done as follows [9]:
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A. Designing the Fuzzy Part
Our proposed method for identification is comprised of 5 layers which according to image (1), xi
is the input of the above images and yi is the circuit’s output. As can be seen, outputs are of a
smaller size compared to inputs. The length of these outputs depends on the number of rules in
the Fuzzy circuit. These rules depend on the extracted blood vessels.

IMAGE 9: THE FUZZY DIAGRAM

B. Making the inputs Fuzzy
Relation (1) is the triangle membership function in which a, b and c are the locations of triangle
function placement on x inputs. In this relation, the Fuzzy inference system will receive inputs
and determine the inputs membership degree for each of the Fuzzy sets.
(

, , )=

(

(( − )/( − ), ( − )/( − )), 0)

(1)

C. Implementing Fuzzy Operators
After making fuzzy, the accuracy degree of each of components of the supposed parts (inputs) is
determined. The relation (2) is the calculation function of the Fuzzy interface [14]
= ∏

. 1/

(2)

where R shows the number of the parts of the operator Fuzzy which was created for compounding
to provide the accuracy degree of parts and numbers as the accuracy degree of the supposed parts
.Nadj is the equivalent coefficient which in this paper is supposed to be n/4. n is the number of
retinal vessels. [15]
D. Implementing the Implication Approach
The result section is a Fuzzy set determined through the membership function. The process
input and output indicate a number and a Fuzzy set, respectively. The output 90 jth according to
relation 3
=

/∑
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E. Outputs Integration
As the decisions in a Fuzzy interface are made according to the assessment of all the rules, in
this layer, we integrate them, and the output 90 kth according to relation 4 is:
= ∑

‘ ,

= 1,2, ,

(4)

where Wjk is the weight of each rule implemented on the calculated value from the supposed
part. Some weights are created in the output of this circuit that we will be able to identify by
comparing it with other images. Identification using the Fuzzy method is presented in table 2.
TABLE 2: THE EXTENT OF IDENTIFICATION VERIFICATION USING THE FUZZY METHOD.
True Identification Percent
100%
98.3%
99.1%
97.1%
96 %

The Used White Noise Percent
0/2
0/2
0/5
0/5
0/3

IV.

The Used Image Number
100
500
100
500
1000

CONCLUSION

In this paper, we presented a new combination approach for extracting the blood vessels by
removing the noises through the density method and extracting the vessels through an adaptive
filter. After the blood vessels extraction, they are saved in the medical file and finally the patient
identification is done through the Fuzzy method, according to the retina. The results indicate the
strength of the proposed method from the vessel extraction accuracy and patient identification
points of view.
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Abstract
The National Institute of Standard and Technology (NIST) has suggested different principles for hash
functions to avoid the blunders and to choice the ideal quality of hash function, which to be a measurement
for the future of hash function generations. Therefore, the goal of the NIST contenders in SHA-3 between
the hash functions is to be chosen as the winner in the end of 2012, and the beginning of 2013. Thus, for
this reason the paper addresses the comparative and analysis study of the finalist SHA-3 candidates in:
complexity of security, design and structure, as well as performance and cost, to measure the robustness
of the algorithms in this area, through the Fundamentals Security Measurement Factors of Hash Function
(FSMFHF) of Secure Hash Algorithm (SHA). Therefore, main idea from this comparison and analysis study
between the finalist of SHA-3 candidates such as (BLAKE, Grostl, JH, Keccak, and Skein) is to investigate
the tight security in the suitable designs of lightweight such as JH and Keccak for the future security of
hash function. Moreover, they are investigating the high trade-off in (speed/memory) that implemented in
Virtex-7 2000T of FPGAs family hardware. Whereas, excluded the rest of hash functions in this finalist,
which are not investigated all the measurements of hash function as mentioned above.
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I. INTRODUCTION
Cryptography is a field of applications that provides privacy, authentication and confidentiality
to users. An important sub-field is that of secure communication, which aimed at allowing
confidential communication between different parties, such that no unauthorized party has
access to content of the messages. However, this field has a long history of successes and failures,
as many methods to encode messages emerged along the centuries, always to be broken some
time later. The hash functions are one target of secure communication systems by using the
messages digests to generate data integrity for detection of unauthorized changes in files. Hash
functions are a key cryptographic primitive used in many applications, such as authentication,
ensuring data integrity, as well as digital signatures, message-digest algorithm 5 (MD5), MD4,
HAVAL, FORK-256, SHA-family, RIPEMD-family, and other forms of authentication. In terms of
the security of hash function is a computationally secure form of compression [2]. However, these
hash functions have lower behavior in different characteristic of that should be harder to
resistance against different attacks. That leads to establish in October of 2007- the institute
called National Institute of Standard and Technology (NIST) to identify the various hash
standards such as SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 to measure the Secure
Hash Standards (SHS) levels. These levels of security are analysis techniques for developing
security communication systems over time [1]. This paper tries to compare and analyze between
the finalist of SHA-3 round 3 candidates, in the Fundamentals Security Measurement Factors of
Hash Function (FSMFHF) of Secure Hash Algorithm (SHA), of three factors such as: complexity
of security hash function, structure and design of hash function, as well as the performance in
low cost. Therefore, this paper is structured as follows; Section 2 presented the SHA-3 round 3
finalist candidates; 3 overviews of the main hash function factors measurements for each security
factors (FSMFHF); Section 4 compare and analyze SHA-3 round 3 finalist; Section 5 discusses
finding and results of the study; finally Section 6 discusses the conclusion and future work of this
study.

II. BACKGROUND OF SHA-3
In December 9, 2010, NIST selected five finalists for the final round of the competition;
BLAKE, Grostl, JH, Keccak and Skein. BLAKE is proposed by Jean-Philippe Aumasson from
FHNW, ETHZ Switzerland universities, and it has four versions; BLAKE224, BLAKE256,
BLAKE384 and BLAKE512. Where, Grøstl is an AES-based hash function and one of the five
finalists of the NIST SHA-3 competition, designed by Praveen Gauravaram and his team. It
combines characteristics of the wide-pipe design and chop-Merkle-Damgard to construct an
arbitrary message size of n bits digest size in {224, 256, 384, and 512} for the larger size of the
hash output. JH is an iterative hash function designed by Hongjun Wu, which process a message
blocks of 512 bits and produce the hash algorithms in JH-224, JH-256, JH- 384 and JH-512. In
addition, Keccak is a cryptographic hash function designed by Guido Bertoni, joan Daemen,
Michael Peeters, and Gilles Van Assche. It supports at least four different output lengths n {224,
256, 384, and 512} in a high security levels. Lastly, Skein is a new family of SHA-3 candidates
that proposed by Niels Ferguson and his team from Microsoft and Intel Companies, it has three
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different internal state sizes: 256, 512, and 1024 bits to produce message digests of any length
from 1 to 296 bytes[1]-[5]-[7].

III. THE MAIN HASH FUNCTION FACTORS MEASUREMENTS
This paper represents a comprehensive comparison analysis study of the measurements in
Fundamentals Security Measurement Factors of Hash Function (FSMFHF), which addresses
different conceptions of security factors of hash function, as the NIST requirements to measure
the final chose of SHA-3, such as;
A. The Complexity of Security Hash Function Measurements
The security requirements of hash functions have different usages and depends in their
applications for particular protocols, such as signature schemes, MAC, etc. However, the security
of hash function becomes more secure and resists serious attacks. Therefore, NIST governance
has security requirements to measure the security differential between the finalists SHA-3
candidates in the following [1]:
1. To choose minimum variant that has support safely HMAC mode and randomized hashing.
2. The security requirements have to investigate the pre-image resistance of around n-bits
digest values, second pre-image resistance and have around n-L bits, where the preimage is
the length about 2L blocks, and collision resistance has around n/2 bits.
3. Each candidates from this group of SHA-3 must be secured against the length extension
attack, and;
4. The security of this group is realized in the ideal model of the principal integral building
blocks such as block cipher or permutations.
B. The Structure and Design Measurment
This section will review NIST principles in construction and design of finalist SHA-3
candidates, which includes many measurements. These principles are summarized as the
following:
1. HAIFA-design; is based on the Merkle-Damgard (MD) principle of construction blocks cipher,
for padding the message in a specific ways to solve some deficiencies in the original MD
construction.
2. Wide-pipe design; is an iterated larger size of MD construction than the final hash output,
with a final transformation, and chopping at the end of indifferentiable random oracle.
3. Sponge design; is a specific type of hash function from chopping-MD construction design.
Threefish of tweakable blocks cipher; is a compression function that take three inputs: a key, a
tweak and a block of message, instead of the usual block ciphers that take two input: the key and
the block of message.
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C. Performance and Cost Implementations of SHA-3 Finallist
The main particular implementations of SHA-3 groups in hardware algorithms on FPGA and
ASIC platforms are; high-speed implementations and tight implementations approaches.
However, this study provides the high-speed implementations of maximum message and short
message in 8 byte of final round of SHA-3 on FPGAs, in comprehensive comparison function, with
the application area of these candidates [3]-[7].

IV. COMPARISON AND ANALYSIS OF SHA-3 FINALIST
This section focuses on different measurements between SHA3 candidates in security and
complexity factors, the structure and design, with performance and cost implementations, as
shows in the following points:
A. Comparison of Finalist SHA-3 in the Security and Complexity
As shown in Table 1 the analysis and comparison of SHA-3 round 3 finalists from security
aspects and it is concluded as the following [3], [4], [5]:
TABLE I: ANALYSIS AND COMPARISON OF SECURITY FINALIST SHA-3
Candidates

Blake-256
Blake-512
Grostl-256
Grostl-512
JH-256
JH-512
Keccak-224
Keccak-256
Keccak-512
Skein-256
Skein-512
Skein-1024

Collision
Resistance

2512

Round of
compressio
n
2.5
4
5
8
16
22
4-5
5-10
24

>2-265

32-36

Innercollision
264
2128
296.12
295.63
Near-2256

Pre-image
2224
2448
2256
2512

Complexity
2nd prePseudo
image
pre-image
2256
2256-512
2512-1024

2244.85
2248
-

2112
21370
21590

2-388
2-900
2288
2512
2511.5

2105

2200-2824

-

21576
2511.7
21045-2125

1. The BLAKE hash function assumed to be ideal security resistant to the generic second
pre-image attacks and resistant to length-extension attacks but it is exhibiting for inner-collision,
which regarded resistance to Joux’s multi-collisions similar to SHA-2.
2. Whereas, using the wide diffusion design strategy in the two Grostl permutations P and
Q, to build Grostl in very strong confusion and diffusion. This allows different attacks to utilize
this property to attack the Grostl security in different rounds of memory compression function.
However, it appears the protection from these attacks by differential in rounds. Thus, there is no
threatening on the Grostl security due to rebound attack techniques. However, the third rebound
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attack on Grostl is Semi-Free-Start Collision and pre-image as appear in differences of the second
permutation that found in Grostl-256, and Grostl-512, to investigate an upper bound of collision
resistances and preimge resistance.
3. Compared with JH hash function, which is considered an optimal to improve the upper
bounds of the collision, pre-image, and second pre-image via indiferentibility compression
function of random oracle, through the suffix-free in padding rule in one permutation. Due to the
rebound attack property, security of padding and final truncation that to be as sponge operation
to prevent any attack threat on JH. However, Table 1 shows the estimation in collision of
compression function and an improvement in the hash function for each elements-sorting
complexity that investigated from following equations:
=
and

(

+

,

),
=

(1)
(

)

(2)

4. Where, Adv is Adversary to make q forward or backward of the random permutation,
attack ∈{pre, sec, col}, H hash function, n output lengths of {224, 256, 384, and 512}, L length of
block, m Maximum of block, and is theta, for each collision, pre-image and second pre-image
resistances, respectively. In contrast, the Keccak hash function has no vulnerabilities in security,
due to the sponge construction against the generic attacks. However, this structure has property
leads to be more flexibility and simplicity for in-differentiability bound of hash function or (zerosums) in length output, and tradeoff between bit-rate and security. For example, the bounds of
the output in hash function are no more than n = 512, but the bounds in in-differentiability are
varying between 512 and 1024. This is because the Constrained Input Constrained Output’s
(CICO) resistance against different attacks. However, to be an ideal security bound of indifferentiability random oracle and an optimal permutation for collision resistance, preimage
resistance, second preimage resistance, etc. in compression function.
5. However, the Skein contestant assumed an ideal security from random oracle in
tweakable block cipher from boomerang distinguishers’ attacks of the compression function. This
propriety has proved the collision resistance in the ideal cipher model, and preserved the based
preimage awareness approach for any security bounds in the compression function, thus
represented in this equation:
= (q2/ 2n)
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B. Comparison of Finalist SHA-3 in Structures and Designs
Table 2 presents some similarities and differences between the five candidates of finalist SHA3, and it is concluded in the following comparison:
TABLE II: ANALYSIS OF THE STRUCTURE AND DESIGN OF FINALIST SHA-3 CANDIDATES
Hash Algorithm

Blake-224
Blake-256
Blake-384
Blake-512
Grøstl-224
Grøstl-256
Grøstl-384
Grøstl-512
JH-224
JH-256
JH-384
JH-512
Keccak-224
Keccak-256
Keccak-384
Keccak-512
Skein-256
Skein-512
Skein-1024

Message
Digits
in bits
224
256
384
512
512-bits
1024-bits
224
256
384
512
25-50
200
800
1600
Support any
length size

Block M.
Size
< 264
< 264
< 2128
< 2128

Word Size
(bits)

Round of
Compressio
n

32

14

64

16

2

×

64

9

2

×

128

10

64

16

1024

128

42

2176
2320
2508

64-bits
words× 32
bits
processer

6
7
8

256
512
1024

Block
message
size× 128
bits tweak

72
72
80

256
512

Construction the
Design
Wide-pipe
of ChaCha Stream
Cipher to HAIFA
Wide-pipe of chopMD and
AES block cipher
Bijective of
generalized AES
block cipher
sponge&
parazoa
of hypercube
HAIFA design
Tweakable block
cipher Threefish
and UBI

1. Each member of this list has product four-message digest fixed size of {224, 256, 384, and
512} hash function from arbitrary value, except Skein, and Keccak hash functions which have
different states. Such as, three internal sizes of {224, 512, and 1024} to product random output
length for Skein, and Keccak hash function has product of limited output seven values in {25, 50,
100, 200, 400, 800, and 1600} [9].
2. The designs of this group based on Rijndael block cipher of the basic Merkle-Damgard
serial construction, except Keccak, which is a hypercube of sponge construction, which build the
three-dimensional array.
3. The compression function for each candidate has different behavior than another, due to
the different mode process of these hash function. As illustrated in the following discussion:
i) The compression function of BLAKE hash function is a wide-pipe structure, where
BLAKE-256 has 14 rounds and BLAKE-512 has 16 of ChaCha stream cipher in minimize selfCopyright © 2013 Helvetic Editions LTD - All Rights Reserved
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similarity, and this will increase the resistance collision attacks. However, BLAKE has
limitation in message length such as 264 and 2128 for BLAKE-256 and BLAKE-512
respectively and that considered the same message length of SHA-2. Moreover, BLAKE
breaks self-similarity by using a round-reliant permutation the message and the constants.
This prevents attacks that utilize the similarity among round functions, thus, BLAKE is nonideal for compression function and does not achieve the progress that pleasant from this
group for long time [4]-[7].
ii) In Grostl hash function, the compression function combines wide-pipe design and chopMerkle-Damagrd to construct the two different permutations P and Q for short message
digest, and for long message digest in four round transformations for matrix of size 8×8 of the
256-bit, and 8×16 of the 512-bit, respectively. Thus, the permutations are regarding an ideal
construction for collision resistant, within the exceptional diffusion and confusion properties
[6], [5].
iii) Whereas, JHcompression function is constructed from bijective function (a large block
cipher with constant key), which is considered a look like-sponge structure from three
constants of 42 round function of Rd, in an S-box layer, a liner transformation layer, and a
permutation layer, this structure is quite efficient which easier to analyze security of
differential attack.
iv) The compression function of Keccak hash function has structured from a seven set of
Keccak-f permutations to construct the Keccak sponge design [10]. This design has many
advantages for a hash function compared to other constructions, because of its characters in
absorbing and squeezing for different input length data. Keccak can generates different
output lengths; as well as flexibility, to increase the security level by increasing the capacity
of bit rate in comparable permutation, in other words, it is constructed of permutation or
transformation in simple round of similar block cipher without an iterated of compression
function, or key schedule.
v) The Skein compression function uses Unique Block Iteration (UBI) mode, which
configured inside every tweakable block cipher separately in different permutations. For
example, Skein-256 and Skein-512 have 72 rounds, secretly to build Threefish, whereas, the
Skein-1024 has 80 rounds totally. This mode is a chaining of threefish to process an arbitrary
input size to a fixed output size. This property has directly addresses many attacks on this
hash function [11].
In summary, the behavior for all this list of hash function has different performance through
these constructions, but in general, they have similar principles from basic structures for
building these hash function like block cipher to distribute the messages words in different
method. In contract, Keccak hash function has different behavior in structure for cryptanalysis
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operation, which has the sponge construction of absorbing and squeezing, flip-flops, with inverts
for messages distribution.
C. Comparison of Finalist SHA-3 in Performance and Cost
The analysis of Table 3 which clarified the differential between the speeds of last round SHA-3
candidate’s performance for two messages size with the group applications to achieve the clock
frequencies MHz/ps. on Virtex 7 from Xilinx library of FPGAs device for all round 2 SHA-3
designs [6]. Where Speed for Max. M-256 represented the speed cycles value for maximum
message; while the Speed for Min. M-64 to represent the speed cycles value for minimize
messages.
TABLE III: ANALYSIS AND DIFFERENTIAL IN PERFORMED SPEED OF FINALIST SHA-3 CANDIDATES
Speed for
short message
264 MHz/ps

Hash
Applications

BLAKE-224/256
BLAKE-384/512

Speed for Max.
message 2256, 2512
MHz/ps
21.31
21.62-20.98

390.50
625.88

Grostl-224/256
Grostl-384/512

62.19
106.80

939.88
2565.25

JH-224/256
JH-384/512

161.55
161.47

2762.50
2764.38

Keccak-256
Keccak-512
Skein-256
Skein-512

45.37
33.12
23.09
-

1110.00
715.78
374.38
539.38

Website links of
Perl, PHP, Java
script
Intel AES-NI
Instructions of
CPU
Message
Authentication
Code (MAC)
lightweight

Hash Algorithms

multi-processor
system

For these comparisons, the study provides an efficient performance of final round SHA-3 to
certain the base of the clock frequencies and number of clock cycles consumed in the hardware
and software. However, to evaluate these algorithms through the wide differential between the
candidates performed, in 256 bytes and 512 bytes as standardizations for each candidate, to
recognize between each other in recent area as the following:
1. Seldom, differences between the BLAKE and Skein in speed/memory, as illustrated in
table 3 and Figure 1, they show the minimize speed cycles value in limited area of different
message sizes in short and long messages in both 256 bytes and 512 bytes. For example, BLAKE
candidate has fixed and small set of constants in the memory to implement the short message
and long message [8], [9]. Due to, BLAKE hash function has “parallelism mechanism” to reduce
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the number of computation steps. Whereas, Skein hash function has different behavior in speed
than to consume the memory area, which considered an optional “hash-tree” approach speed up
parallelizable implementations, twice as fast as SHA-512 and three times faster than SHA-256.
As a result, for both candidates have an optimal speed value for short messages than the long
message, that means in long message no need big number of rounds to distribute the data
message. While, the short message need many rounds for distributing the message in different
memory space. Therefore, the hash functions spend different rounds to implement the message in
hardware. Thus, in BLAKE hash function has rather implemented in speed/space than in
speed/memory [11].
2. However, Grostl and Keccak have approximately similar speed values in different area
size for both candidates in short and long messages for version 256. Such as, Grostl hash function
has efficiently implemented on 128-bit, 64, 32, and 8-bit architectures, for utilizing parallelism
round transformations in resource of memory, registers and speed. That leads to increase the
speed with utilizing area for shorting message. Otherwise, Keccak hash function has high level of
parallelism with weak in diffusion bits for different slices; due to it. It has the inverter properties
in translation of the z-direction to map the inner bit structure that leads to slowly in speed[10].
3. Through Figure 1, JH hash function has high level in Cycles/byte for speed/ message
trade-off with relatively equals of both JH versions.

3000

BLAKE-256
Grostl-256

2500

JH-256
2000

Keccak-256
Skein-256

1500

#
1000
BLAKE-512
500

Grostl-512
JH-512

0
Speed for Virtex7 Speed for
Max. MMin. M-64
256

Speed for Virtex7 Speed for Keccak-512
Max. MMin. M-64
Skein-512
512

FIGURE I: CHART DIAGRAM FOR ANALYSIS SPEED OF FINALIST SHA-3 IN SPEED CYCLES IN BYTE

However, it is high level in 4 times compared to other candidates in both versions (256 and
512). Whereas, the JH-512 has been increased one time more than Grostl-512 in short message.
Because the JH has prototype in the AES design methodology that has simplest approach to
design an efficient large block cipher (in hardware and software) from small components.
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However, to extend for three or four dimensions to achieve a block cipher in 512-bit or 2048-bit
block size. However, in all finalist candidates have implemented on the Virtex-7 2000T from the
sequence of FPGAs family to reduce the costs and an optimizing performance in (low power
consumption to process and high speed), with an efficient applicable in industry and technology
advance. In addition, this group has implemented in basic CPU, language of C and C++ for each
BLAKE, Keccak, and Skein with Grostl and JH, respectively.

V. FINDINGS AND RESULTS
The main finding from this analysis and comparison study denotes that the hash function is an
optimized conception, which included;
1. Excluded BLAKE and Skein from the future selection of ending 2012, due to the low speed
of performance implementations for both hash functions.
2. Keccak has no vulnerabilities in security and efficient structure, as NIST discussed in
March of 2012, with average speed of implemented in the same hardware due to the inverter
property.
3. Grostl hash function has tight in security, tight in structure cause depended on the
permutation, but has contradiction behaviors speed for different messages sizes, such as higher
speed in 512 than 256 in the same message size.
4. Whereas, the JH achieves an efficient implementation of the sponge structure in simple
design, ideal security, and equals in high speed in both sizes in short size or maximum size, of
256 and 512 bits of message digest, in low cost.

VI. CONCLUSIONS AND FUTURE WORK
In conclusion, the study presented the comprehensive comparative study of the finalist SHA-3
candidates within the research measurements in FSMFHF. However, these measurements have
different factors to investigate the NIST requirements to choose the final candidate in the end of
this year 2012 and start of 2013. Therefore, from this comparison and analysis are discussed in
previous sections. There are enough scope for future researchers based on this paper and there
might be numerous ways to develop the described approach. For the possible future works,
pertaining in this area such as;
1. Applying the similar way and similar factors have measurements on the rest families of
hash function.
2. It is unlikely that it will have a new generation of hash functions like SHA-4 competition
before 2030.

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved

www.elvedit.com

46

Hash Function of Finalist SHA-3: Analysis Study
Imad Fakhri Al-shaikhli, Mohammad A. Alahmad and Khanssaa Munthir

3. However, the comparison between hash functions will not be limited only to the
fundamentals algorithm families’ types or their security characteristic in future work. The
comparative studies will be helpful whenever extending for more approaches; for example, hash
table, DHT, and tree (BST, Heap, Zero-Knowledge …etc.).
Thus, to support the knowledge existing in the security algorithms field by knowing the
different hash functions’ types and their algorithm implementations to increase the researchers’
knowledge of the cryptography field; even so, it is crucial for security applications.
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Abstract
Criminal web data always offer novel and useful knowledge and information for Law
administration. The used digital data in legal assessments are involved parts of information
about the accused’ social networks. Thus, evaluation of these parts of information is challenging.
Therefore, an investigator has to pull out the appropriate information from the text manually,
these information are on the website. An investigator also makes the relationship between
various parts of information and classify them in to a structured database so the category is
ready to use in different criminal network evaluation tools for analysis. On the other hand, these
manual processes are not adequate in the case that it has many errors. Moreover, as the quality
of resulted evaluation depends on the investigator’s proficiency, the reliability is not stable. On
another word, the more proficient operator, the better result achieved. The purpose of this paper
is suggesting a framework by using concurrent crawler to show the process of exploring the
criminal accused of legal data evaluation which insures the reliability gap.
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I. INTRODUCTION
Criminal web data always offer valuable and appropriate information for Law administration.
The evaluation of the different capacities of widespread criminal web data is very difficult all the
time so it is one of the most noteworthy tasks for law administration. Crimes may be as extreme
as murder and rape where advanced analytical methods are required to extract useful
information from the data Web mining comes in as a solution [1, 27].
Doubts have controlled the computers such as desktops smart phones notebooks, and in many
suspect situations. Computers are the main purpose of criminal attack and have important
information about social networks of the suspect.
FBI Regional Computer Forensics Laboratory (RCFL) has been done 6000 researched from 689
law execution organizations against the United States through a year in the United States. In
2009, the amount data of these researches reached to 2334 Terabytes (TB) that is two times more
than the amount in 2007. However, better resources are required to promote and increase
demand and help the investigators process to collect data legally [15]. September 11th has called
the attention of the American public for instance on the value of information collected from
within terrorist cells. At least, a portion of these terroristic activities is online [4].
Most collected digital evidence is often textual such as e-mails, chat logs, blogs and web pages.
The data are usually unstructured, demanding the investigator to use novel techniques to extract
information from them. The task of data entry is manual which becomes laborious. Depending on
the collector’s expertise the completeness of information may vary and usually the criminal can
hide whatever information he may desire [15].
There are many applications for crawling on the Web. One is surfing on the Internet and
visiting web sites, it can help a user to notify when new information updated. Wicket applications
also exist for crawlers such as the spammers or theft attackers who use the email addresses to
collect personal information. However, supporting the search engines is the most common use of
crawlers. Actually, the main clients of Internet bandwidth are crawlers that help search engines
to gather pages and build their indexes for example, proficient universal crawlers designed for
research engines such as Google, Yahoo and MSN to collect all pages regardless of the content.
Other crawlers are called preferential crawlers who are attempting to download only pages of
certain types or topics and they are more targeted. A proposed framework applies preferential
crawlers for crime web mining. Preferential crawlers are crawlers which fetch pages on the web
based on ranked pages [5, 6].
A crawler uses three main properties: CPU, network, and disk that each one is a bottleneck
with boundaries enforced by CPU speed, bandwidth, and disk transfer times. [27] Explained the
simple order crawler to create a very incompetent use of these resources for the reason that each
time, the crawler goes through the third, two of them are idle.
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This paper, suggested a framework for crime web mining that is comprised of two sections. The
first one, crawl the web depends on the ranked pages by using concurrent crawler. The second
one section is content mining that is for mining criminal networks.

II. WEB MINING
Data mining and information investigation are obtained by World Wide Web. The improvement
in this area is very fast like research topic and business activity. The internet has influence on
every part of daily life, it also changes the way of learning. On the other word, it can replace
anyone with a computer, and can prepare several appropriate answers to any question.
The process of realizing, taking out and analyzing important structure, models, patterns,
methods and rules from large amounts of web data is web mining. The rapid growth of the Web
in the last decade makes it the largest publicly accessible data source in the world, for which
reason also ironically; most of the information online is false and erroneous, since anyone can
upload anything into the web. This makes web mining a challenging task [3, 27].
Web mining aims to extract useful information or knowledge from the Web hyperlink structure,
page content and usage data. Data mining is different from web mining, for instance in online
data are heterogeneous and semi or unstructured for the mining of which a number of algorithms
have been proposed over the past decade. Based on the types of primary data used in the mining
process, Web mining tasks are categorized into three classes: Web structure mining, Web content
mining and Web usage mining. Another difference is that in Web mining, data collection involves
crawling a large number of target Web pages [5].
Crawlers or spiders are the name of programs, which is downloaded Web pages automatically.
The knowledge and information is distributed on the Web among billions of pages that assisted
by millions of servers all around the world. The users browse the Web and track hyperlinks to
right to use information; they surf on the Internet from one page to the next. For gathering
information, a crawler visit many sites for evaluation and mined in a central location, it means
off-line or online. Where the Web gathered pages, for crawling, we use little long term that is
when all the pages are fetched and saved in a sources. On the other hand, the Web is a dynamic
unit developing at rapid rates. Therefore, crawlers need to help requests stay current whenever
links and pages are moved, deleted, added or modified. The most common use of crawlers is in
the provision of search engines. Actually, the main consumers of \Internet bandwidth are
crawlers that build their indexes by collecting pages for search engines [27].
Crawlers considered as the graph search algorithms can be applied in webs since webs can be
regarded as a large group, in which pages can be seen as its nodes and hyperlinks can be taken
as its edges. In the process of searching on the web, a crawler first searches a few of the nodes
(seeds) and then by going over the edges, it reaches other nodes. This process of fetching a page
and extracting the links is similar to expanding a node in graph search. The whole process is
based on the frontier as its base data structure, which provides the crawler with the list of URLs
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unvisited pages. In order to enhance the efficiency of the process, the frontier is stored in the
main memory by crawlers. However, the following points should be considered. It should be noted
that a large frontier size is observed due to the declining price of memory. Thus, the crawler
designer should identify the URLs with low priority to be eliminated when the frontier is filled.
Besides, it should be taken into consideration that the frontier is likely to fill quickly in case the
size is maximized. Yet, another important point is that the sequence of extracting the URLs
should be pre identified. In fact, the algorithm should be capable of specifying the order of
appearances of URLs.
Generally, the second section of Web data mining is Web content mining, or text mining that is
the mining and scanning of pictures, graphs, and text on a Web page to define the relevance of
the content to the search request. The lack of structure that floods much of the ever growing
information sources on the World Wide Web, such as hypertext documents, makes automated
organization, and search and indexing tools on the Internet. The World Wide Web offers some
ease to their user, but generally they do not offer structural information or filter, categorize or
interpret documents. Recently, these factors have stimulated researchers to improve more
intellectual tools for information recovery along with extending the database and data mining
techniques to be for a higher level of organization for semi-structured data on the web.

III. DATA PROCESSING CHALLENGES OF CRIMINAL NETWORK
Mining law application data comprises of many problems in other areas of data mining
applications such as incomplete, inconsistent, incorrect data that explained below. In addition,
these features of criminal networks make some difficulties that are not common in other data
mining applications:
A. Incompleteness
Criminal networks are covert [17]. Criminals may minimize interactions to avoid the attention
of the law with activities hidden behind various illicit acts. Subsequently data on criminals and
their interactions and associations become incomplete, causing missing nodes and links in the
network [16].
B. Incorrectness
In criminal features, the incorrect data have physical features that are from unplanned
criminals active fraud or data entry errors and most of the criminal possibilities to
misrepresentation under questioning.
C. Inconsistency
Information on a criminal with case history may enter into law enforcement databases under
various instances; but these proceedings may not essentially relate. Various proceedings could
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make a single criminal which has diverse characters. In this situation, the information may be
deceptive when they have apparently different individuals in a network under study.
Criminal network analysis has specific problems such as data transformation, fuzzy
boundaries, and network dynamics:
D. Data transformation
Network analysis uses that data to be available in an accurate design that the nodes exemplify
to network members, and their connections or associations are indicated by the links. However,
in raw data, the information of criminal associations is not clear. The procedure of extracting
criminal associations from raw data and changing them to the essential design can be accurately
hard and wasting of time.
E. Fuzzy boundaries
Boundaries of criminal networks are most likely ambiguous making it difficult for the analyst
to decide on the inclusion of the individual targets in a network under study [16].
F. Network dynamics
Through the time, criminal networks are changed it means that in order to achieve the
dynamics of criminal networks, collection methods and new data is essential [16].
Some developed techniques address these problems, for instance many experimental techniques
are used in the FinCEN system in the U.S to develop data accuracy and reliability. Department
of Treasury is established to disambiguate and combine financial businesses into exclusively
known entities in the system [17]. Other methods such as the concept space [16] can change
crime occurrence data into a networked design [17]. Criminal network mining is on the rise as a
tool for crime detection, clustering of crime locations in search of hot spots, criminal profiling,
crime trend prediction and many other related applications.

IV. RELATED WORKS
Criminal network evaluation attracted the attention of many researchers. The previous studies
[7] have been done on the actual use of data mining techniques to represent the criminal
relations from a large amount of event reviews by police departments. These use co-occurrence
frequencies to determine correlations between pairs of criminals [8] shows a method to pull out
criminal networks from websites which is delivered blogging services all over a topic-specific
investigation devices. In addition, they classify the performers in the network in their approach
by utilizing web crawlers that examine blog subscribers. Blog subscribers are contributing in a
discussion associated with some criminal topics. When the network is built, some text
organization techniques are utilized to evaluate the content of the documents. Therefore, a
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visualization of the network is suggested to social network view or concept network view.
Al-Zaidy et al [15] proposed a work that is different in three aspects. Initially, their study
focuses on unstructured textual data obtained from a suspect’s hard drive rather than a wellstructured police database. This method in turn, can discover prominent communities of
indefinite size i.e. not limited to pairs of criminals. In addition, while most previous works
identify direct relationships, the latter’s methods also identify indirect relationships.
Hosseinkhani et al [27] proposed a framework of crime web mining consists of two parts. In the
first part, some pages which are concerned with the targeted crime are fetched. In the second
part, the content of pages is parsed and mined. In fact, a crawler fetches some pages which are
associated with the crimes. Previously, pages were fetched by crawler at a time, which was
inefficient since the resource was wasted. The proposed model intends to promote efficiency by
taking advantage of multiple processes, threads, and asynchronous access to resources.
A social network paradigm is followed by a criminal network. Therefore, the recommended
method for social network analysis can be used in criminal networks. Many researchers have
been conducted on the different methods which can be used to build a social network from text
documents. Jin et al [9] proposed a framework to extract social networks from text documents
available on the web. A method has been stated by [10] to rank companies based on the social
networks extracted from Web Pages. Mainly, these approaches are dependent on web mining
techniques that are searched for the actors in the social networks from web documents.
Other social network studies focus on some type of text documents such as e-mails. Zhou et al
[11] suggested a probabilistic approach that not only identifies communities in email messages
but also extracts the relationship information using semantics to label the relationships.
However, the method is only applicable to e-mails and the actors in the network are limited to
the authors and recipients. Researchers in the field of knowledge discovery have proposed
methods to analyze relationships between terms in text documents in a forensic context. Jin et al
[12] introduced a concept association graph-based approach to search for the best evidence trail
across a set of documents that connects two given topics [13]. The suggestions of the open and
closed finding algorithms is to find and show evidence pathways that are between two topics,
these two can be take place in the document set and it is not essential to be in the same
document. [14] In order to search for keywords that the users need, the open finding approach is
used and bring back documents comprising related topics.
Moreover, they utilize clustering techniques to evaluate the results and give the operator
clusters of new information, this new information are related in concept of the initial request
terms. Therefore, in order to improve the results of web queries, this open discovery approach
explores for new links between concepts. In contrast, this paper focuses on extracting web
published textual documents and information from criminal network sites for investigation.
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V. PROPOSED FRAMEWORK
The simple sequential crawler in [27] makes a very incompetent use of these resources since at
any time two of them are idle and the crawler appears in the third. The most direct way to speed
up a crawler is through concurrent threads or procedures. Multiprocessing may be to some extent
easier to use than multi threading. It is based on the platform and programming language, but it
may also experience a higher overhead base on the participation of the functional system in the
management of child procedures. A concurrent crawler tracks a standard parallel computing
model as illustrated in Figure 1.
Principally each process or thread acts as an independent crawler, but in accessing to the
shared data structures must be synchronized.
Dealing with a concurrent crawler is a bit more complicated for an empty frontier than for a
sequential crawler [27]. An empty frontier not used for a long time till the crawler has stretched
to a dead-end. So that other processes may be fetching pages and adding new URLs in the future.
The thread or process manager may manage such a situation by sending a temporary sleep signal
for processing that to report an empty frontier. The process manager needs to follow the number
of sleeping processes; when all the processes are asleep, the crawler must stand still.
In this study, a concurrent crawler fetches some pages which are related to the crimes. Earlier,
crawler fetched the pages at a time, which was incompetent because the resource was wasted.
The suggested model aims to support efficiency by taking advantage of multiple threads,
processes and asynchronous access to resources. The concurrent crawler can easily speed up a
crawler by a factor of 5 or 10.
The whole process starts with having kept a list of unvisited URLs called the frontier. In fact,
Frontier is considered as a priority queue which is applied in ranking pages because of its
sensitivity. The list of URALS comes from the seed URLs which can be prepared by a user.
Having prepared the URLS gives the chance that in each main loop, URL be picked from the
frontier by crawler. Then, the page related to the URL is fetched by means of HTTP. Having
fetched the page, the retrieved page is parsed, with which the URLs is extracted and after that
newly discovered URLs is added to the frontier. It should be noted that the page or other
extracted information not related to the targeted terms are stored in a local disk repository.
Termination of crawling can be done in several forms. In one case, the crawling ends once the
intended number of pages is crawled. Besides that, the process can be pushed to be ended due to
the frontiers’ getting empty. However, this condition is not likely to happen because of the high
average number of links.
The following steps laid out the procedure for the second part of the proposed model for parsing
the contents of rank pages. First, the text documents are investigated to extract the crime hot
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spot. Then, crime hot spots are records related to target crimes. Next, the normalization process
is followed to remove the probability of unwanted crime hot spot duplication.
Following this outstanding criminal community are identified from the extracted crime hot
spots. Having identified the crime community, the profile information useful to investigators
including the contact information is provided. After that, the indirect relationships between the
criminals across the document are established. Finally, a total scheme is prepared, in which
visual representation of the prominent communities, their related information, and the indirect
relationships are presented.
Initialize priority
frontier
Seed URLs

Read document files from
repository

Initialize priority
frontier manager

Tag crime hot spots
Dequeue URL
priority frontier

Categorize crime hot spots
across documents

Extract prominent
communities

Extract contact
information and city
name from
communities’
document set

Web

Extract URLs
and add to
priority frontier

Perform text
summarization on
communities’
document set

Construct profiles for prominent
communities

Fetch page

Reposit
ory

…

Store page

Done?

Detect crime hot spots that are
indirectly linked to communities

Visualize criminal networks

Thread/process

FIGURE I: COMBINED TEXTUAL DOCUMENT FRAMEWORK (CWTDF) AND WEBSITES FOR CRIMINAL NETWORK
MINING
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VI. CONCLUSION AND FUTURE WORK
The aim of this study is to recommend an integrated framework for finding the doubtful data
evaluation by applying simultaneous crawler. The previous studies have done on the importance
of criminal network assessments specially by concentrating on evaluating links between
criminals in plain text documents or in structured data. Therefore, this paper has proposed the
framework in two parts that in the first part extracts the related pages to crimes by using
concurrent crawler, and in the second part mines and analysis the contents of the pages.
Therefore, we suggest the presentation of some actual ontology-based crime web miner
algorithms for different mechanisms of the framework which are designated in this paper as well
further steps to obtain more scalable crawlers.
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Abstract
Text categorization is the task in which text documents are classified into one or more of predefined
categories based on their contents. This paper shows that the proposed system consists of three main
steps: text document representation, classifier construction and performance evaluation. In the first step, a
set of pre-classified text documents is provided. Each text document is initially preprocessed in order to be
split into features, these features are weighted based on the frequency of each feature in that text
document and eliminate the non-informative features. The remaining features are next standardized by
reducing a feature to its root using the stemming process. Due to the large number of features even after
the non-informative features removal and the stemming process, the proposed system applies specific
thresholds to extract distinct features which represent that text document. In the second step, the text
categorization model (classifier) is built by learning the distinct features which represent all the preclassified text documents for each sub-category of main categories; this process can be achieved by using
one of the supervised categorization techniques that is called the rough set theory. Thereafter, the model
uses a pair of precise concepts from the above theory that are called the lower and upper approximations
to classify any test text document into one or more of main categories and sub-categories. In the final step,
the performance of the proposed system is evaluated. It has achieved good results up to 96%, when
applied to a number of test text documents for each sub-category of main categories.

Key Words
Rough Set Theory; Text Categorization; Text Mining.
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I. INTRODUCTION
The enormous amount of information stored in unstructured texts cannot simply be used for
further processing by computers, which typically handle text as simple sequences of character
strings. Therefore, specific (pre-) processing methods and algorithms are required in order to
extract useful patterns. Text mining refers generally to the process of extracting interesting
information and knowledge from unstructured text [1].
The main goal of text mining is to enable users to extract information from textual resources
and deals with the operations like, retrieval, categorization and summarization. The most
important part of text mining is the text categorization [2].
Text Categorization (TC), also known as text classification or topic spotting [3], is the automatic
classification of text documents under predefined categories. Information Retrieval (IR) and
Machine Learning (ML) techniques are used to assign words which are also called (features,
tokens, terms or attributes) to the documents which are also called (examples or instances) and
classify them into specific categories. Machine learning helps to categorize the documents
automatically. Information Retrieval helps to represent the text as a feature.
Manually organizing large document bases is extremely difficult, time consuming, error prone,
expensive and is often not feasible, which results are dependent on variations experts judgments
[4].
There are mainly two types of approaches to text categorization. One is the rule-based
approach. In the rule-based approach, the classification rules are manually created usually by
experts in the domain of the texts. Although the rule-based approach can achieve high accuracy,
it is costly in terms of labor and time. The second approach involves machine learning
techniques, in which classification rules are automatically created using information from labeled
(already-categorized) texts. Machine learning is cost-saving because it requires only labeled texts
[5].
Section two of this paper shows the related works and section three explains text
categorization, while rough set theory is explained in section four. Section five presents the
proposed system and section six presents the Abbreviations and Acronyms. Finally section seven
shows the conclusions.

II. RELATED WORKS
1. In [6], Nigam K. demonstrated that supervised learning algorithms that use a small
number of classified documents and many inexpensive unclassified documents can create highaccuracy text classifiers. Then an algorithm is introduced for learning from classified and
unclassified documents based on the combination of Expectation-Maximization (EM) and a Naive
Bayes probabilistic classifier.
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2. In [3], Ruiz M. focused on the use of hierarchical classification structures, such as the
Yahoo hierarchy of topics, to build and train machine learning algorithms for text categorization.
For this purpose, Hierarchical Mixtures of Experts (HME) model is adapted for text
categorization. HME based on the "divide and conquer" principle in which a large problem is
divided into many smaller, easier to solve problems whose solutions can be combined to yield a
solution to the complex problem. The HME model was also evaluated using neural networks, and
linear classifiers (Rocchio, Widrow-Hoff (WH) and Exponentiated-Gradient (EG)) as the nodes of
the hierarchy.
3. In [7], Lee K. describes the development of supervised and semi-supervised learning
approaches to similarity-based text categorization systems. Supervised approaches to text
categorization usually require a large number of training documents to achieve a high level of
effectiveness. His goal was to develop a text categorization system that uses fewer classified
documents for training to achieve a given level of performance. A new similarity-based learning
algorithm which is called Keyword Association Network (KAN) and thresholding strategies
(RinSCut variants) were described to achieve his goal. KAN was designed to give appropriate
weights to features according to their semantic content and importance by using their cooccurrence information and the discriminating power values for similarity computation. RinSCut
(rank-in-score) was designed to combine the strengths of two common thresholding strategies,
rank-based (RCut) and score-based (SCut). The thresholding strategies can be applied to the
similarity-based learning algorithms as well as similarity-based text processing tasks.
4. In [8], Ifrim G. proposed a model to text categorization that concentrates on the
underlying meaning of words in their context (i.e., concentrates on learning the meaning of
words, identifying and distinguishing between different contexts of word usage). This model can
be summarized in the following steps:




Map each word in a text document to explicit concepts.
Learn classification rules using the newly acquired information.
Interleave the two steps using a latent variable model.

The proposed model combines Natural Language Processing techniques such as word sense
disambiguation, part of speech tagging, with statistical learning techniques such as Naïve Bayes
in order to improve classification accuracy and to achieve robustness with respect to language
variations.
5. In [9], Radhi A. designed a system which was achieved by the following steps:


Extracting concepts from text printed in natural language using machine learning
approach and finding the embedded relations between concepts using Inductive Logic
Programming (ILP) to have a clear schema defining the entities and hierarchal relations
in the interesting domain.
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Classifying a set of different documents based on machine learning techniques; a
general inductive process automatically builds a classifier by learning from a set of preclassified documents. The advantages of this approach are its very good effectiveness,
considerable savings in terms of expert labor power and straightforward portability to
different domains.

6. In [4], Karamcheti A. implemented two categorization engines for text categorization
based on Naive Bayes and k-Nearest Neighbor methodology. Then he compared the effectiveness
of these two engines by calculating standard precision and recall for a collection of documents.
The compared results show that the k-Nearest Neighbor categorization engine is better than
Naïve Bayes engine.

III. TEXT CATEGORIZATION
Text Categorization is the process of assigning a given text to one or more categories. This
process is considered as a supervised classification technique, since a set of pre-classified
documents is provided as a training set. The goal of TC is to assign a category to a new document.
TC can play an important role in a wide variety of areas such as information retrieval, word
sense disambiguation, topic detection and tracking, web pages classification, as well as any
application requiring document organization [10]. The following points represent the text
categorization applications:






Automatic Indexing.[11]
Document Organization.[12]
Document Filtering.[12] , [13]
Word Sense Disambiguation.[8]
Hierarchical Web Page Categorization.[14] , [15: pp. 66]

Text categorization has many types, the difference between these types are as follows.
A. Single-Label versus Multilabel Text Categorization
The case in which exactly one category is assigned to the input text is called single-label text
categorization, whereas the case in which multiple categories can be assigned to the input text is
called multi-label text categorization [15] , [16].
B. Document-Pivoted versus Category-Pivoted Categorization
Usually, the classifiers are used in the following way: Given a document, the classifier finds all
categories to which the document belongs. This is called a document-pivoted categorization.
Alternatively, the classifier finds all documents that should be filed under a given category. This
is called a category-pivoted categorization [15].
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C. Soft versus Hard Text Categorization
Hard categorization means a complete automated categorization system makes a binary
decision on each document-category pair, while soft categorization which is also called ranking
categorization means ranking the input documents or the output categories by the order of
relevance, instead of making explicit assignment decision [15] , [12].

IV. ROUGH SET THEORY
Rough set theory was developed by Zdzislaw Pawlak, in the early 1980's. It deals with the
classificatory analysis of data tables. The data can be acquired from measurements or from
human experts. The main goal of the rough set analysis is to synthesize approximation of
concepts from the acquired data [17].
The rough set approach seems to be of fundamental importance to artificial intelligence and
cognitive sciences, especially in the areas of machine learning, knowledge acquisition, decision
analysis, knowledge discovery from databases, expert systems, inductive reasoning and pattern
recognition [18].
Rough set theory has close connections with many other theories such as fuzzy sets, statistic
methods, genetic algorithms etc. Despite its connections with other theories, the rough set theory
may be considered as an independent discipline [19].
The starting point of rough set theory which is based on data analysis is a data set which is
represented as a table, where each row represents an object. Every column represents an
attribute that can be measured for each object; this table is called an information system. More
formally, it is a pair S = (U, A), where U is a nonempty finite set of objects called the universe
and A is a nonempty finite set of attributes such that a : U  Va for every a  A. The set Va is
called the value set of a. then with any B  A there is associated an equivalence relation INDA(B):
INDA(B)={( , ) ∈

|∀

∈

( )=

( )}

(1)

INDA(B) is called the B-indiscernibility relation. If (x, y)  INDA(B), then objects x and y are
indiscernible from each other by attributes from B. The equivalence classes of the Bindiscernibility relation are denoted [x]B [17].
Assigning to every subset X  U two sets BX and BX called the B-lower and the B-upper
approximations of X, respectively, and defined as follows:
X = { x | [x]B  X }

(2)

X = { x | [x]B ∩ X ≠ ∅}

(3)

Hence, the B-lower approximation of a set is the union of all B-granules that are included in the
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set, whereas the B-upper approximation of a set is the union of all B-granules that have a
nonempty intersection with the set.
The set
BNB(X) = X − X

(4)

will be referred to as the B-boundary region of X. If the boundary region of X is the empty set,
i.e., BNB(X) = Ø, then the set X is crisp (exact) with respect to B; in the opposite case, i.e., if
BNB(X)  Ø, the set X is referred to as rough (inexact) with respect to B [20].
A rough set X can be also characterized numerically by the following coefficient:
( )=

(5)

Called the accuracy of approximation, where |X| denotes the cardinality of X  . Obviously 0 
( ) 1. If ( ) = 1, X is crisp with respect to B (X is precise with respect to B), and otherwise, if
( ) 1, X is rough with respect to B (X is vague with respect to B) [19].

V. THE PROPOSED SYSTEM
The proposed system can be summarized in three main steps that are integrated to give
accurate results: text document representation, classifier construction and performance
evaluation. In the first step, after reading the input text document by the proposed system which
divides that text document into features which are also called (tokens, words, terms or
attributes), it represents that text document in a vector space as a vector whose components are
that features and their weights which are computed by the frequency of each feature in that text
document, thereafter it removes the non-informative features (stop words, numbers and special
characters). The remaining features are next standardized by reducing them to their root using
the stemming process.
In spite of the non-informative features removal and the stemming process, the dimensionality
of the feature space may still be too high. So the proposed system applies specific thresholds to
reduce the size of the feature space for each input text document based on the frequency of each
feature in that text document.
In the second step, the proposed system performs the learning and testing processes. In the
first process, the classifier is built by observing the features of sub-categories for each main
category from the training set, this process can be done using one of the supervised
categorization techniques that is called the rough set theory. In the second process, the classifier
applies a pair of precise concepts from the rough set theory that are called the lower and upper
approximations to classify the input text document from the test set into one or more of main
categories and sub-categories.
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In the final step, the performance of the proposed system can be measured by computing its
efficiency and its effectiveness. The proposed system framework is shown in Figure1. The details
of the main steps for the proposed system framework are in the following sections:

FIGURE 1. THE PROPOSED TEXT CATEGORIZATION SYSTEM FRAMEWORK.

A. Text Document
Text document collection is divided into two sets: Training set and Test set. The former
indicates to pre-classified set of text documents which is used for training the classifier, while the
latter determines the accuracy of the classifier based on the count of correct and incorrect
classifications for each text document in that set which is classified by the classifier into suitable
main categories and sub-categories.
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The training set with 280 text documents was distributed in 3 main categories (Computer
Science, Mathematics and Physics) and a number of sub-categories which belong to these main
categories such as Computer Science includes 4 sub-categories (Artificial Intelligence, Database,
Image Processing and Security), Mathematics includes 3 sub-categories (Algebra, Numerical
Analysis and Statistics) and Physics includes 2 sub-categories (Laser and Materials).
B. Tokenization
Each input text document is partitioned into a list of features which are also called (tokens,
words, terms or attributes).
C. Vector space model
Each input text document is represented as a vector in a vector space, each dimension of this
space represents a single feature of that vector and its weight which is computed by the
frequency of occurrence of each feature in that text document. This representation is called vector
space model. In this step, each feature is given an initial weight equal to 1.
This weight may increase based on the frequency of each feature in the input text document
(i.e., the similar features in size and characters are conflated under a single feature. The weight
of a single feature results from summing the initial frequencies of the conflated features).
D. Stop Words Removal
A stop list is a list of commonly repeated features which appear in every text document. The
common features such as pronouns he, she, it and conjunctions such as and, or, but etc. need to
be removed because they do not have effect on the categorization process (i.e., each feature should
be removed when it matches any feature in the stop words list). For the same reason, if the
feature is a special character or a number then that feature should be removed.
E. Stemming
Stemming is the process of removing affixes (prefixes and suffixes) from features. This process
is used to reduce the number of features in the feature space and improve the performance of the
classifier when the different forms of features are stemmed into a single feature.
For example: (convert, converts, converted, converting)
From the above example, the set of features is conflated into a single feature by removal of the
different suffixes -s, -ed, -ing to get the single feature convert.
There are different types of the stemming algorithms; some of them can produce incomplete
stems which don't have meaning.
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One of the most common stemming algorithms uses a set of rules to remove suffixes from
features, this process continues until none of the rules apply. This algorithm has some drawbacks
such as it is not limited to produce feature stems, for example, "revival" becomes "reviv". And it
does not deal with prefixes completely, so "relevant" and "irrelevant" remain as unrelated
features.
Another type of the stemming algorithms has a large set of suffixes. This type gives priority to
the longest suffix which exists in the set of suffixes; the suffixes can be removed by applying a set
of rules. The main drawbacks of this type are that it is time consuming, and many suffixes are
not available in the set of suffixes.
The proposed system implements the stemming process by applying a set of rules in specific
way. The rules of the stemming process are as follows:





All prefixes are removed from features, if the prefix exists in features.
The stemming process uses a lexicon to find the root for each irregular feature. Where
the lexicon has four irregular tables (irregular verb, irregular noun, irregular adjective
and irregular adverb), each table has some fields which represent conjugate of each
feature such as the irregular verb table has (the verb root, past, past participle, present
participle and plural) fields. If the feature matches any feature in the fields of the
irregular tables then that feature should be converted to its stem (root) form which
exists in the first field of each irregular table.
When the only difference among the similar features in the first characters is (-s, -d, -es,
-ed, -ly, -er, -ar, -ing, -ance, -ence, -tion, -sion or any other suffixes), then these features
are conflated under the shortest one among them. The weight of the shortest feature
results from summing the frequencies of the conflated features.

F. Dimensionality Reduction
Even after the non-informative features removal and the stemming process, the number of
features in the feature space may still be too large. Among these features, some features may be
unuseful to the categorization task and sometimes decrease accuracy. Such features can be
removed without affecting the classifier performance.
The large number of features may affect the classifier learning because most machine learning
algorithms which are implemented on text categorization cannot deal with this huge number of
features.
Dimensionality reduction of the feature space can be done by feature selection and feature
extraction.
Dimensionality reduction by feature selection deals with several methods for features selection.
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These methods are applied to reduce the size of the full feature set. Most feature selection
methods suffer from time-consuming which is considered a critical problem in text categorization
system.
Dimensionality reduction by feature extraction is to create a small set of artificial features from
original feature set. The main cause for using artificial features is the problems of polysemy,
homonymy and synonymy; the words may not be the optimal features.
For the above reasons, the proposed system does not use the dimensionality reduction by
feature selection or feature extraction; it uses specific thresholds (10%, 8%, 6% and 4%) to reduce
the number of features in the feature space for each input text document (i.e., the features are
selected from features that derived from the stemming process, whose frequencies equal or larger
than 10%, 8%, 6% or 4% of the number of derived features from the stemming process) and in the
learning process, it stores the resulted features which represent the input text document in one of
the database tables which represent the sub-categories for each main category based on the subcategory for that text document and stores the weights of the resulted features under any
frequency field (i.e., Freq. >= 10%, 8%, 6% or 4%) of that database table based on the frequency of
these features in the input text document. But in the testing process, it stores the resulted
features in a list which contains all features that represent the input text document.
G. The Learning \ Categorization Technique for Text Categorization - Rough Set Theory
A classifier can be built by learning the features which represent all the training text
documents for each sub-category of main categories, after that the classifier becomes ready to
classify any test text document into a suitable main category and sub-category based on the
content of that text document.
Rough set theory has been successfully applied to machine learning. This theory is a supervised
categorization technique, because the categories of the training text documents are already
known in advance.
A pair of precise concepts from the rough set theory that are called the lower and upper
approximations have been used to classify the test text documents into one or more of main
categories and sub-categories. When the test text document is given to the trained classifier; it
should predict the correct main category and sub-category for that text document.
The testing set with 100 text documents was categorized into 4 categories and a number of subcategories which belong to the first three categories (Computer Science, Mathematics and
Physics) such as Computer Science includes 4 sub-categories (Artificial Intelligence, Database,
Image Processing, Security), Mathematics includes 3 sub-categories (Algebra, Numerical
Analysis, Statistics) and Physics includes 2 sub-categories (Laser and Materials). The proposed
system does not only deal with text documents in these categories, but it also deals with any text
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document in any topic.
All the steps that were applied to the training text documents should be applied to the test text
documents such as tokenization, vector space model, stop words removal, stemming and
dimensionality reduction.
After applying all the previous steps to the test text documents, a set of distinct features which
represents the test text document is obtained.
1. Upper approximation: It is the intersection between the features which represent the test
text document and the features in any database table, that have a frequency under any frequency
field (i.e., Freq. >= 10%, 8%, 6% or 4%) of that database table which represent the sub-category of
main categories. The resulted features represent a set of upper approximation features.
2. Lower Approximation: It is the intersection between the features which represent the test
text document and the features which appear in only one database table, that have a frequency
under any frequency field (i.e., Freq. >= 10%, 8%, 6% or 4%) of that database table which
represents the sub-category of main categories. The resulted features represent a set of lower
approximation features.
The difference between the upper and lower approximations for the set of features is called the
boundary region for that set.
The accuracy of approximation can be measured by computing the ratio between the lower and
upper approximations for the set of features which represents the test text document, when the
accuracy value equals to 1 then the above set of features is called Crisp, but when the accuracy
value less than 1 then the above set of features is called Rough.
H. Classified Text Document
After applying all the steps to represent the test text documents (i.e., to convert the test text
documents into compact representation of their contents) and implementing the lower and upper
approximations concepts from the rough set theory to their representation, the trained classifier
should predict the correct main categories and sub-categories for these text documents.
I. Performance Evaluation for a Classifier
The performance of the proposed system can be measured by calculating its efficiency (i.e.
average time required to build a classifier from a set of the training text documents and average
time required to classify any test text document by the classifier) and its effectiveness (i.e. the
classifier ability to give the correct classification). The learning time for building the classifier is
shown in Figure 2. The average of the testing time for classifying of the test text documents is
shown in Figure 3.
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There are many metrics to evaluate the effectiveness of the proposed system. The most common
are accuracy, error rate, precision and recall [21]. The results of calculating Precision and Recall
are shown in Table 1.
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FIGURE 2: THE LEARNING TIME FOR BUILDING THE CLASSIFIER
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FIGURE 3: THE AVERAGE OF THE TESTING TIME FOR CLASSIFYING OF THE TEST TEXT DOCUMENTS

1. Accuracy (Ac): Is the ratio between the number of text documents which were correctly
categorized and the total number of documents.
=

(6)

Where TPi (true positives) is the number of text documents correctly classified in category ci,
TNi (true negatives) is the number of text documents correctly classified as not belonging to
category ci, FPi (false positives) is the number of text documents incorrectly classified in category
ci, and FNi (false negatives) is the number of text documents incorrectly classified as not
belonging to category ci [21].
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2. Error rate (E): Is the ratio between the number of text documents which were not
correctly categorized and the total number of text documents.
= 1−

=

(7)

3. Precision (P): Is the percentage of correctly categorized text documents among all text
documents that were assigned to the category by the classifier.
=

(8)

4. Recall (R): Is the percentage of correctly categorized text documents among all text
documents belonging to that category.
=

(9)

TABLE 1. THE RESULTS OF CALCULATING PRECISION & RECALL FOR THE PROPOSED SYSTEM.
Main Categories
Computer Science

Mathematics
Physics

Sub-categories
Artificial Intelligence (AI)
Database (DB)
Image Processing
Security
Algebra
Numerical Analysis
Statistics
Laser
Materials

Unknown

Precision
100%
95.65%
100%
83.33%
100%
100%
95.23%
100%
100%
100%

Recall
100%
100%
94.73%
95.23%
100%
100%
90.90%
100%
100%
100%

The performance evaluation for each category is shown in Figures 4, 5 and 6.
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FIGURE 4. THE PERFORMANCE EVALUATION FOR COMPUTER SCIENCE CATEGORY.
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FIGURE 5. THE PERFORMANCE EVALUATION FOR MATHEMATICS CATEGORY.
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FIGURE 5. THE PERFORMANCE EVALUATION FOR MATHEMATICS CATEGORY.
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The below Algorithm illustrates the main behavior of the proposed system.

Input: D1, D2,….,Dm (Different Text Documents), C1, C2,….,Cn (specific categories)
Output: Classified Text Document
Begin
For each category Ci Do
For each Text Document Dj for Ci Do
Split Dj into features  Fj
Remove stop words, number and special characters from Fj  Tj
Give frequency equal to 1 for Tj  Ftrj, Ftr_freqj
Make stemming and some morphology processing for Ftrj and increase frequency for Ftr_freqj
 Short_Ftrj, short_Ftr_Freqj
Make Dimensionality Reduction for Short_Ftrj DRj
Add DRj in DB (database) for Ci

End For
Compute Upper Approximation for Ci using the following equation
X = { x | [x]B ∩ X ≠ ∅}
Compute Lower Approximation for Ci using the following equation
X = { x | [x]B  X }
Compute the Percentage between Upper Approximation for Ci and DRj for Dj, the highest
Percentage represent the correct category for Dj
Compute accuracy for Ci using the following equation
( )=

End For
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End

VI. CONCLUSION
The categorization techniques cannot directly process the text documents in their original form,
so each input text document should be converted into compact representation of its content by
using the preprocessing steps which include (tokenization, vector space model, stop words
removal, stemming and dimensionality reduction).
The stemming process can be implemented by applying a set of rules in specific way instead of
chopping off the characters blindly and producing stems that don't have meaning. So the similar
features are conflated under a single feature, thereafter when the only difference among the
similar features in the first characters is (-s, -d, -es, -ed, -ly, -er, -ar, -ing, -ance, -ence, -tion, -sion
or any other suffixes) then these features are conflated under the shortest one among them. The
weights of the single feature and shortest feature result from summing the frequencies of the
conflated features under them.
The size of the feature space is not reduced by implementing the feature selection methods such
as (mutual information, information gain, etc.) because these methods reduce the size of the full
feature set and are time consuming. So the proposed system implements specific thresholds (10%,
8%, 6% and 4%) to reduce the size of the feature space for each input text document based on the
frequency of each feature in that text document, the resulted features represent that input text
document.
The rough set theory is a supervised categorization technique; it is used for building the text
categorization model by learning the properties of a set of pre-classified text documents for each
sub-category of main categories. Thereafter, the model uses a pair of precise concepts from the
rough set theory that are called the lower and upper approximations to classify any test text
document into one or more of main categories and sub-categories, because the system deals not
only with the main categories, but also with a number of sub-categories for each main category.
When the rough set theory concepts are used in the proposed system, the results of the system
reach to 96% when it is applied to a number of test text documents for each sub-category of main
categories.
The proposed system computes for each test text document in the set of the test text documents
the testing time based on the size of each text document in that set. Thereafter, the average of
that time is computed for all test text documents, which ranges from 5 to 14 Sec.
The proposed system computes for each sub-category from the training text documents the
learning time based on the size of each text document in that sub-category. The above time
ranges from 215 to 494 Sec. for all sub-categories.
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Abstract
This paper presents a hybrid approach for solving null values problem; it hybridizes rough set theory with
intelligent swarm algorithm. The proposed approach is a supervised learning model. A large set of
complete data called learning data is used to find the decision rule sets that then have been used in solving
the incomplete data problem. The intelligent swarm algorithm is used for feature selection which represents
bees algorithm as heuristic search algorithm combined with rough set theory as evaluation function. Also
another feature selection algorithm called ID3 is presented, it works as statistical algorithm instead of
intelligent algorithm. A comparison between those two approaches is made in their performance for null
values estimation through working with rough set theory. The results obtained from most code sets show
that bees algorithm better than ID3 in decreasing the number of extracted rules without affecting the
accuracy and increasing the accuracy ratio of null values estimation, especially when the number of null
values is increasing.

Key Words
Bees’ Algorithm, Incomplete Databases, Null Values Problem, Rough Set.

I. INTRODUCTION
Most of the real world databases are characterized by an unavoidable problem of
incompleteness, in terms of missing or erroneous values. A variety of different reasons result in
introduction of incompleteness in the data. Examples include manual data entry procedures,
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incorrect measurements, equipment errors, and many others. Existence of errors, and in
particular missing values, makes it often difficult to generate useful knowledge from data, since
many of data analysis algorithms can work only with complete data [1].
Many methods has been used to solve incompleteness or data missing problem, case deletion,
prediction rules, substitution, hot/cold deck imputation, linear regression, decision trees and
multiple imputations [2].
The approach in this paper composed of two main parts; learning and testing. The input to
learning stage is a set of complete data and a decision attribute, while the output is a set of
decision rules leads to the given decision in the right side of the rule. The rule extraction
methodology used, depends on rough set theory in writing decision rules, certain rules with
confidence equals to one can be corresponded from rough set lower approximations, and possible
rules with confidence greater than zero can be found from the boundary regions of rough sets.
The bees algorithm is a population-based search algorithm inspired by the natural foraging
behavior of honey bees [3].
The proposed approach uses bees algorithm as intelligent swarm algorithm for attribute
selection depending on evaluation function provided by rough set theory. Also, the paper presents
ID3 decision tree induction algorithm as statistical algorithm for feature selection instead the
intelligent algorithm to make comparison between them in performance through working with
rough set theory.
The ID3 decision tree induction algorithm uses a selection function in selecting the root
property or attribute of the tree or the current sub-tree. The selected attribute will be considered
as the left hand side conditional attribute of the generated rules. Rules will be written using
rough set theory and then another attribute using the evaluation function in Bees algorithm or
the selection function of ID3 will be selected till the set of the selected attributes represents a
reduct.
Reduct is the minimal subset of attributes that enables the same classification as the whole set
of attributes. So, reduct has been used as a stopping condition for the proposed approach, in other
word stopping the selection and writing rules operations while the set of left hand side attribute
represents a reduct.
Section two of this paper shows the related works and section three explains rough set theory,
while ID3 and bees algorithm are explained in section four. Section five presents the proposed
approach and finally section six and seven shows the Experimental results and conclusions.

II. RELATED WORKS
Sadiq, Chawishly and Sulaka [4], presented a hybrid approach for solving null values problem,
it hybridized rough set theory with Iterative Dichotomiser 3 (ID3) decision tree induction
algorithm, Large set of complete data called learning data is used to find the decision rule sets
that have been used in solving the incomplete data. Chiu, Wei & Lee [5], proposed a Compounded
Particle swarm Optimization (CPSO) clustering approach for the missing value estimation.
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Normalization methods were first utilized to filter outliers and to prevent some attributes from
dominating the clustering result. Then the K-means algorithm and reflex mechanism were
combined with the standard Particle Swarm Optimization (PSO) clustering so that it can quickly
converge to a reasonable good solution. An iteration-based filling-in value scheme was utilized to
guide the searching of CPSO clustering for the optimal estimate values. Marwala [2], proposed a
method that combines the use of multi-layer auto associative neural networks with genetic
algorithms to approximate missing data. A genetic algorithm was used to estimate the missing
values by optimizing an objective function. Also Marwala [2], presented a data imputation
method, based on rough set computations. Characteristic relations were introduced that describe
incompletely specified decision tables and then these were used for missing data estimation. It
has been shown that the basic rough set idea of lower and upper approximations for incompletely
specified decision tables may be defined in a variety of different ways. Gómez, Bello, Puris &
García [6], proposed a new approach to Swarm Intelligence called Two-Step Swarm Intelligence.
They Presented Ant Colony Optimization and Particle Swarm Optimization as searching
algorithms combined with evaluation function based on rough set theory for feature selection
problem. The feature selection is based on the reduct concept of the Rough Set Theory. Chen &
Hsiao [7], presented a new method for estimating null values in relational database systems
based on automatic clustering techniques. Chen & Huang [8], presented a new method to
generate weighted fuzzy rules from relational database systems for estimating null values using
genetic algorithms (GAs), where the attributes appearing in the antecedent part of the generated
fuzzy rules have different weights. Chen & Yah [9], presented a fuzzy concept learning system
(FCLS) algorithm to construct fuzzy decision trees from relational database systems and to
generate fuzzy rules from the constructed fuzzy decision trees. Based on the generated fuzzy
rules, they presented a method for estimating null values in the relational database system.

III. ROUGH SETS THEORY
Rough set theory was developed by zdzislaw pawlak, in the early 1980's. It deals with the
classificatory analysis of data tables. The data can be acquired from measurements or from
human experts. The main goal of the rough set analysis is to synthesize approximation of
concepts from the acquired data [10].
The rough set approach seems to be of fundamental importance to artificial intelligent and
cognitive sciences, especially in the areas of machine learning, knowledge acquisition, decision
analysis, knowledge discovery from databases, expert systems, inductive reasoning and pattern
recognition [11]. Rough sets can be used separately but usually they are used together with other
methods such as fuzzy sets, statistic methods, genetic algorithm etc. The rough sets theory uses
different approach to uncertainty. As well as fuzzy sets this theory is only part of the classic
theory, not an alternative [12].
A. Theory Fundamentals
A data set is represented as a table, where each row represents an object. Every column
represents an attribute that can be measured for each object; this table is called an information
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system. More formally, Let A = (U, A), where U is a non-empty finite set of objects called the
universe and A is a non-empty finite set of attributes then with any B ⊆A there is associated an
equivalence relation INDA(B):
IND ( ) = ( ; ′ ) ∈

∣∀

( ) = ( ′)

∈

(1)

INDA(B) is called the B-indiscernibility relation. If (x, x') ∈ INDA(B), then objects x and x' are
indiscernible from each other by attributes from B. The equivalence classes of the Bindiscernibility relation are denoted [x]B [10].
Now approximations can be defined as follows:
B∗ ( ) = { ∈ [ ] ∶ [ ] ⊆ }
∗(

)={ ∈[ ] ∶[ ] ∩

(2)

≠ ∅}

(3)

Assigning to every subset X of the universe U two sets B*(X) and B*(X) called the B-lower and the
B-upper approximation of X, respectively. The set
BN ( ) = B ∗ ( ) − B∗ ( )

(4)

will be referred to as the B-boundary region of X. If the boundary region of X is the empty set,
i.e., BNB(X) = , then the set X is crisp (exact) with respect to B; in the opposite case, i.e., if
BNB(X)  , the set X is rough (inexact) with respect to B [13].
Rough set can be also characterized numerically by the following coefficient
| ∗( )|
∗ ( )|

α ( )=
|

(5)

Called the accuracy of approximation, where |X| denotes the cardinality of X ≠ Ø. Obviously 0 ≤
αB(X) ≤ 1. If αB(X) = 1, X is crisp with respect to B (X is precise with respect to B), and otherwise,
if αB(X) < 1, X is rough with respect to B (X is vague with respect to B) [10].
B. Attributes Dependency
A set of attributes D depends totally on a set of attributes C, denoted C ⇒ D, if all values of
attributes from D are uniquely determined by values of attributes from C.
Formally dependency can be defined in the following way. Let D and C be subsets of A. We will
say that D depends on C in a degree k (0 ≤ k ≤ 1), denoted C ⇒ k D, if
k=

(C, D) =

( )|

|

| |

(6)

Where
(D) = ⋃
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Called a positive region of the partition U/D with respect to C, is the set of all elements of U that
can be uniquely classified to blocks of the partition U/D, by means of C:
If k = 1 we say that D depends totally on C, and if k < 1, we say that D depends partially (in a
degree k) on C.
The coefficient k expresses the ratio of all elements of the universe, which can be properly
classified to blocks of the partition U/D; employing attributes C and will be called the degree of
the dependency [10].
C. Reduction of Attribute
Reduct is the minimal set of conditional attributes that observe the degree of dependency. In a
different way we can say, that it is a subset of original conditional attributes that enables us to
make the same decision [12].
( , ) (a)

=

( ( , )

(

{ }, ))

( , )

=1−

(

{ }, )
( , )

(8)

Denoted by σ(B), if C and D are understood, where B is a subset of C:
If B is a reduct of C, then  (C - B) = 0, i.e., removing any reduct complement from the set of
conditional attributes enables to make decisions with certainty, whatsoever [10].
D. Decision Rules
Let I = (U , A ∪{d}) be a decision system. Any implication of the form: [14].
(a

= v ) ⋀ … ⋀ (a

= v ) ⇒ (d = k)

(9)

Where, aij  A and vj  Vaij, is called a decision rule for the k–th decision class. Any decision rule
r of the above form can be characterized by the following parameters: [14]





Length (r)= the number of descriptors in the premise of r;
[r] = carrier of r, i.e., the set of objects satisfying the premise of r;
Support (r)= number of objects satisfying the premise of r;
Confidence (r) = the measure of truth of the decision rule,
Con idence (r) = card ([r] ∩ CLASS )/card ([r])

(10)

The lower approximation corresponds to certain rules while the upper approximation to possible
rules (rules with confidence greater than 0) for X. The B-lower approximation of X is the set of all
objects, which can be with certainty classified to X using attributes from B. The set U – B*X is
called the B-outside region of X and consists of those objects, which can be with certainty
classified as not belonging to X using attributes from B. The set BNB(X) = B*X − B*X is called
the B-boundary region of X thus consisting of those objects that on the basis of the attributes
from B cannot be unambiguously classified into X [15]. In data mining, we are interested in
searching for short, strong decision rules with high confidence [14].
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IV. TWO DIFFERENT ALGORITHMS WORK WITH ROUGH SET THEORY
A. Bees algorithm
The bees algorithm is a population-based search algorithm inspired by the natural foraging
behavior of honey bees first developed in 2005. In its basic version, the algorithm starts by scout
bees being placed randomly in the search space. Then the fitnesses of the sites visited by the
scout bees are evaluated and bees that have the highest fitnesses are chosen as “selected bees”
and sites visited by them are chosen for neighborhood search. Then, the algorithm conducts
searches in the neighborhood of the selected sites, assigning more bees to search near to the best
e sites. Searches in the neighborhood of the best e sites are made more detailed by recruiting
more bees to follow them than the other selected bees. Together with scouting, this differential
recruitment is a key operation of the bees algorithm. The remaining bees in the population are
assigned randomly around the search space scouting for new potential solutions. These steps are
repeated until a stopping criterion is met. At the end of each iteration, the colony will have two
parts, those that were the fittest representatives from a patch and those that have been sent out
randomly. The algorithm performs a kind of neighborhood search combined with random search
and can be used for both combinatorial and functional optimization [3]. Figure 1 shows the
pseudo code of basic bees algorithm [16].

1. Initialise population with random solutions.
2. Evaluate fitness of the population.
3. While (stopping criterion not met) //Forming new population.
4. Select sites for neighbourhood search.
5. Recruit bees for selected sites (more bees for best e sites) and evaluate
fitnesses.
6. Select the fittest bee from each patch.
7. Assign remaining bees to search randomly and evaluate their fitnesses.
8.

End While.

FIGURE.1: PSEUDO CODE OF THE BASIC BEES ALGORITHM
Bees algorithm has found many applications in engineering including training neural
networks for pattern recognition, forming manufacturing cells, scheduling jobs for a production
machine, finding multiple feasible solutions to a preliminary design problem, data clustering,
optimising the design of mechanical components, sequencing flow shops, and tuning fuzzy control
systems [17].
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B. The ID3 Decision Tree Induction Algorithm
Interactive Dichotomizer 3 or ID3, uses a basic tree induction algorithm that assigns an
attribute to a tree node based on how much information is gained from that node [18]. ID3
algorithm searches through the attributes of a dataset for the one that conveys the most
information about the desired target. If the attribute classifies the target perfectly, then it will
stop. Otherwise, the process is repeated recursively on the two or more subsets generated by
setting this "best" attribute to their states [19].
Given a universe of messages, M={m1,m2, … ,mn} and a probability, p(mi), for the occurrence of
each message, the expected information content of a message M is given by:
( )=

−P(

)

( (

)) (11)

Assume a set of training instances, C. if we select property P, with n values, this will partition C
into subsets, {C1, C2, . . . , Cn}. The expected information needed to complete the classification
after selecting P:
( )=

(|C |/|C|) ∗ (I[C ])

(12)

The gain from property P is computed by subtracting the expected information to complete the
classification from the total information content:
Gain(p) = I[ ] − E[P]

(13)

ID3 decision tree induction algorithm picks the property that provides the greatest
information gain as the root of the current sub-tree [20].

V. PROPOSED APPROACH
The proposed approach hybridizes rough set theory with intelligent swarm algorithm for
solving null values problem. This approach is a supervised learning model and large set of
complete data called learning data is used to find the decision rule sets that have been used in
solving the incomplete data problem. The intelligent swarm algorithm used for feature selection
and represents bees algorithm as heuristic search algorithm combined with rough set theory as
evaluation function. Also the paper uses id3 algorithm that works as statistical algorithm instead
of intelligent algorithm and made comparison between them in their performance for null values
estimation through working with rough set theory.
The proposed approach composed of many stages; coding, attributes selection, applying rough set
concepts, rule generating algorithms and finally the estimation process, Figure 2 show the
framework of components of the proposed approach.
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FIGURE 2: FRAMEWORK OF THE DATA MISSING SOLUTION APPROACH
A. Coding
Coding is the first stage of the system that applies on a completed learning database, from
which the rules will be extracted. In this stage the data set is converted from its real values into
codes equivalent to specified ranges, which its values belong to. We made four sets of coding
which were different by the number of classes and ranges to show their effect on the system.
B. Feature Selection
In feature selection function each attribute will considered as decision and the other attributes
as conditions. When an attribute is selected as a decision, the other attributes enters the
selection function. Two different feature selection algorithms were used, they are discussed
bellow.
1. Intelligent Algorithm: The proposed approach uses bees algorithm as heuristic search
algorithm combined with evaluation function provided by rough set theory in discovering the
most effective attribute in classifying the universe of learning data to the given decision by
selecting the attribute that provide highest dependency about the decision. The dependency
function of rough set theory computes the importance of each condition attribute by calculate its
dependency with the decision attribute, the best attribute which gives highest dependency ratio.
2. Statistical Algorithm: In order to measure the performance of intelligent algorithm, we
used ID3 decision tree induction algorithm as statistical algorithm for feature selection instead
the intelligent algorithm. The ID3 decision tree induction algorithm uses a selection function in
selecting the root property or attribute of the tree or the current sub-tree. This selection function
think of each attribute of an instance as contributing a certain amount of information to its
classification. ID3 measures the information gained by making each attribute the root of the
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current sub-tree, Then It picks the attribute that provides the greatest information gain.
The selected attribute will be considered as the left hand side conditional attribute of the
generated rules, rough set approximations are found in the next stage and rules are written in
that level. Then, the next attribute that provides the highest dependency in bees algorithm or
greatest information gain in ID3 algorithm after adding it to the previous selected attribute, will
be selected and added to the set of conditional attributes and another set of decision rules will be
obtained, and so on.
C. Apply rough set theory
Applying rough set theory is the next stage in the system that find the lower and upper
approximation sets necessary to write the decision rules. The main operations of this stage are:
1. Rule generation: Rule generation is the core of the system. The rules in the algorithm are
extracted from the lower approximations (rules of confidence equal to one) and the boundary
regions (rules of confidence less than one). The extracted rules from rule generation are saved in
a decision rules sets to be used in the estimation process. Eight decision rule sets have been
written while using four different sets of coding in the first stage of the approach for each feature
selection method. The rule generation continues selecting a left hand side attributes using one of
feature selection algorithms and writing decision rules using rough set approximations till the
set of the conditional attributes on the left hand side represents a reduct for the current decision.
2. Reduction: Reduct is the minimal subset of attributes that enables the same classification
of elements of the universe as the whole set of attributes. In other words, attributes that do not
belong to a reduct are superfluous with regard to classification of elements of the universe. So,
reduct has been used in the proposed approach in writing a stopping condition to prevent adding
the unuseful attributes to the set of left hand side conditional attributes of the rules. Reduct is
happen when the ratio of calculating the dependency of the selected conditional attributes with
the decision to the dependency of all conditional attributes with the same decision equal one. The
main goal of applying this reduction on the system is to make the extracted rule sets minimal as
possible without decreasing the accuracy of the estimated values founded by testing the rules.
D. Estimation
The rules of the decision rule sets are applied on the testing data which is the set of data kept
for testing and evaluating the proposed system by changing some observed values with null
values, estimating these values using the extracted decision rules, and finally comparing the
estimated values with the observed values. The result from the operations above is a set of
complete data without missingness.
Figure 3 shows an algorithm that illustrates the main behavior of the training process using
bees algorithm and rough set theory.
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Input: (decision features list, complete information system, number of
Output: rule sets for estimating missing values
Begin

bees (codition features), number of nectar positions)

- For each decision feature in decision features list do
Initially send randomly one bee only to each nectar position
Repeat
Compute fitness for each nectar position using rough set function and select the best one.
Add the bee of selected position that got highest amount of nectar to the best bees list (feature selection list).
Send all of the best bees from the selected nectar position to all other positions (neighborhood search).
Compute fitness for each nectar position using rough set function and select the best one
Retrieve from all positions only the bees that get less amounts of nectar than the better one in selected nectar position to search
randomly in the next step for another bee that can get largest amount of nectar.
Send one bee (random search) to all positions that (contain number of bees as the same as the number of best bees in the best bees list
or less ) and (the amount of their nectar that gotten by number of available bees must not equal to the amount that get by all bees .
Until the amount of nectar that gotten by the best bees in best bees list equal to the amount that gotten by all bees(reduct state).
Initialize the set of chosen attributes B.
For i = 0 to length of selected features(bees) -1
Add selected feature of i to B
Find the equivalence classes of the d-indiscernibility relation denoted [x]d
For each class X = [x]d
find the rough set approximations
B*(X) = {x  [x]B : [x]B  X}
B*(X) = {x  [x]B : [x]B  X ≠ Ø}
And the boundary region BNB(X)=B*(X)-B*(X)
Write decision rule sets using the approximation sets
end For
end For
- end for
End

FIGURE 3: BEES ALGORITHM WITH ROUGH SET THEORY
VI. EXPERIMENTAL RESULTS
A weather information database has been chosen to apply the proposed approach on, the
information needed to built such a database have been taken from general directorate of
meteorology and seismology/baghdad as a set of microsoft excel sheets containing information
about baghdad city weather since january, 1990 till 2011 except (2001, 2002, 2003 and 2004)
because they are missing from the source.
In order to separate the data used in learning level from this used in testing, The data from
1991 to 2010 have been considered as training data in learning process after converting it to
microsoft access database, while the information of 1990 and 2011 have been used in testing
level.
The database consist of a table of 192 tuples and thirteen attributes named real info, the
attributes are; year, month, dust_storm for dust storm, suspend_dust for suspend dust,
rising_dust for rising dust, rain, sun_shine for sun shine, dry_temp for dry temperature,
max_temp for maximum temperature, min_temp for minimum temperature, humidity,
evaporation and pressure.
Visual basic.net is the programming language used in implementing the proposed approach.
The system interface seems like an ordinary form used for entering weather information data,
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but this form differs by its ability of distinguishing the missing fields and solving them, even if
there are multiple missing fields. Figure 4 shows system interface.

FIGURE 4: SYSTEM INTERFACE
When the user fills out the text fields by data and clicks on (save or edit) data button, the
system starts checking all the filled fields one by one, if there is no problem in the data a new
tuple will be (entered or update if exist), else, if any noisy or unacceptable data are entered, a
message will appear to the user showing the number of missing or unacceptable values and
asking for estimating these fields now or cancel estimation at this time to check them by the
user. The operation of estimating the values of missing fields gives the user the option of
selecting the used algorithm in the estimating process.
In order to assess the system and compare the two algorithms, three parameters are
calculated; rule set size, rule set complexity and Accuracy of estimation. Before examining these
parameters, it’s worth indicating that some of decision attributes are not depending on available
condition attributes in a sufficiently manner, in other words, some attributes are good as
condition attributes but aren’t good as decision attributes, therefore, we used dependency
function provided by rough set theory to select the best six decision attributes and the result
show that (dry temperature, max temperature, min temperature, humidity, evaporation and
pressure) are the best of all attributes. Also we used 100 nectar positions as an input in bees
algorithm.
Rule set size is the number of rules belonging to the rule set. As an evaluation made using rule
set size parameter, figure 5 shows the overall rule sets size generated by each algorithm using
the best set of coding.
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FIGURE 5: RULE SET SIZE
Rule set complexity is the number of conditional attributes on the left-hand side of the rules
(rule length). The overall complexity of the rule sets generated by each algorithm for the
decisions is calculated. Figure 6 represents the complexities of the rules generated by each
algorithm using the best set of coding.

FIGURE 6: RULE SET COMPLEXITY
Finally the accuracy of estimation is the ratio of nulls (missing fields) that successfully
estimated by the rules to the all missing values. This parameter is calculated by; observing the
values of a number of fields in the dataset specialized for testing, making these fields of data
missed randomly, calculating the values estimated for them by the system, comparing the real
data observed with the estimated data and finally calculating the ratio of the values correctly
estimated (accuracy of estimation). This test has been done for 24 records of testing data in six
levels using the best set of coding (see figure 7):
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FIGURE 7: ACCURACY OF ESTIMATION








Calculating the accuracy of estimation when a single null found randomly within each
record of testing data: In ID3 the 91.6% of the tested null values were approximately
estimated and 87.5% of them were absolutely true estimated. Bees algorithm increased
those ratios by making 91.6% of testing null values as absolutely true estimated, while
95.9% of null values were approximately estimated.
Calculating the accuracy of estimation when two nulls found randomly within each
record of testing data: In this case 77.08% of the null values were absolutely true
estimated by ID3, and 91.6% of the tested null values were approximately estimated,
while 92.7% of tested values were approximately estimated by Bees and 78.08% of them
were absolutely true estimated.
Calculating the accuracy of estimation when three nulls found randomly within each
record of testing data: In this case 87.8% of null values were approximately estimated
by ID3 and 72.22% of them were absolutely true estimated, in other case bees algorithm
also increases the absolutely true estimation to 73.61% and the approximate estimation
were 84.8% of the tested null values.
Calculating the the accuracy of estimation when four nulls found randomly within each
record of testing data: By using ID3, 78.2% of null values were approximately estimated
and 67.7% of them were absolutely true estimated, in other case bees algorithm made
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70.83% of null values as absolutely true estimated while 82.3% of null values were
approximately estimated.
Calculating the accuracy of estimation when five nulls found randomly within each
record of testing data: In this case 66.66% of the null values were absolutely true
estimated by ID3, and 75.9% of the tested null values were approximately estimated,
while 78.4% of nulls values were approximately estimated by Bees and 69.16% of them
were absolutely true estimated.
Finally, calculating the accuracy of estimation when six nulls found randomly within
each record of testing data: By using ID3 the 73.7% of tested null values were
approximately estimated and 63.19% of them were absolutely true estimated, in other
case bees algorithm made 65.27% of testing null values as absolutely true estimated
while 75.7% of null values were approximately estimated.
VII. CONCLUSIONS

The rules, resulted from the system were evaluated and the following points are concluded:













Classifying data with large number of features during the training process is time
consuming task that doesn’t produce consistent results.
Bees algorithm reduces the number of selecting features (reduce the complexity) by
selecting only the most relevant to separating the different groups in a data collection.
Bees algorithm was better than ID3 in most of coding sets by restricting the total
number of rules without affecting the accuracy, in the best code set, bees algorithm
decreased the rule sets size from 4816 to 4808.
Rule set complexity or the number of conditional features on the left-hand side of the
rules is the same for both algorithms using the best code set.
In the case of one null value occurrence within each record of testing data using the best
code set, the proposed system that used bees algorithm had a higher performance than
ID3 by estimating 95.9% of the null values as an approximate estimation and 91.6% of
them as a true estimation. while ID3 algorithm decreased those ratios to 91.6% and
87.5% respectively .
By increasing the number of null values occurred within each record of testing data, the
accuracy rate of estimation is decreased. In the case of two null values occurrence
within each record of testing data using the best code set, the proposed system also had
a higher performance than ID3. It made 92.7% of the null values as approximately
estimated while 78.08% of them as absolutely true estimated. ID3 algorithm decreased
those ratios to 91.6% and 77.08% respectively.
When the number of null values occurred within each record of testing data increased
to three using the best code set, the proposed system also had a higher performance
than ID3 by estimating 84.8% of the null values as an approximate estimation and
73.61% of them as a true estimation while ID3 algorithm made those ratios 87.8% and
72.22% respectively.
All coding sets show the bees algorithm is better than ID3 in accuracy of null value
estimation when the number of null values is increasing in each record of the table.
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The results from most of coding sets show that bees algorithm is better than ID3
algorithm in accuracy of estimation for all number of null values.
Bees algorithm more efficient than Id3 through working with rough set in extracting
minimal rule sets because it decreases the rule sets size. Also, it increases the Accuracy
of estimation.

REFERENCES
[1] Farhangfar, A., Kurgan, L., & Pedrycz,W. (2004). “Experimental analysis of methods for imputation of
missing values in databases”. Proc. SPIE 5421, Intelligent ComputingIntelligent Computing: Theory
and Applications II, Orlando, FL.
[2] Marwala,T. (2009). “Computational iIntelligence for missing Data imputation, estimation, and
management: knowledge optimization techniques”, Information Science Reference, Hershey, New York.
[3] Aghazadeh, F., & Meybodi, M. (2011). “Learning bees algorithm for optimization”, International
Conference on Information and Intelligent Computing, IPCSIT vol. 18, IACSIT Press, Singapore.
[4] Sadiq, A. T., Chawishly, S. A., & Sulaka, N. J. (2012). ”Solving null values problem using intelligent
methods”, Journal of Advanced Computer Science and Technology Research, 2(2), 91-103.
[5] Chiu, H., Wei, T., & Lee, H. (2009). ”A novel approach for missing data processing based on
compounded PSO clustering”, Journal of WSEAS Transactions on Information Science and
Applications, 6(4), 589-600.
[6] Gómez, Y., Bello, R., Puris, A., & García, M. (2008). “Two step swarm intelligence to solve the feature
selection problem”, Journal of Universal Computer Science, 14(15), 2582-2596.
[7] Chen, S., & Hsiao, H. (2005). “A new method to estimate null values in relational database systems
based On automatic clustering techniques”, International Journal of Information Sciences, 169(1),
Elsevier, 47–69.
[8] Chen, S., & Huang, C. (2003). “Generating weighted fuzzy rules from relational database systems for
estimating null values using genetic algorithms”, Journal of IEEE Transactions on Fuzzy Systems,
11(4), 495 - 506.
[9] Chen, S., & Yeh, M. (1997). “Generating fuzzy rules from relational database systems for estimating
null values”, International Journal of Cybernetics and Systems, 28, Taylor & Francis, 695-723.
[10]Komorowski, J., Polkowski, L., & Skowron, A. (2006). “Rough sets: A tutorial”, Rough Fuzzy
Hybridization – A New Tend in Decision Making , (pp 3-98), S. K. Pal, A. Skowron, Eds., springer.
[11]Pawlak, Z. (2004). “Rough sets”, Institute of Theoretical and Applied Informatics, Polish Academy of
Sciences, ul. Bałtycka 5, 44 100 Gliwice, Poland.
[12]Jurka, P., & Zbořil, F. (2005). “Using rough sets in data mining”, Doctoral Degree Programme, Dept. of
Intelligent Systems, FIT, BUT.
[13]Pawlak, Z. (1992). “Rough sets theoretical aspects of reasoning about data”. Dordrecht Kluwer
Academic Publishers, Norwell, MA, USA.

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved
www.elvedit.com

91

International Journal of Advanced Computer Science and Information Technology
Volume 2, Issue 3, 2013, ISSN: 2296-1739

[14]Bazan, J., Son, N., Skowron, A., & Szczuka, M. (2003). “A view on rough set concept approximations”,
international conference on rough sets, fuzzy sets, data mining and granular computing (RSFDGrC),
Springer-Verlag Berlin Heidelberg, (pp. 181-188).
[15]Tripathy, H. K., Tripathy, B. K., & Das, P. K. (2008). “An intelligent approach of rough set in
knowledge discovery databases ”, International Journal of Electrical and Electronics Engineering , 2(5),
334-337.
[16]Pham, D.T., Ghanbarzadeh, A., Koç, E., Otri, S., Rahim, S., & Zaidi, M. (2006). "The bees algorithm–A
novel tool for complex optimization problems", In Proceedings of the Intelligent Production Machines
and Systems (IPROMS) Conference, (pp. 454-461).
[17]Pham, D.T., & Koc, E. (2010). ”Design of a two-dimensional recursive filter using the bees algorithm”,
International Journal of Automation and Computing, 7(3), 399-402.
[18]Berry, M. W., & Browne, M. (2006). ”Lecture notes in data mining”, World Scientific Publishing Co.
Pte. Ltd.
[19]Colin. A. (1996). "Building decision trees with the ID3 algorithm", Journal of Dr. Dobb's, URL:
www.ddj.com/architect/184409907.
[20]Luger, G. F. (2002). “Artificial intelligent, structures and strategies for complex problem solving ”,
Pearson Education, (4th ed.).

AUTHORS’ BIOGRAPHY
Ahmed T. sadiq was born in Baghdad at 1971. He has B.Sc., M.Sc. and Ph.D. in
Computer Science from University of Technology, Baghdad, Iraq, 1993, 1996 and 2000
respectively. Since 2003, he was Assistant Professor. At 2002-2003 he was head of
Artificial Intelligence Branch in Department of Computer Sciences. At 2003-2006 he was
Deputy Head of Scientific Affairs and Higher Education. He has more than 50 papers in
several areas of computer science especially in Artificial Intelligence, Data Security,
Image Processing and Data Mining. He was supervised on 48 M.Sc. Thesis and 14 Ph.D. Dissertation.

Mehdi G. Duaimi was born in Babylon, Iraq, 1968. He received his B.Sc., M.Sc., and Ph.D.
degrees, all in computer sciences from Nahrain University, Baghdad, Iraq at 1992, 1995,
and 2007 respectively. In 2009 he joined the University of Baghdad, where he is now an
instructor in the Department of Computer Sciences. During the 1999 – 2009 years, he was
at the Iraqi commission for computers and informatics - Baghdad where he worked as a
database designer and as an instructor. He has some publications related to data mining
and information retrieval. His current research interests include areas like data mining, databases and
artificial intelligence.
Samir A. Shaker was born in Baghdad at 1985. He has B.Sc. and M.Sc. in Computer
Science from University of Technology, Baghdad, Iraq in 2007 and from University of
Baghdad in 2012 respectively. Since 2008, he is Programmer in information technologies
center in ministry of environment. He is working as graphics designer and data bases
programmer. His current research is the first research that is interested in data mining,
databases and artificial intelligence.

Copyright © 2013 Helvetic Editions LTD - All Rights Reserved

www.elvedit.com

92

International Journal of Advanced Computer Science and
Information Technology (IJACSIT)
Vol. 2, No. 3, 2013, Page: 93-100, ISSN: 2296-1739
© Helvetic Editions LTD, Switzerland
www.elvedit.com

Outlier Detection in Stream Data by Machine
Learning and Feature Selection Methods

Authors
Hossein Moradi Koupaie
Advanced Informatics School, Universiti Teknologi Malaysia

Suhaimi Ibrahim
Advanced Informatics School, Universiti Teknologi Malaysia

Javad Hosseinkhani
Department of Computer Engineering/ Islamic Azad University, Zahedan
Branch

moradyhsnm@yahoo.com
Kuala Lumpur, Malaysia
suhaimiibrahim@utm.my
Kuala Lumpur, Malaysia
jhkhani@gmail.com
Zahedan, Iran

Abstract
In recent years, intrusion detection has emerged as an important technique for network security. Machine
learning techniques have been applied to the field of intrusion detection. They can learn normal and
anomalous patterns from training data and via Feature selection improving classification by searching for
the subset of features which best classifies the training data to detect attacks on computer system. The
quality of features directly affects the performance of classification. Many feature selection methods
introduced to remove redundant and irrelevant features, because raw features may reduce accuracy or
robustness of classification. Outlier detection in stream data is an important and active research issue in
anomaly detection. Most of the existing outlier detection algorithms has less accurate because use some
clustering method. Some data are so essential and secretary. Therefore, it needs to mine carefully even if
spend cost. This paper presents a framework to detect outlier in stream data by machine learning method.
Moreover, it is considered if data was high dimensional. This method is more accurate from other preferred
models, because machine learning method is more accurate of other methods.
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Outlier Detection, Stream Data, Framework, Support Vector Machine.
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I. INTRODUCTION
Outlier detection is the process of finding data objects with behaviors that are very different
from expectation. Such objects are called outliers or anomalies. Outlier detection is important in
many applications in addition to fraud detection such as medical care, public safety and security,
industry damage detection, image processing, sensor/video network surveillance and intrusion
detection [1, 2, and 10].
Intrusion detection systems (IDS) have become important security tools applied in many
contemporary network environments. They gather and analyze information from various sources
on hosts and networks in order to identify suspicious activities and generate alerts for an
operator. The task of intrusion detection is often analyzed as a pattern recognition problem-an
IDS has to tell normal from abnormal behavior. It is also of interest to further classify abnormal
behavior in order to undertake adequate counter-measures. An IDS can be modeled in various
ways. A model of this kind usually includes the representation algorithm (for representing
incoming data in the space of selected features) and the classification algorithm (for mapping the
feature vector representation of the incoming data to elements of a certain set of values, e.g.
normal or abnormal etc.). Some IDS, like models presented in [20], also include the feature
selection algorithm, which determines the features to be used by the representation algorithm.
Even if the feature selection algorithm is not included in the model directly, it is always assumed
that such an algorithm is run before the very intrusion detection process [19].
The quality of the feature selection algorithm is one of the most important factors that affect
the effectiveness of an IDS. The goal of the algorithm is to determine the most relevant features
of the incoming traffic, whose monitoring would ensure reliable detection of abnormal behavior.
Since the effectiveness of the classification algorithm heavily depends on the number of features,
it is of interest to minimize the cardinality of the set of selected features, without dropping
potential indicators of abnormal behavior. Obviously, determining a good set of features is not an
easy task. The most of the work in practice is still done manually and the feature selection
algorithm depends too much on expert knowledge. Automatic feature selection for intrusion
detection remains therefore a great research challenge [19].
There are many outlier directional methods in the literature and in practice. They categorize to
4 groups: Statistical Methods, Proximity-Based Methods, Clustering-Based Methods, and
Classification methods. Statistical methods (also known as model-based methods) make
assumptions of data normality. They assume that a statistical (stochastic) model generates
normal data objects, and that data not following the model are outliers. Proximity-based methods
assume that an object is an outlier if the nearest neighbors of the object are far away in feature
space, that is, the proximity of the object to its neighbors significantly deviates from the
proximity of most of the other objects to their neighbors in the same data set. Clustering-based
methods assume that the normal data objects belong to large and dense clusters, whereas
outliers belong to small or sparse clusters, or do not belong to any clusters. In Classification
methods Outlier detection can be treated as a classification problem if a training data set with
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class labels is available. The general idea of classification-based outlier detection methods is to
train a classification model that can distinguish normal data from outliers [3, 5, and 7].
Classification method is more accurate than other method. There is some algorithm in
classification method, but SVM method is better because although the training time of even the
fastest SVMs can be extremely slow, they are highly accurate, owing to their ability to model
complex nonlinear decision boundaries. They are much less prone to over fitting than other
methods. The support vectors found also provide a compact description of the learned model.
SVMs can be used for numeric prediction as well as classification [4, 6].

II. RELATED WORKS
Two main approaches to intrusion detection system are used namely misuse and anomaly
detection. Misuse detection is based on a description of known malicious activities. This
description is often modeled as a set of rules referred to as attack signatures. An anomaly
detection IDS looks for anomalies, meaning it thinks outside of the ordinary. It uses rules or
predefined concepts about “normal” and “abnormal” system activity (called heuristics) to
distinguish anomalies from normal system behavior and to monitor report on, or block anomalies
as they occur.
Various artificial intelligence techniques have been utilized in IDS. Machine learning as an
efficient technique has an inherent capacity to provide decision aids for the analysts and which
automatically generate rules to be used for computer network intrusion detection. Feature
selection, is a preprocessing step to machine learning of selecting a subset of relevant features for
building robust learning models.
To enhance the learning capabilities and reduce the computational intensity of competitive
learning, different feature reduction techniques based on Machine Learning have been proposed.
We compared three feature reduction techniques based on DT, FNT and PSO on KDD99 dataset.
A feature selection method finds smallest number of features that maximize the performance of
the pattern recognition system. There are three categories of feature selection methods,
depending on how they interact with the classifier: the wrapper, the filter and hybrid models
[21], [22]. The wrapper model uses learning algorithms performance in assessing and selecting
features [21], [22]. The filter model considers statistical characteristics of a data set directly
without involving any learning algorithm [21], [22]. The wrapper and the filter models have their
own advantages and disadvantages. The features selected by applying the wrapper model are
usually better adapted to a machine learning algorithm, which is chosen in advance for the
feature selection process. However, the wrapper model also requires more computational
resources than the filter model. When the number of features becomes very large, such as
intrusion detection systems, the filter model is more appropriate due to its computational
efficiency. In order to combine the advantages of both models, the hybrid model was proposed
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[21], [22]. In this research, we proposed a framework to outlier detection in stream data by
classification method. Classification method is more accurate that other methods.

III. PROPOSED FRAMEWORK
In proposed framework at first it is received stream data to Feature selection segment. This
segment considers data. If stream data is high dimensional, this segment select important
attributed from them and send to classification stream data segment. If data is not high
dimensional, it send data to classification stream data segment without doing Feature selection
algorithm on them. And, in next segment classify data by improved incremental SVM algorithm.
This algorithm supports two linearly separable and linearly inseparable stream data. At last in
extract outlier class segment. It is extracted outlier. Because stream data come continually, this
segment every period time gives a report about outliers.

A. Feature Selection Segment
There are five fetcher selection methods to apply:
Stepwise forward selection: The procedure starts with an empty set of attributes as the reduced
set. The best of the original attributes is determined and added to the reduced set. At each
subsequent iteration or step, the best of the remaining original attributes is added to the set [11].
Stepwise backward elimination: The procedure starts with the full set of attributes. At each
step, it removes the worst attribute remaining in the set [11, 12].
Combination of forward selection and backward elimination: The stepwise forward selection
and backward elimination methods can be combined so that, at each step, the procedure selects
the best attribute and removes the worst from among the remaining attributes [13].
Decision tree induction: Decision tree algorithms were originally intended for classification.
Decision tree induction constructs a flowchart like structure where each internal (nonleaf) node
denotes a test on an attribute, each branch corresponds to an outcome of the test, and each
external (leaf) node denotes a class prediction. At each node, the algorithm chooses the “best”
attribute to partition the data into individual classes. When decision tree induction is used for
attribute subset selection, a tree is constructed from the given data. All attributes that do not
appear in the tree are assumed to be irrelevant. The set of attributes appearing in the tree form
the reduced subset of attributes [13].
Because method of Decision tree induction is more accurate of other methods, it is used of this
method for fetcher selection.
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FIGURE 1: FRAMEWORK FOR OUTLIER DETECTION IN STREAM DATA

B. Classification Stream Data by Incremental SVM
A method of ordering linear and nonlinear data is Support vector machines (SVMs). In a case,
SVM is an algorithm and the function of it is as follows. To change the original training data into
a higher dimension, it applies a nonlinear mapping. It seeks for the linear ideal separating hyper
plane through this new dimension. A hyper plane can always separate the data into two classes
with a suitable nonlinear mapping to an appropriately high dimension. The SVM discovers this
hyper plane utilizing support vectors that is “essential” training tuples and margins which is
explained by the support vectors. “I’ve heard that SVMs have attracted a great deal of attention
lately. Why?” Vladimir Vapnik and colleagues Isabelle Guyon and Bernhard Boser (1992) have
done the first research on support vector machines since the groundwork for SVMs has been
around since the 1960s.
Even though the training time of SVMs is very extremely slow, they are very precise and can to
model compound nonlinear decision limitations. In compare to other methods, they are much less
predisposed to over fitting. The provision vectors also are a compressed explanation of the trained
model. SVMs also are able to utilize for numeric calculation along with classification. They have
been used for many areas such as object recognition, handwritten digit recognition, and speaker
identification.[14,15,16].
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FIGURE 2: ALGORITHMS FOR OUTLIER DETECTION IN STREAM DATA

In this study, it is proposed a method to finding outlier in stream data by incremental support
vector machine. The figure 2 shows this method. At first data enter in some batches sequentially.
Some sample select randomly of every batches data and clustering by k-mean method. Some
cluster is small and go away from other clusters are outliers. Outlier labeled by positive and
other data labeled by negative. In all of sample do this method. And all of data that are labeled
collect to a segment. Now on these data apply SVM method to finding suitable hyper plane for
classification. Next extract data that are positive label as outlier. This process applies for next
batch data that is entered.
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IV. CONCLUSION
Outlier detection is the process of finding data objects with behaviors that are very different
from expectation. Such objects are called outliers or anomalies. Outlier detection is important in
many applications in addition to fraud detection such as medical care, public safety and security,
industry damage detection, image processing, sensor/video network surveillance and intrusion
detection. Intrusion detection systems (IDS) have become important security tools applied in
many contemporary network environments. They gather and analyze information from various
sources on hosts and networks in order to identify suspicious activities and generate alerts for an
operator.
We have proposed a framework to outlier detection in stream data by classification method.
Classification method is more accurate that other methods. But it has more cost than other
method. Detecting outlier in stream data when data are important is so essential. In future work
we can optimize incremental SVM algorithm and prefer an effective feature selection algorithm
for more accurate and better time.
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Abstract
The fundamental and active research problem in a lot of fields is outlier detection. It is involved many
applications. A lot of these methods based on distance measure. But for stream data these methods are
not efficient. Most of the previous work on outlier detection declares online outlier and these have less
accuracy and it may be lead to a wrong decision. moreover the exiting work on outlier detection in data
stream declare a point as an outlier/inlier as soon as it arrive due to limited memory resources as
compared to the huge data stream, to declare an outlier as it arrive often can lead us to a wrong decision,
because of dynamic nature of the incoming data. The aim of this study is to present an algorithm to detect
outlier in stream data by clustering method that concentrate to find real outlier in period of time. It is
considered some outlier that has received in previous time and find out real outlier in stream data. The
accuracy of this method is more than other methods.

Key Words
Outlier Detection, Stream Data, Clustering Method, Efficient Algorithm.

International Journal of Advanced Computer Science and Information Technology
Volume 2, Issue 3, 2013, ISSN: 2296-1739

I. INTRODUCTION
Data mining, in general, deals with the discovery of non-trivial, hidden and interesting
knowledge from different types of data. With the development of information technologies, the
number of databases, as well as their dimension and complexity grow rapidly. It is necessary
what we need automated analysis of great amount of information. A data stream is an ordered
sequence of objects X1,..,Xn. The main difference between a traditional database and a data
stream management system (DSMS) is that instead of relations, we have unbounded data
streams. Applications, such as fraud detection, network flow monitoring, telecommunications,
data management, etc., where the data arrival is continuous and it is either unnecessary or
impractical to store all incoming objects.
Anomaly detection deals with detecting data elements from a data set which is different from
all the other data elements in a set. Anomalies can arise due to different reasons such as
mechanical faults, other changes in the system, fraudulent behavior, instrument error, human
error or natural deviation. Usually anomalous observations are more interesting and need excess
examination. It is not easy to define exactly what is an anomaly or an outlier. Traditional
methods for outlier detection can produce good results on stored static dataset. Traditional data
mining methods cannot be applied to streaming data efficiently as these methods are suitable for
the environment where the entire dataset is already available and algorithm can operate in more
than one pass. A general framework for mining data streams need small constant time per record
along with the minimum memory requirement, using at most one scan of data. As the nature of
data stream is unbounded the problem of mining outlier in data streams is often performed based
on certain times intervals, usually called windows [6, 7 and 17].
It is very difficult to collect labeled data for data mining and also new concept may come to
existent and others may get outdated in streaming data. In such a scenario unsupervised data
mining approaches are more feasible as compare to supervised approaches. Unsupervised outlier
detection approaches do not require class labels of objects and can detect unforeseen outlying
cases. Clustering based outlier mining methods are unsupervised in nature; do not require
knowledge of data in advance. Density based clustering methods can produce outlying objects
along with normal cluster. Partitioning based clustering methods can be used for distance based
outlier detection [20].
Recently, some data mining methods [21, 22] for a data stream have been actively introduced.
In the traditional database environment there is a lot of research towards outlier/ anomaly
detection. Among those Distance based approach first proposed by Knorr and Ng [23] and later
this approach is further extended in different scenarios. All these techniques are highly
dependent on the parameters provided by the users which is difficult in increasing
dimensionality, and the wrong choice can effect the results. Later LOF [24] and its extension [25]
although useful one, the computation of LOF values for every data objects require a large number
of nearest neighbor searches.
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The existing methods are either nearest neighbor based, which calculate the pair wise
distances in a specified neighborhood, which doesn’t suit in the environment of data stream, or
model based, which are specific for intrusion detection in network based data flow. Where a
profile or model is developed first and then incoming data is compared with the model to detect
abnormal data. Few researchers applied same techniques and methods for streaming data, but
most of the methods are computationally expensive if applied to unbounded data streams [19].
Clustering-based methods assume that the normal data objects belong to large and dense
clusters, whereas outliers belong to small or sparse clusters or do not belong to any clusters.
Clustering-based methods detect outliers by examining the relationship between objects and
clusters. Intuitively, an outlier is an object that belongs to a small and remote cluster, or does not
belong to any cluster. This leads to three general methods to clustering-based outlier detection,
consider an object [8, 18].




Does the object belong to any cluster? If not, then it is identified as an outlier.
Is there a large distance between the object and the cluster to which it is closest? If yes, it
is an outlier.
Is the object part of a small or sparse cluster? If yes, then all the objects in that cluster are
outliers.

II. RELATED WORK
There is a lot of literature on the anomaly detection problem which describes a variety of
approaches like, Distance- Based outlier Detection is proposed by Knorr and Ng [23]. Given
parameters k and R, an object is a distance-based outlier if less than k objects in the input data
set lie within distance R from it. Further extended by Ramaswamy et al in [27] having idea, in
order to rank the outliers, introduced the following definition: given k and n, an object o is an
outlier if no more than n-1 other objects in the dataset have higher value for Dk than o, where
Dk(o) denotes the distance of the
nearest neighbor of o. This concept is future extended in [28,
29, 30], where each data point is ranked by the sum of distances from its k nearest neighbors.
Distance based outliers are not suitable if the clusters have different densities so to overcome the
shortcoming of distance based outliers Breunig et al proposed a concept of LOF [24] which are the
objects outlying relative to their local neighborhoods, with respect to densities of the
neighborhood.
This concept is useful but to compute the LOF value large number of k-nearest neighbor
searches makes it computationally expensive. On the bases of observing density distribution from
the data, Aggarwal and YU [31] proposed a technique for outlier detection. The basic idea in their
definition is, a point is an outlier, if in some lower dimensional projection it is present in a local
region of abnormally low density. This method is also an efficient method for high dimensional
data set. Some Clustering-Based outlier detection techniques are proposed [32, 33]. This
technique work in two basic steps, fixed width clustering with w( radius) and after the first phase
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the next step is sorting of clusters produced in the first step. Points in the smaller clusters are
declared as outliers. Clustering-Based techniques are further extended by proposing the concept
of cluster based local outlier, in which a measure for identifying the outlierness of each data
object is defined. Deviation-based techniques identify outliers by inspecting the characteristics of
objects and consider an object that deviates these features, declared as an outlier [33]. Distancebased methods previously discussed are designed to work in the batch framework, under the
assumption that the whole data set is stored in secondary memory and multiple passes over the
data can be accomplished.
Hence, they are not suitable for data streams. While the majority of the approaches to detect
anomalies in data mining consider the batch framework, some researchers have attempted to
address the problem of online outlier detection. The replicator neutral network (RNN) based
technique is introduced to detect outliers by Harkins, et al. [34]. Although there is lot of research
on outlier detection, but there is little research in the direction of outlier detection in dynamic
data streams. This area still needs lot of attention because the existing methods are not
appropriate in the stream environment.
Elahi, et al. [19] have presented a cluster-based outlier detection in data stream, which pay
more attention to the points detected as outliers and give them a chance of survival in the next
incoming chunk of data, rather declare them outlier by observing the current chunk. It only keep
the most suitable candidate outliers. As in data stream it can’t keep the entire stream in some
physical memory so it discard the region which is safe and do not contain outliers, and free
memory for the next generation of data to be processed effectively. The experimental results
show that the approach outperforms some existing methods on identifying meaningful outliers
over DataStream.
Elahi, et al. has been suggested Efficient Clustering-Based Outlier Detection Algorithm for
Dynamic Data Stream. This algorithm depends on the clustering based approach that splits the
stream to clusters and chunks. In the stable number of clusters, each chunk using k-mean. It also
retains the applicant outliers and means value of every cluster for the next fixed number of
steam chunks as a replacement for keeping only the summary of information that is utilized in
clustering data stream to assured that the discovered candidate outliers are real. It is better to
decide outlines for data stream objects by utilizing the mean values of the current chunk of
stream with the mean value of the clusters of previous chunk [1, 15].
Ren, et al. (2009) suggested another approach, which is based on “Clustering-Based
Approaches” that is Efficient Outlier Detection Algorithm for Heterogeneous Data Streams,
which divide the stream in chunks. After that, each chunk is clustered and the equivalent
clusters are kept in same cluster situations. The amount of adjacent cluster situations and the
illustration degree are calculated to create the final outlier references such as potential outliers.
The researchers believe that experimental findings release that its model has better scalability
and higher investigation accuracy [3, 14].
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Furthermore, the aim of this study is to recommend a cluster based partitioning algorithm that
can split the stream in candidate and safe region. In order to accomplish precise results for
finding most outstanding outliers, LOF (Local outlier Factor) algorithm was utilized through all
these dividers distinctly by some insignificant improvement of LOF evaluation throughout
candidate region in second phase. Many researches on different dataset approve that in
comparison to the other developed LOF, this technique is able to track improved outliers with low
computational cost than the direct LOF [2,10].
On the other hand, there is a few researches have been done on the introduction an algorithm.
Through the first stage, this algorithm split the stream to chunks and creates initial clusters in
each chunk. K-nearest neighbor approach for outlier detection is used for each cluster in the
second stage. For each element of data, this algorithm decreases the nearest neighbor searches.
It detects outliers by the development of data stream in the best way. According to the authors,
techniques can discover appropriate outliers with low computational cost than the other exiting
[1, 11 and 13].

III. PROPOSED WORK
In high-dimensional data streams, there are new techniques which are called Stream Projected
Ouliter deTector (SPOT) that are managing outlier detection problem and it is somehow unique
such as use a new window-based time model and degenerations cell summaries to get data from
the data stream. Sparse Subspace Template (SST) also makes it unique. It is a set of top that
bare gotten subspaces by supervised and unsupervised learning procedures, and it is made in
SPOT to detect expected outliers well. In unsupervised learning, a real search method for
discovering outlying subspaces from training data is Multi-Objective Genetic Algorithm (MOGA).

FIGURE 1: AN OVERVIEW OF SPOT [4]
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Lastly, SST can perform online self-evolution to handle dynamics of data streams that offers
some parts on the technical and motivational challenges of detecting outliers; it can be from highdimensional data streams. Moreover, it is providing the maps for system demonstration of SPOT.
An Overview of SPOT has shown in Figure 1 [4].
The k-means algorithm is the best known partitioned clustering algorithm. It is perhaps also
the most widely used among all clustering algorithms due to its simplicity and efficiency. Given a
set of data points and the required number of k clusters (k is specified by the user), this
algorithm iteratively partitions the data into k clusters based on a distance function [5].

K-mean Algorithm
Algorithm k-means (k, D)
1 choose k data points as the initial cancroids (cluster centres)
2 repeat
3
for each data point x ∈ D do
4
compute the distance from x to each centred;
5
assign x to the closest centred // a centred represents a cluster
6
end for
7 re-compute the centred using the current cluster memberships
8
until the stopping criterion is met
FIGURE 3: THE K-MEANS ALGORITHM
The algorithm that is proposed uses incremental k-means clustering because of stream data. At
first stream data in a window with a specify size entered. After that it is continued with a
parallel process. One way (process1) is to find online outlier per time and other way (process2) to
find real outlier (offline outlier) with more accuracy. In procces1, it is clustered data in window
with k-means algorithm and some cluster that is small or far from of other cluster introduce as
an online outlier. And then this process repeat for next window. In process2, at first previous
outlier from n previous window add to current window. Next data from current window is
clustered by k-mean algorithm. And some cluster that is small or far from other clusters
introduce as a real outlier or offline outlier. At last this process repeat for next window. The
important parameter in this process is n. n should determine correct. It should be considered the
type of data. For example if stream data is about home electronic, it is considered the time that is
entered data. Or if stream data is about verifying credit card of in bank, it should considered the
time and who the owner of card is and so on.
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Start

Enter data with window with specify size

Add previous outlier in n
previous window to this
window

Clustering these data
in window by Kmeans algorithm

Clustering these data
in window by Kmeans algorithm

Finding some cluster
that are small and far
away of other
clusters as outlier

Finding some cluster that
are small and far away of
other clusters as outlier

Report these data as
online outlier and
store in memory

Report these data as real
outlier (offline)

Finish

FIGURE 4: ALGORITHM TO DETECTION OUTLIER IN STREAM DATA WITH CLUSTERING

IV. CONCLUSION
It is very difficult to collect labeled data for data mining and also new concept may come to
existent and others may get outdated in streaming data. In such a scenario unsupervised data
mining approaches are more feasible as compare to supervised approaches. Unsupervised outlier
detection approaches do not require class labels of objects and can detect unforeseen outlying
cases. Clustering based outlier mining methods are unsupervised in nature; do not require
knowledge of data in advance. Density based clustering methods can produce outlying objects
along with normal cluster.
In this paper, we present a cluster-based outlier detection in data stream, where we prefer an
incremental clustering algorithm to detect real outlier in stream data. It is used of k-mean
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algorithm but with a high accuracy to find outlier. In the further work, It could be considered
about the size of window in this algorithm and determine some good parameter to find a suitable
n(the number of previous window).
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Abstract
Today, information security is becoming one of the most important issues in social network era. The fast
development of network technology leads to facilitate many aspects of life, but it also gives attackers or
unauthorized users an opportunity to violate the privacy of people. Encryption is a common technique that
exists to protect information security, thereby deters attackers. Actually, digital images are widely used in
storage and communication applications. Therefore, the protection of image data from unauthorized access
has attracted much attention recently. This paper adopts a new image cryptosystem, XLLS, which consists
of two main parts: encryption/decryption algorithm and ciphered key. The encryption algorithm is composed
of two main stages: the diffusion stage and the substitution stage. In the diffusion stage, the pixels values
are modified so that a slight change in one pixel is spread out to all pixels in the image. This stage
completely depends in its construction on ‘XOR’ operation. For the substitution stage, it mainly composes
of two encryption processes: Lagrange Process (LP) and Least Squares Process (LSP). This stage aims at
changing the value of each pixel in the diffused image by using the principles of Lagrange interpolation and
least squares method. For the decryption algorithm, it is simply the reverse of the encryption algorithm. On
the other hand, the proposed cryptosystem introduces two different approaches of initial key. The users
have option to choose any one of them to encrypt the plain-image. In the first approach, the proposed
cryptosystem uses a key whose length is of 192 bits (24 bytes) in hexadecimal system as its input, and
then expands it by using AES-192 key expansion algorithm. Conversely, in the second approach, the
proposed cryptosystem uses an image as a key to cipher the plain-image, and then processes and
expands the key-image by using the CBI key expansion algorithm.
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I. INTRODUCTION
In recent days of Internet, the encryption of data plays a major role in securing the data in
online transmission and focuses mainly on its security across the internet. Different encryption
techniques are used to protect the confidential data from unauthorized use.
Encryption is a very common technique for promoting the image security. The main idea in the
image encryption is to transmit the image securely over the network so that no unauthorized
user can decrypt the image. The image data have special properties such as bulk capacity, high
redundancy and high correlation among the pixels that impose special requirements on any
encryption technique [1].
Section two of this paper explains the classification of encryption algorithms, while
mathematical preliminaries for the proposed cryptosystem are explained in section three. Section
four and section five present the proposed cryptosystem and the proposed encryption techniques,
respectively. Section six shows the implementation and experimental results. Finally section
seven shows the conclusions.

II. CLASSIFICATION OF ENCRYPTION ALGORITHMS
Encryption algorithms can be classified in different ways; according to structures of the
algorithms, according to keys, or according to the percentage of the data encrypted [2].
A. Classification According to Encryption Structure
Encryption algorithms can be classified according to encryption structure into block ciphers and
stream ciphers [2].
A block cipher is a type of symmetric-key encryption algorithms that transforms a fixed-length
block of plain-text data into a block of cipher-text data of the same length. The fixed length is
called the block size. For many block ciphers, the block size is 64 or 128 bits [2].
In contrast to block ciphers, which operate on large plain-text blocks, stream ciphers operate
on smaller units of data at a time. Typically, a random bit stream is required to serve as a keystream. It is then XORed with the plain-text stream to accomplish the encryption process [3].
B. Classification According to Keys
Encryption algorithms can be classified according to keys into two types [2]:
1.

Symmetric Key Cryptosystems: It is the oldest branch in the field of cryptology, and is still
one of the most important ones today. Symmetric cryptosystems rely on a shared secret
between communicating parties. In symmetric key encryption which is known as secret-key
encryption, a single is used for both encryption and decryption. This key is kept secret by
both the encryption party and decryption party [4, 5].
Symmetric ciphers usually fall into one of two categories: block cipher or stream ciphers [6].
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2.

Asymmetric Key Cryptosystems: It uses one key for encryption and another for decryption.
The encryption key known as public key is intelligible and can be distributed for all parities,
while the decryption key known as private key is intelligible only to the recipient. Each user
creates a pair of keys; if one is used for encryption then the other is used for decryption [6, 7].

C. Classification According to Percentage of Encrypted Data
With respect to the amount of encrypted data, the encryption can be divided into full encryption
and partial encryption (also called selective encryption), according to the percentage of the data
encrypted [2].

III. MATHEMATICAL PRELIMINARIES
This section introduces the mathematical principles behind building the proposed
cryptosystem.
A. Interpolation
Frequently you need to estimate intermediate values between precise data points. The most
common method used for this purpose is polynomial interpolation. For n + 1 data points, there is
one and only one polynomial of order n that passes through all the points. For example, there is
only one straight line (that is, a first-order polynomial) that connects two points Figure (1(a)).
Similarly, only one parabola connects a set of three points Figure (1(b)). Polynomial interpolation
consists of determining the unique nth-order polynomial that fits n + 1 data points. This
polynomial then provides a formula to intermediate values [8]. There are a variety of
mathematical formats in which this polynomial can be expressed, such as Lagrange form.

(a)

(b)

(c)

FIGURE 1: EXAMPLES OF INTERPOLATING POLYNOMIALS: (A) FIRST-ORDER (LINEAR) CONNECTING TWO POINTS,
(B) SECOND ORDER (QUADRATIC OR PARABOLIC) CONNECTING THREE POINTS, AND (C) THIRD-ORDER (CUBIC)
CONNECTING FOUR POINTS [8]

B. Lagrange Interpolation
It is always possible to construct a unique polynomial of degree n that passes through n + 1
distinct data points. One means of obtaining this polynomial is the formula of Lagrange. The
general form of Lagrange interpolating polynomial is [9]:
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Pn(x) =  Li ( x )  f ( xi )

(1)

i 0

where the subscript n denotes the degree of the polynomial and
Li(x) =

x  x0 x  x1
x  xi 1 x  xi 1
x  xn




xi  x0 xi  x1
xi  xi 1 xi  xi 1
xi  xn

(2)

n xxj
, i= 0, 1,…….., n
 
j  0 xi  x j
ji

are called the cardinal functions.
Written explicitly:
Pn(x) =

x  x1
x  x2
x  xn
x  x0
x  x2
x  xn


 y0 


 y1    
x0  x1 x0  x2
x0  xn
x1  x0 x1  x2
x1  xn
+

x  x0
x  xn 1
x  x1


 yn
x n  x0 x n  x1
xn  xn 1

(3)

For example, if n = 1, the interpolation is the straight line (as shown in Figure (1(a))
P1(x) = y0 L0(x) + y1 L1(x)
, where

L0(x) =

x  x1
x0  x1

L1(x) =

x  x0
x1  x0

Example 1
By Lagrange formula, find the value of f(3) and f(5) from the following table.
X
F(X)

0
1

1
1

2
2

4
5

Solution:
3
3 (3 x )
( 3  x1 )( 3  x2 )( 3  x3 )
( 3  x0 )( 3  x2 )( 3  x3 )
i
f(3) =  f ( x ) 
= f(x0)
 f ( x1 )
(
x
x
(
x
x
(
x
x
( x1 x0 ) ( x1 x2 ) ( x1 x3 )
0 1) 0 2 ) 0 3 )
j 0
i 0 ( x j  xi )
i j

+ f(x2)

( 3  x0 )( 3  x1 )( 3  x3 )
( 3  x0 )( 3  x1 )( 3  x 2 )
 f ( x3 )
( x2  x0 )( x2  x1 )( x2  x3 )
( x3 x0 )( x3  x1 )( x3 x2 )

f(3) = 3.5 by the same way for f(5) = 6

[10].

C. Least Squares Method
A more appropriate strategy for such cases is to derive an approximating function that fits the
shape or general trend of the data without necessarily matching the individual points [8]. Figure
(2) illustrates how a straight line can be used to generally characterize trend of the data without
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passing through any particular point. A technique for accomplishing this objective is called least
squares method. The simplest example of a least-squares approximation is fitting a straight line
(also called liner regression) to a set of paired observations: (x0, y0). (x1, y1), ..., (xn, yn). The
mathematical expression for the straight line is [9, 8]:
y(x) = a + b x

(4)

where a, b are constant and can be obtained as follows:
n  xi yi   xi  yi

(5)

a=
2

n  x i  (  xi )

2

b= y  a x

x

where y and

(6)

are the means of y and x, respectively.

f(x)

x
FIGURE 2: FITTING A STRAIGHT LINE THROUGH FIVE DATA POINTS BY USING LEAST SQUARES METHOD [8]

Example 2
Fit a straight line to the x and y values in the first two columns of the following table.
Xi
Yi

1
0.5

2
2.5

3
2.0

4
4.0

5
3.5

6
6.0

7
5.5

The following quantities can be computed:
n=7,
∑xi yi = 119.5,
∑xi² =140

∑xi = 28

,

x

∑yi =24

,

y =24/7=3.428571

= 28/7 = 4

a = (7(119.5) - 28(24)) / (7(140) - (28)²) = 0.8392857
b = 3.428571 - 0.8392857(4) = 0.07142857
Therefore, the least squares fit is y =0.8392857+ 0.07142857x [8].
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D. Discrete Wavelet Transform
Wavelet transform partitions a signal into a set of functions called wavelets. Wavelets are
obtained from a single prototype wavelet called mother wavelet by dilations and shifting.
Wavelet can represent a signal in time-frequency domain. Analyzing a signal with this kind of
representation gives more information about the when and where of different frequency
components [11].

IV. THE PROPOSED IMAGE CRYPTOSYSTEM
The proposed image cryptosystem (XLLS) is a symmetric stream cipher. This means that it
uses the same key for both encryption and decryption processes, and encrypts the image pixel by
pixel. The plain-image is given at its input. The XLLS cryptosystem consists of two main parts:
A. The Encryption/Decryption Algorithm
The encryption algorithm is composed of two main stages: the diffusion stage and the
substitution stage. For the decryption algorithm, it is simply the reverse of the encryption
algorithm. The general architecture of the proposed cryptosystem is shown in Figure (3).

Plain-Image

Diffusion

Ciphered Key

1 Round

Substitution
Encryption Part

Key Expansion

Cipher-Image
Decryption Part

Inv-Substitution

Inv-Diffusion

1 Round

Plain-Image
FIGURE3: THE GENERAL ARCHITECTURE OF THE PROPOSED CRYPTOSYSTEM
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1.

The Diffusion Stage: A slight change in the original image is reflected hopefully in all pixels
of the cipher-image. A new mechanism of diffusion process is proposed in this paper. The
proposed diffusion steps are as follows:


Generate an initial seed for the round as follows: One, take the value of last pixel in the
current image, rotate left the bits of the value one position, and then save the result to the
variable ‘R’. And two, add the value of variable ‘R’ to the number 21 and the value of last
pixel in current image, and then save the result to the variable ‘S’.



XOR each pixel (except the first one) with previous output (i.e., the current pixel is XORed
with previously diffused pixel). For the first pixel, it's simply XORed with a variable ‘S’.
This process continues until all pixels in the image are XORed, as in following formulas:
D0 = P0 XOR S
Di = Pi XOR Di1, i =1, 2,......., n  m1

(7)

where P0 is the value of first pixel in the image and D0 is the diffused value of P0. Pi is the
value of current pixel in the image. Di1 is the value of previously diffused pixel of image
and Di is the value of current diffused pixel of image.


Repeat the above steps only for one time to ensure that each pixel in the image is affected
by all other pixels.

2.

Substitution Stage: This stage is composed of two encryption processes: Lagrange Process
(LP) and Least Squares Process (LSP).
In the first encryption process, the proposed cryptosystem uses for encryption a first-order
Lagrange interpolating polynomial. The Lagrange's form in cryptosystem is formulated as:
Ci = Y₀ ×

Di  X 1
D  X0
+ Y1 × i
X0  X1
X1  X0

(8)

where the values of X0 and Y0 of the first point, and X1 and Y1 of the second point are obtained
from key expansion generator, with X0 ≠ X1. Di is the value of current pixel and Ci is the ciphered
pixel of Di.
For decryption process, the Lagrange's equation is represented as follow:
Di = X₀ ×

C Y
Ci  Y1
+ X1 × i 0
Y0  Y1
Y1  Y0

(9)

On the other hand, in the second encryption process, the proposed cryptosystem uses least
squares method to fit a straight line to a set of data by directly generating the values of
parameters (A and B). A linear equation (i.e., least squares line) in XLLS cryptosystem is
described by:
Cci = A + Ci  B
(10)
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where (A and B) parameters are obtained from key expansion generator. Ci is the current pixel
and Cci is the ciphered pixel of Ci.
For decryption process, the equation is represented as follow:
Ci =

Cc i  A
B

(11)

B. Ciphered Key
The XLLS cryptosystem introduces two different approaches of initial key:
1.

A Sequence of hexadecimal characters: In this approach, the proposed cryptosystem uses a
key (k0) whose length is of 192 bits (24 bytes) in hexadecimal characters as its input and
expands it by using AES-192 key expansion algorithm. The expansion of ciphered key is
based on the number of pixels in the plain-image. The AES key expansion algorithm may be
repeated for a number of times until all pixels in the image are ciphered.

2.

Key-Image: Usually in traditional cryptosystems, a ciphered key is a character or a sequence
of characters. The proposed cryptosystem aims to use an image as a ciphered key. The direct
encryption of an image by using any other image is not always successful. The reasons
behind that are:
 High correlation between pixels of the most images. This means that the key-image
consists of values which are close to each other (this is a weak key).
 Some images consist of only one color, such as a full black image. This means that the
key-image consists of only one value (this is a very weak key).
 You need to be very careful in choosing an image as a key (the key-image should have as
many colors and edges as possible).
 If the attacker knows a part of key-image, he sometimes simply can deduce the rest of
key-image.

To avoid those problems, a new mechanism of key expansion algorithm is proposed in this
paper, called CBI. It uses an image as its input. The size of key-image must be equal to the plainimage. The procedure of CBI is summarized as follows:


Load the key-image into Kmgi array, Kmg = {P0, P1,…, Pnm1}.



The three different layers of pixels corresponding to red, green and blue channels of keyimage are separated out and transferred to three independent arrays (Redi, Greeni and
Bluei), respecitvely.



Produce the intensity value (gray-scale) of the key-image, and save the result into an
array called Grayi by using the following formula:

Grayi = 0.299 * Redi + 0.587 * Greeni + 0.114 * Bluei


(12)

Input each color array (Redi, Greeni, Bluei and Grayi) independently to XOR diffusion
process, and save the results into DRedi, DGreeni, DBluei and DGrayi arrays, respectively.
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Take the values of four predetermined locations in the gray-level diffused array and set
them to the variables: Vred, Vgreen, Vblue and Vgray, as following:

Vred = DGray(20), Vgreen = DGray (10), Vblue = DGray(27) and Vgray = DGray(16)


Input each diffused array (DRedi, DGreeni, DBluei and DGrayi) to a new process called
Simple Substitution Process (SSP). The SSP processes each array independently pixel by
pixel. Each pixel passes through all SSP steps before moving to the next one. The SSP
steps for the four diffused arrays are as follows:

o

Shift left bits of the current pixel in each array by one position.

o

XOR the current pixel in the arrays with its eighth bit and save the resulting into the
same pixel.

o

Input the current pixel of each array into its corresponding equation, as follows:

KRi = DRedi XOR (Vred * i) mod 256, for red diffused array
KGi = DGreeni XOR (Vgreen * i) mod 256, for green diffused array
KBi = DBluei XOR (Vblue * i) mod 256, for blue diffused array
KGRi = DGrayi XOR (Vgray * i) mod 256, for gray diffused array

(13)

where i = 0 to n  m1
o

XOR the pixel (except the first pixel) with previous modified element, as follows:
KRi = KRi XOR KRi1

KGi = KGi XOR KGi1
KBi = KBi XOR KBi1
KGRi = KGRi XOR KGRi1

(14)

o

Rotate left bits of each variable (Vred, Vgreen, Vblue and Vgray) independently by one
position.

o

XOR the variables (Vred, Vgreen, Vblue and Vgray) with (2, 3, 8 and 1) values,
respectively, and save the resulting into the same variables.

o

Repeat previous steps to the last pixel.

The values of variables (X0, Y0, X1 and Y1) of Lagrange process in substitution stage will be
taken from KRi, KGi, KBi and KGRi arrays, respectively. On the other hand, the values of
variables (A and B) of least squares process will be taken from KBi and KGRi arrays, respectively.

III. The Proposed Encryption Techniques
The XLLS cryptosystem has been used in two different encryption approaches, and the users
have option to choose any one of them to encrypt the plain-image. These approaches are:
A. Full Encryption
In this approach, all pixels of the plain-image are encrypted by using the XLLS cryptosystem.
The result is the encrypted image (cipher-image).
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B. Partial Encryption
In this approach, only a part of the original image will be encrypted. The encryption scheme
presented here is based on the DWT and XLLS cryptosystem. This technique has benefits in
encryption:
 The average time used in encryption/decryption process is very short.
 Low storage requirements for the resulting image.
In the DWT method, the original image of size (R × S) is decomposed into four sub-bands
(sub-images) each of size (R/2 × S/2) containing information from different frequency
components. The LL sub-band contains an approximation of the original image while the other
sub-bands contain the missing details. The LL sub-image will be encrypted because it holds
most of the image’s information by using the XLLS cryptosystem. For all other sub-bands, they
will be deleted.

V. IMPLEMENTATION AND EXPERIMENTAL RESULTS
In this section, the XLLS cryptosystem is implemented and its experimental results are
investigated to demonstrate both the efficiency and the security of the scheme. The XLLS
cryptosystem was implemented in Visual Basic.NET 2008 where the implementation was done
on Intel(R) Core (TM) i3 processor with 2.00 GB RAM under Windows 7 Ultimate SP1.

FIGURE 4: THE COLOR KEYIMAGE "LENA"

A. Information Entropy Analysis
Entropy of a source gives idea about self information i.e., information provided by a random
process about itself. The concept of entropy is very important for analyzing an encryption scheme
[12]. Information entropy is the most important feature of randomness. Let S be the information
source, and the formula for calculating information entropy is [13]:
2 n 1

H (m) = -  P( Si ) log 2 P( Si )

(15)

i 0

where P ( S i ) denotes the probability of symbol Si, 2n is the total state of the information source.
For a true random source emitting 2ⁿ symbols, the entropy should be n. Take a 256 gray-scale
image for example, and the pixel data have 28 possible values, so the ideal entropy of a 256 grayscale image must be 8.
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The entropy values for the four test original images and their corresponding ciphered forms
that are illustrated in Figure (5) are calculated and presented in first column of Table (1). It's
clear that the entropy values of cipher-images are very close to the theoretical value 8 (which is
the best) contrary to their original forms. This means that the proposed cryptosystem is secure
upon entropy attack.
B. Correlations of Two Adjacent Pixels
There exists a high correlation between pixels of an image which is called intrinsic feature.
Thus, a secure encryption scheme should remove it to improve resistance against statistical
analysis. To test the correlation between two-adjacent pixels in plain-image and cipher-image, all
N pairs of two-adjacent (in vertical, horizontal, and diagonal direction) pixels from plain-image
and cipher-image are selected and the correlation coefficients are calculated by using the
following formulas:
E(X) =

D(X) =

Conv =

γ xy=

1 N
 Xi
N i 1

(16)

1 N
2
 [ X i  E( X )]
N i 1

(17)

1 N
 [ X i  E( X )][ Yi  E( Y )]
N i 1

(18)

Conv( x , y )

(19)

D( X ) D( Y )
With D(X) ≠ 0 and D(Y) ≠ 0
where x and y are gray-scale values of two-adjacent pixels in the image, γx
coefficient of two adjacent pixels x and y [13].

y

is the correlation

The second column of Table (1) gives the correlation coefficient values of adjacent pixels in the
horizontal, vertical, and diagonal directions of the original images and their corresponding
ciphered forms. It's clear that the coefficient correlation values of the original images are very
high (close to one) contrary to those observed for the encrypted images which are zero. This
security analysis proves that the proposed cryptosystem achieves zero coefficient correlation
between adjacent pixels, which is of high-level security.
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C. Correlations between Original and Ciphered Images
The correlation between various pairs of plain and cipher-images is analyzed too by computing
the 2D correlation coefficients (C.C) between original and encrypted images. The C.C is
calculated as follows:
M 1M 2

  ( Aij  A )( Bij  B )
C.C =

i 1 j 1
M 1M 2

2

(20)

M 1M 2

2

(   ( Aij  A ) )(   ( Bij  B ) )
i 1 j 1

With =

i 1 j 1

M1M 2
1
  Aij and
M 1  M 2 i 1 j 1

=

M 1M 2
1
  Bij
M 1  M 2 i  1 j 1

where A represents the plain-image, B represents the cipher-image. and are the mean values
of the elements of matrices A and B, respectively. M1 and M2 are the height and width of the
plain/cipher-image, respectively [13].
The third column of Table (1) shows the 2D correlation coefficients (C.C) between the original
images and their corresponding ciphered forms. It is clear that no correlation (zero correlation)
exists between each original image and its corresponding ciphered image. Consequently, the
proposed cryptosystem successfully passes this test.
D. Cipher-Image Histogram Analysis
Figure (5) shows the four original images, corresponding cipher forms and their histograms. It's
clear that the histograms of cipher-images are approximately uniformly distributed and are
significantly different from their corresponding original images. Hence, the cryptosystem protects
the plain-image information against statistical attack.

Tahreer (Original)

Tahreer (Cipher)

Tahreer-Org (Histogram) Tahreer-Cip (Histogram)
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Flowers (Original)

Flowers (Cipher)

Black (Original)

Black (Cipher)

Flowers -Org (Histogram) Flowers -Cip (Histogram) Black-Org (Histogram) Black-Cip (Histogram)
FIGURE 5: THE ORIGINAL IMAGES, CIPHERED IMAGES AND THEIR HISTOGRAMS
TABLE 1: THE ENTROPY, CORRELATIONS AND C.C VALUES FOR THE TEST IMAGES
Images
Tahreer

Beer

Flowers

Black

Entropy

Correlation
Horizontal
Vertical
0.9547
0.9052

Diagonal
0.8812

Plain

7.5934

Cipher

7.9964

-0.0013

0.0018

-0.0001

Plain

7.8862

0.9367

0.9672

0.9229

Cipher

7.9969

-0.0027

0.0048

0.0018

Plain

7.4364

0.9551

0.9447

0.9619

Cipher

7.9968

-0.0055

0.0057

-0.0031

Plain

0

1

1

1

Cipher

7.9965

-0.0003

0.0067

-0.0027

C.C
-0.0015

-0.0001

-0.0020

0

E. Key Space Analysis
The key space should be large enough to make brute force attacks infeasible. As mentioned, the
proposed cryptosystem introduces two different approaches of initial key.
In the first approach, the proposed cryptosystem uses a sequence of hex characters as a key of
length 192 bits. This means that it has 2192 (≈ 6.2771×1057) different combinations of secret key.
In the second approach, the proposed cryptosystem uses an image as a key; the size of key is
variable and dependent on the size of the original image. If the original image size increases, the
size of key space increases accordingly. This means that the proposed cryptosystem has:

2wh24 of different combinations of secret key.
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where w and h are the width and the height of key-image, respectively; 24 is a number of bits to
represent each pixel.
It's clear from above; the proposed cryptosystem has such a large key space that provides a
sufficient security against all kinds of brute force attacks.
F. Key Sensitivity Test
Encryption algorithms should be high sensitive to ciphered key: this means that a slight change
in the key should lead to a significant change in the encrypted or decrypted image. To illustrate
the key sensitive of the proposed cryptosystem upon using hex key as its initial key, the following
steps have been performed:



An
original
image
is
encrypted
by
using
the
secret
key"A9C39
01376581987BB2657A3501658723B657EA2BFFEC891 " and the resulting image is
referred to as encrypted image A.



The same original image is encrypted by making a slight modification in the secret key
(i.e.,
the
most
significant
bit
is
changed
in
the
secret
key)
"2 9C3901376581987BB2657A350165 8723B657EA2BFFEC891" and the resulting image
is referred to as encrypted image B.



The same original image is encrypted by making a slight modification in the secret key
(i.e.,
the
least
significant
bit
is
changed
in
the
secret
key)
"A9C3901376581987BB2657A3501 658723B657EA2BFFEC890" and the resulting image
is referred to as encrypted image C.



Finally, the three encrypted images A, B and C are compared.

Figure (6) shows the original images of (Tahreer and Beer), in addition to the three encrypted
images and the three difference images (A-B, A-C and B-C) of each original form. The 2D
correlation coefficients and pixel difference between the corresponding pixels of the three
encrypted images A, B and C of each original image are calculated and presented in Table (2). It's
clear that there is no correlation (zero correlation) among three encrypted images even though
they have been produced by using slightly different secret keys.

Tahreer

A

B

A-B

A-C
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Beer

A

A-B

B

C

A-C

B-C

FIGURE 6: THE KEY SENSITIVITY TEST BY ENCRYPTING THE ORIGINAL IMAGES BY SEVERAL SLIGHTLY
DIFFERENT KEYS

TABLE 2: THE 2D CORRELATION COEFFICIENTS (C.C) AND PIXEL DIFFERENCE BETWEEN THE CORRESPONDING
PIXELS OF THE THREE DIFFERENT ENCRYPTED IMAGES RESULTING BY USING SLIGHTLY DIFFERENT SECRET
KEYS
Images

Tahreer

Beer

Encrypted

Encrypted

image 1

image 2

Image A

C.C

Pixel difference

Image B

-0.0018

99.62%

Image A

Image C

-0.0030

99.58%

Image B

Image C

-0.0019

99.62%

Image A

Image B

0.0032

99.54%

Image A

Image C

0.0007

99.63%

Image B

Image C

-0.0025

99.59%

Another test has been performed to illustrate the key sensitivity of the proposed cryptosystem,
but for image decryption process. When a key is used to encrypt an image, another slightly
modified key (differs in only one bit) is used to decrypt the ciphered image, the decryption also
completely fails. Figure (7) shows the original images of (Tahreer and Beer) encrypted
by"A9C3901376581987BB2657A3 501658723B657EA2BFFEC891" (image A) are not correctly
decrypted by using the key "29C3901376581987BB2657A3501658723 B657E A2BFFEC891"
(image B) or by the key"A9C3901376581987BB2657A3501658723 B657EA2BFFEC890 " (image
C), although there is only one bit difference between the encryption and decryption keys.
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Tahreer

Beer

A

B

A

C

B

C

FIGURE 7: KEY SENSITIVITY TEST FOR DECRYPTION PROCESS BY USING SLIGHTLY DIFFERENT KEYS FROM THE
ENCRYPTION KEY

To illustrate the key sensitive of the proposed cryptosystem when using a key-image as its
initial key, the following steps have been performed:


An original image is encrypted by using the secret key-image of Lena and the resulting
image is referred to as encrypted image A. The key-image of Lena is shown in Figure (4).



The same original image is encrypted by making a slight modification in the secret keyimage (i.e., the center pixel value of key-image of Lena is 63 which is then changed to be
0). The resulting image is referred to as encrypted image B.



The same original image is encrypted by making a slight modification in the secret key
(i.e., the first pixel value in the upper left corner of key-image of Lena is 127 which is then
changed to be 0). The resulting image is referred to as encrypted image C.



Finally, the three encrypted images A, B and C are compared.

Figure (8) shows the original images of (Tahreer and Beer), in addition to the three encrypted
images and the three difference images (A-B, A-C and B-C) of each original form. The correlation
coefficients and pixel difference between the corresponding pixels of the three encrypted images
A, B and C of each original image are calculated and presented in Table (3). It's clear that there
is no correlation (zero correlation) among three encrypted images even though they have been
produced by using slightly different secret key-images.

Tahreer

A
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A-B

Beer

A-C

B-C

B

C

A-B

A-C

B-C

A-B

A-C

B-C

A

FIGURE 8: THE KEY SENSITIVITY TEST BY ENCRYPTING THE ORIGINAL IMAGES BY SEVERAL SLIGHTLY
DIFFERENT KEYS
TABLE 3: THE CORRELATION COEFFICIENTS (C.C) AND PIXEL DIFFERENCE BETWEEN THE CORRESPONDING
PIXELS OF THE THREE DIFFERENT ENCRYPTED IMAGES RESULTING BY USING SLIGHTLY DIFFERENT SECRET
KEY-IMAGES
Images

Tahreer

Beer

Encrypted

Encrypted

image 1

image 2

Image A

C.C

Pixel difference

Image B

0.0055

99.58%

Image A

Image C

-0.0060

99.55%

Image B

Image C

-0.0051

99.58%

Image A

Image B

0.0046

99.55%

Image A

Image C

-0.0062

99.58%

Image B

Image C

-0.0005

99.59%

When a key-image is used to encrypt an image, another slightly modified key-image (differs in
only one bit) is used to decrypt the ciphered image, the decryption also completely fails. Figure (9)
shows the original images of (Tahreer and Beer) encrypted by the key-image of Lena (image A)
are not correctly decrypted by making a slight modification in the center pixel value of the keyimage (image B) or by making a slight modification in the first pixel that is located in the upper
left corner of the key-image (image C), although there is only one bit difference between the
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encryption and decryption keys. This proves that the proposed cryptosystem has high sensitivity
to encryption key.

Tahreer

A

Beer

A

B

B

C

C

FIGURE 9: KEY SENSITIVITY TEST FOR DECRYPTION PROCESS BY USING SLIGHTLY DIFFERENT KEYS FROM THE
ENCRYPTION KEY-IMAGE

G. Differential Analysis
A desirable property for the proposed cryptosystem is the high sensitivity to small changes in
the plain-image (single bit change in the plain-image). In general, an opponent may make a
slight change, such as modifying only one pixel of the original image, and then observing the
change of the result. In this way, he may be able to find out a meaningful relationship between
the plain-image and the cipher-image. If a minor change in the plain-image can cause a
significant change in the cipher- image, then this differential attack would become very
inefficient and practically useless. To test the influence of a one-pixel change on the whole image
encrypted by the proposed cryptosystem, two common measures may be used: the Number-of
Pixels Change Rate (NPCR) and the Unified Average Changing Intensity (UACI). Let two
ciphered images, whose corresponding plain-images have only one-pixel difference, be denoted by
C1 and C2. Label the gray-scale values of the pixels at grid (i , j) in C1 and C2 by C1(i , j) and C2(i ,
j), respectively. Define a bipolar array (D) with the same size as the images C1 and C2 [14]. The
D(i, j) represents the difference between C1(i , j) and C2(i , j). If C1(i , j) = C2(i , j) then D(i, j)=0,
otherwise D(i, j)=1[13]. The NPCR is defined as:
 i , j D( i , j )
(21)
NPCR =
 100%
W H
where W and H are the width and height of C1 or C2. The NPCR measures the percentage of the
number of different pixels to the total number of pixels between these two images. The UACI is
defined as:
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UACI =

1
WH

 C1( i , j )  C2 ( i , j ) 

  100%
255
i , j


(22)

The NPCR and UACI values for the test images are calculated and presented in Table (4). It's
clear from the table that the XLLS cryptosystem has high sensitivity to small changes in the
original image.
TABLE 4: THE NPCR AND UACI FOR THE TEST IMAGES
Images

NPCR

UACI

Tahreer

99.32%

31.09%

Beer

99.47%

32.66%

Flowers

99.32%

31.20%

Black

99.60%

33.54%

H. Time Analysis
In this section, the time analysis of the proposed cryptosystem has been investigated. Table (5)
shows the encryption time for the four original images. Both the encryption approaches (full
encryption and selective encryption) of the proposed cryptosystem have been applied to each test
image.
TABLE 5: THE ENCRYPTION TIME ANALYSIS FOR THE PROPOSED CRYPTOSYSTEM
Encryption Time in
Images

Image

Second (s)

Size

Full
Encryption

Selective
Encryption

Tahreer

256×256

0.40

0.14

Beer

256×256

0.42

0.12

Flowers

256×256

0.34

0.07

Black

256×256

0.37

0.07

VI. CONCLUSIONS
A new image encryption scheme is presented in this paper. It provides both high security and
high performance in encryption. Also, a new mechanism of diffusion process is identified
depending on XOR operation. It makes the proposed cryptosystem very sensitive to small change
in the original image. Hence the proposed cryptosystem resists successfully the differential
attack.
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The proposed cryptosystem can be used in two different encryption approaches: full encryption
and selective encryption, and the user has option to choose any one of them to encrypt the
required image. The proposed cryptosystem encrypts the original image by providing two
different approaches of encrypted key: a sequence of hex characters and a key-image. It expands
the hex key by using AES-192 expansion algorithm, while it processes and expands the keyimage by identifying a new expansion algorithm for that purpose, called CBI expansion
algorithm.
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Abstract
Globally, heart diseases are the number one cause of death. About 80% of deaths occurred in low- and
middle income countries. If current trends are allowed to continue, by 2030 an estimated 23.6 million
people will die from cardiovascular disease (mainly from heart attacks and strokes).
The healthcare industry gathers enormous amounts of heart disease data which, unfortunately, are not
“mined” to discover hidden information for effective decision making. The reduction of blood and oxygen
supply to the heart leads to heart disease. However, there is a lack of effective analysis tools to discover
hidden relationships and trends in data. This research paper intends to provide a survey of current
techniques of knowledge discovery in databases using data mining techniques which will be useful for
medical practitioners to take effective decision. The objective of this research work is to predict more
accurately the presence of heart disease with reduced number of attributes. Originally, thirteen attributes
were involved in predicting the heart disease. Thirteen attributes are reduced to 11 attributes. Three
classifiers like Naive Bayes, J48 Decision Tree and Bagging algorithm are used to predict the diagnosis of
patients with the same accuracy as obtained before the reduction of number of attributes. In our studies 10fold cross validation method was used to measure the unbiased estimate of these prediction models.

Key Words
Bagging algorithm, Data Mining, Heart disease Diagnosis, J48 Decision Tree, Naïve Bayes.

I. INTRODUCTION
According to the World Health Organization heart disease is the first leading cause of death in
high and low income countries and occurs almost equally in men and women [1]. By the year
2030, about 76% of the deaths in the world will be due to non-communicable diseases (NCDs) [2].

Data Mining Approach to Detect Heart Dieses
Vikas Chaurasiya and Saurabh Pal

Cardiovascular diseases (CVDs), also on the rise, comprise a major portion of non communicable
diseases. In 2010, of all projected worldwide deaths, 23 million are expected to be because of
cardiovascular diseases. In fact, CVDs would be the single largest cause of death in the world
accounting for more than a third of all deaths [3]. For CVDs specifically, in 2005, the age
standardized mortality rate for developing nations like India, China, and Brazil was between
300-450 per 100,000, whereas it was around 100-200 per 100,000 for developed countries like
USA and Japan4. According to a recent study by the Registrar General of India (RGI) and the
Indian Council of Medical Research (ICMR), about 25 percent of deaths in the age group of 25- 69
years occur because of heart diseases.
The core functionalities of data mining are applying various methods and algorithms in order to
discover and extract patterns of stored data [5]. From the last two decades data mining and
knowledge discovery applications have got a rich focus due to its significance in decision making
and it has become an essential component in various organizations. The field of data mining have
been prospered and posed into new areas of human life with various integrations and
advancements in the fields of Statistics, Databases, Machine Learning, Pattern Reorganization
and healthcare.
Medical Data mining in healthcare is regarded as an important yet complicated task that needs
to be executed accurately and efficiently. Healthcare data mining attempts to solve real world
health problems in diagnosis and treatment of diseases6. This research paper aims to analyze the
several data mining techniques proposed in recent years for the diagnosis of heart disease. Many
researchers used data mining techniques in the diagnosis of diseases such as tuberculosis,
diabetes, cancer and heart disease in which several data mining techniques are used in the
diagnosis of heart disease such as KNN, Neural Networks, Bayesian classification, Classification
based on clustering, Decision Tree, Genetic Algorithm, Naive Bayes, Decision tree, WAC which
are showing accuracy at different levels.
Each data mining technique serves a different purpose depending on the modeling objective.
Naïve Bayes is one of the successful data mining techniques used in the diagnosis of heart
disease patients [7-8]. Naive Bayes classifiers have works well in many complex real-world
situations. Naive Bayes or Bayes Rule is the basis for many machine-learning and data mining
methods. The rule is used to create models with predictive capabilities. It provides new ways of
exploring and understanding data. It learns from the “evidence” by calculating the correlation
between the target (i.e., dependent) and other (i.e., independent) variables. By theory, this
classifier has minimum error rate but it may not be case always. However, inaccuracies are
caused by assumptions due to class conditional independence and the lack of available
probability data. Observations show that Naïve Bayes performs consistently before and after
reduction of number of attributes.
Bagging plays an important role in the field of medical diagnosis. Many research works in this
aspect is depicted in related work. Bagging algorithms used to improve model stability and
accuracy. Bagging works well for unstable base models and can reduce variance in predictions.
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Boosting can be used with any type of model and can reduce variance and bias in predictions.
Bagging means Bootstrap aggregation [9] an ensemble method to classify the data with good
accuracy.
J48 Decision Tree is a popular classifier which is simple and easy to implement. J48 Decision
Tree with reduced error. It requires no domain knowledge or parameter setting and can handle
high dimensional data. Hence it is more appropriate for exploratory knowledge discovery. It still
suffers from repetition and replication. Therefore necessary steps need to be taken to handle
repetition and replication. The performance of decision trees can be enhanced with suitable
attribute selection. Correct selection of attributes partition the data set into distinct classes.
Observations show that Decision trees outperform the other two classifiers but take more time to
build the model.

II. BACKGROUND
In the diagnosis of heart disease large number of work is carried out, researchers have been
investigating the use of data mining techniques to help professionals. Many risk factors
associated with heart disease like age, sex, chest pain, blood pressure, cholesterol, blood sugar,
family history of heart disease, obesity, and physical inactivity. Knowledge of these risk factors
medical professionals can diagnosis the heart disease in patients easily. Naive Bayes is an
important data mining technique.
My Chau Tu’s [10] compare the bagging with C4.5 algorithm, bagging with Naïve bayes
algorithm to diagnose the heart disease the patient. Rajkumar and Reena investigated
comparing naïve bayes, k-nearest neighbor, and decision list in the diagnosis of heart disease
patients [11]. Cheung applied naive bayes classifier on the heart disease dataset [12].
Ratanamahatana and Gunopulos applied comparative study on bayesian classifier performs
reliably better than naïve bayes [13]. Ramana, Babu et al. applied classification technique with
bagging and boosting in the diagnosis of Liver disease [14].
Bagging algorithms used in many research works to improve model stability and accuracy of
medical data set. My Chau Tu’s [15] used bagging algorithm to identify the heart disease.
Tsirogiannis’s [16] applied bagging algorithm on medical databases. Kaewchinporn C’s [17]
presented a new classification decision tree with bagging and clustering. Pan wen [18] conducted
experiments on ECG using decision tree algorithm C4.5 with bagging. Jinyan LiHuiqing Liu’s
[19] experimented on ovarian tumor data using C4.5 with and without bagging. Dong-Sheng
Cao’s [20] proposed a new decision tree in the area of chemometrics related to pharmaceutical
industry. Liu Ya-Qin’s [21] experimented on breast cancer data using C5 algorithm with bagging.
Tan AC’s [22] used C4.5 decision tree, bagged decision tree on cancerous micro array data, and
compared the prediction.
Sitair-Taut et al. used the weka tool to investigate applying J48 Decision Trees for the
detection of coronary heart disease. Tu et al. used the Weka tool in the diagnosis of heart disease
and applying J48 Decision Tree.
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III. METHODOLOGY
In this paper we use the following data mining techniques:
A. Naïve Bayes
Naïve bayes is the data mining techniques that show success in classification in diagnosing
heart disease patients [23, 24]. Naïve bayes is based on probability theory to find the most likely
possible classifications [25,26, 27]. This algorithm uses the Bayes formula, which calculates the
probability of a data record Y having the class label cj:
(

=

=
∗ ( )
( )

| )=

Dominator, P(Y), can be safely eliminated as it does not depend on the label. The class
label cj, with the largest conditional probability value, determines the category of the data record.
Let the actual values of features a1, a2, ….., an for the data record Y be equal to , , … … … … . .
Assuming that the features are independent with respect to the class label, the above probability
can be rewritten as follows:
P(

=
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where
is the ratio of the samples that have value ai for the ith feature, among all
the samples with class label cj and P(cj) is the ratio of the samples with class label cj to all the
available samples.
B. J48 Decision Tree
It is also based on Hunt’s algorithm. J48 handles both categorical and continuous attributes to
build a decision tree. In order to handle continuous attributes, J48 splits the attribute values into
two partitions based on the selected threshold such that all the values above the threshold as one
child and the remaining as another child. It also handles missing attribute values. J48 uses Gain
Ratio as an attribute selection measure to build a decision tree. It removes the biasness of
information gain when there are many outcome values of an attribute. At first, calculate the gain
ratio of each attribute. The root node will be the attribute whose gain ratio is maximum. J48 uses
pessimistic pruning to remove unnecessary branches in the decision tree to improve the accuracy
of classification.
C. Bagging
Bagging means Bootstrap aggregation [28] an ensemble method to classify the data with good
accuracy. In this method first the decision trees are derived by building the base classifiers c1, c2,
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----, cn on the bootstrap samples D1, D2, ----, Dn respectively with replacement from the data set D.
Later the final model or decision tree is derived as a combination of all base classifiers c1, c2, ----,
cn with the majority votes.
Bagging can be applied on neural networks, Bayesian algorithms, Rule based algorithms,
neural networks, Support vector machines, Associative classification, and Distance based
methods and Genetic Algorithms. Applying bagging on classifiers especially on decision trees,
Neural networks increases accuracy of classification. Bagging plays an important role in the field
of heart disease diagnosis.

IV. HEART DISEASE DATA
The data used in this study is the Hungarian Institute of Cardiology. Heart disease data set
available at http://archive.ics.uci.edu/ml/datasets/Heart+Disease. The data set has 76 raw
attributes. However, all of the published experiments only refer to 11 of them. Consequently, to
allow comparison with the literature, all the predictor and response variables which were derived
from the database are given in Table I for reference. The data set contains 294 rows.
TABLE I: SELECTED HUNGARIAN INSTITUTE OF CARDIOLOGY
Name
Age
Sex

Type
Continuous
Discrete

Cp

Discrete

Trestbps
Chol
Fbs

Continuous
Continuous
Discrete

Restecg

Discrete

Thalach
Exang

Continuous
Discrete

Slope

Discrete

Diagnosis

Discrete

Description
Age in years
1 = male
0 = female
Chest pain type:
1 = typical angina
2 = atypical angina
3 = non-angina pa
4 =asymptomatic
Resting blood pressure (in mm Hg)
Serum cholesterol in mg/dl
Fasting blood sugar > 120 mg/dl:
1 = true
0 = false
Resting electrocardiographic results:
0 = normal
1 = having ST-T wave abnormality
2 =showing probable or define left ventricular hypertrophy by
Estes’criteria
Maximum heart rate achieved
Exercise induced angina:
1 = yes
0 = no
The slope of the peak exercise segment :
1 = up sloping
2 = flat
3= down sloping
Diagnosis classes:
0 = healthy
1= possible heart disease
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V. DATA MINING MODEL
Experiments are conducted using Weka tool and the results are compared with bagging and
without bagging using 10-fold cross validation. Weka is a collection of machine learning
algorithms for data mining tasks. The classify panel enables the user to apply classification and
regression algorithms to the resulting dataset, to estimate the accuracy of the resulting
predictive model, and to visualize erroneous predictions, or the model itself. The three classifiers
like Naive Bayes, J48 Decision Tree and Bagging algorithm were implemented in WEKA. Since
there is no separate evaluation data set, this is necessary to get a reasonable idea of accuracy of
the generated model. These predictive models provide ways to predict whether a patient having
heart disease or not.

VI. EXPERIMENTAL RESULT AND DISCUSSION
After applying the pre-processing and preparation methods, we try to analyze the data visually
and figure out the distribution of values. Figure 1 depicts the distribution of values of Heart
disease patients.

FIGURE 1: VISUALIZATION OF THE HEART PATIENTS

The results of the experiments are shown in table II. We have carried out some experiments in
order to evaluate the performance and usefulness of different classification algorithms for
predicting Heart Patients.
TABLE II: PERFORMANCE OF THE CLASSIFIERS
Evaluation Criteria

Timing to build model (in Sec)
Correctly classified instances
Incorrectly classified instances

Naive
Bayes
0.02
242
52

Accuracy (%)

82.31%
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J48
Bagging
0.05
248
46

0.05
250
44

84.35%

85.03%
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As accuracy is very important in the field of medical domain, the performance measure
accuracy of classification is considered in this study. So bagging classifier has more accuracy than
other classifiers.
Kappa statistic, mean absolute error and root mean squared error will be in numeric value
only. We also show the relative absolute error and root relative squared error in percentage for
references and evaluation. The results are shown in Tables III.
TABLE III: TRAINING AND SIMULATION ERROR
Evaluation Criteria

Kappa statistic(KS)
Mean absolute error(MAE)
Root mean squared error (RMSE)
Relative absolute error (RAE)
Root relative squared error (RRSE)

Naive
Bayes
0.4062
0.1839
0.3577
73.10%
101.20%

Classifiers
J48
Bagging
0.0942
0.2161
0.3455
85.89%
97.74%

0.0824
0.21
0.334
83.46%
94.50%

Here we check how accurate our predictive model is, it is necessary to check, the Accuracy of
the predictive model is calculated based on the precision, recall values of classification matrix.
We have trained the classifiers to classify the medical data set as either “healthy” or “possible
heart disease”. For the given two classes, we consider in terms of positive tuples (diagnosis
=healthy) versus negative tuples (diagnosis = possible heart disease). True positives refer to the
positive tuples that were correctly labeled by the classifier, while true negatives are the negative
tuples that were correctly labeled by the classifier. False positives are the negative tuples that
were incorrectly labeled by the classifier, while false negatives are the positive tuples that were
incorrectly labeled by the classifier. The precision is used for the percentage of samples labeled as
“healthy”. These measures are defined as
Precision =

True Positive
True Positive + False Positive

Here true negatives (i.e sick samples that were correctly classified) and false positives
(“possible heart disease samples that were incorrectly labeled as healthy).
Recall is fraction of relevant instances that are retrieved. It is usually expressed as a
percentage. It is calculated as total number of true positives divided by total number of true
positives + total number of false negatives.
Recall =

True Positive
True Positive + False Negative

Comparison of detailed accuracy by class is shown in table IV.
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TABLE IV: COMPARISON OF ACCURACY MEASURES
Classifier
Naive Bayes
J48
Bagging

TP
0.857
0.628
0.972
0.093
0.984
0.07

FP
0.372
0.143
0.907
0.028
0.93
0.016

Precision
0.931
0.429
0.862
0.364
0.861
0.429

Recall
0.857
0.628
0.972
0.093
0.984
0.07

Class
Healthy
Possible Heart Disease
Healthy
Possible Heart Disease
Healthy
Possible Heart Disease

Execution of the learning techniques is highly dependent on the nature of the training data.
Confusion matrices are very useful for evaluating classifiers. To evaluate the robustness of
classifier, the usual methodology is to perform cross validation on the classifier. The columns
represent the predictions, and the rows represent the actual class.
TABLE V: CONFUSION MATRIX
Classifier

Healthy

Naive Bayes

215
16
244
39
247
40

J48
Bagging

Possible Heart
Disease
36
27
7
4
4
3

Figures 2 are the graphical representations of the Classifiers.

1.2
1
0.8
Naive Bayes
0.6

J48
Bagging

0.4
0.2
0
KS

MAE

RMSE

RAE

RRSE

FIGURE 2: COMPARISON BETWEEN PARAMETERS

From the above Figures 2, and Table II, we can see that the highest accuracy is 85.03% and the
lowest is 82.31%. The other algorithm yields an average accuracy of 84.35%. An average of 246
instances out of total 294 instances is found to be correctly classified with highest score of 250
instances compared to 242 instances, which is the lowest score. The total time required to build
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the model is also a crucial parameter in comparing the classification algorithm. In this simple
experiment, from Table II, we can say that a Bagging, J48 requires around 0.05 seconds
compared to Naive Bayes which requires around 0.02 seconds.
Kappa statistic is used to assess the accuracy of any particular measuring cases, it is usual to
distinguish between the reliability of the data collected and their validity [29].
The average Kappa score from the selected algorithm is around 0.08-0.40. Based on the Kappa
Statistic criteria, the accuracy of this classification purposes is substantial [29]. From Figure 2,
we can observe the differences of errors resultant from the training of the three selected
algorithms. This experiment implies a very commonly used indicator which is mean of absolute
errors and root mean squared errors. Alternatively, the relative errors are also used. Since, we
have two readings on the errors, taking the average value will be wise.

VII. CONCLUSION
In medical diagnosis various data mining techniques are available. In this study, for
classification of medical data we employed bagging algorithm because it produce human readable
classification rules which are easy to interpret. Researchers have been investigating applying
different data mining techniques to help health care professionals in the diagnosis of heart
disease. Bagging algorithm is one of the successful data mining techniques used in the diagnosis
of heart disease patients. This paper investigates experiments are conducted to find the best
classifier for predicting the diagnosis of heart disease patients. This paper systematically
investigates applying different methods of classifier technique in the diagnosis of heart disease
patients. The results show that bagging algorithm accuracy of 85.03% and the total time taken to
build the model is at .05 seconds in the diagnosis of heart disease patients. Finally, some
limitations on this work are noted as pointers for future research.
The empirical results show that we can produce short but accurate prediction list for the heart
patients by applying the predictive models to the records of incoming new patients. This study
will also work to identify those patients which needed special attention.
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Abstract
Heterogeneous and hybrid smart grid communication network is a network that comprises of different
communication mediums and technologies. Performance evaluation is one of the main concerns in smart
grid communication system. In any smart grid communication implementation, to determine the
performance factor of the network, a testing of an end-to-end process flow is required. Therefore, an
effective testing tool plays a crucial role in evaluating the performance of smart grid communications. Ping
is currently one of the most common network testing tools. In this paper, a customized ping utility, called
Smart Grid Ping, is introduced. This utility provides random ping intervals with user selectable distribution,
allowing network administrators to test the reachability and availability of various applications in smart grid
communication system.
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I. INTRODUCTION
Over the past few years, applications of computer and communication technologies on
energy delivery system have drawn a lot of attention among researchers, especially the term
“Smart Grid” is gaining popularity. Smart grid has recently emerged as the next generation of
electric power system which can solve multiple problems including ever increasing load
demand. It is a modernized electricity distribution network that consists of diverse applications
supported by different communication technologies. Since smart grid is a complex system which
comprises of various intelligent devices coexisting on the same network [1], the communication
system built on top of smart grid infrastructure is normally a heterogeneous and hybrid
paradigm. This communication paradigm is needed to ensure a two-way flow of electricity,
information and communication between the utility and household [2] [3].
In smart grid communication network, information flows in two-way direction. Since the
network is made up of a variety of communication devices, the network traffic is one of the main
concerns when evaluating the network performance. Currently, there are a large number of tools
and utilities available with different functions to serve different purposes. However, diverse
communication technologies in smart grid creates major challenges for conventional testing
software, for legacy testing programs are designed for a single communication technology or
standard in the network. Due to the heterogeneous and hybrid communication paradigm of smart
grid, the type of network traffic is still unknown. The constant traffic no longer reflects the real
traffic in multi-technology bi-directional communication. In addition, high availability is one of
the standard requirements in most communication systems. Devices within the network should
be reachable under all situations [4]. Therefore, a customized ping tool, named Smart Grid Ping,
was implemented in this paper in order to test the network availability, measure packet loss and
communication delay. Smart Grid Ping also allows users to select different types of random
distribution for various ping options, allowing network administrators to analyze and evaluate
the performance of a heterogeneous and hybrid smart grid communication system.

II. OBJECTIVE AND SCOPE
A. Objective
The objective of this research paper is to develop a customized ping tool to test the availability,
measure packet loss and delay of various devices in smart grid communication network.

B. Scope
The customized Ping tool was developed for UNITEN-TNBR smart grid test-bed.

III. BACKGROUND
A. Smart Grid Test-Bed
Smart grid comprises of several systems, including SCADA (Supervisory Control and Data
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Acquisition Systems), EMS (Energy Management Systems), DCS (Distributed Control Systems)
and AMI (Advanced Metering Infrastructure) [5]. Devices that are used to support these systems
consist of RTU (Remote Terminal Units), PLC (Power Line Communication) modems, smart
meters, data concentrators and so on (Figure Ia).
Wired and wireless are proposed as communication mediums for smart grid. The
communication technologies that support the network include Power Line Communication (PLC),
unlicensed Radio Frequency (RF), and WiMax/4G as shown in Figure Ib. PLC is one of the
common technologies used to transmit data over wired network. However, the transformer
normally blocks the data signal and hence the PLC technology is restricted between transformers
[6]. Thus, besides wired technologies, wireless can be used as a solution. For example, RF mesh is
suitable to use in smart metering applications [7], and WiMax/4G can also be used for intersubstations and backbone. Most smart grid implementation is based on open standard and
TCP/IP is the dominant one.

a)

b)
FIGURE I: SMART GRID NETWORK DIAGRAM.

B. Ping
Ping [8] is one of the most common tools used to test the availability and reachability of a host
on an IP (Internet Protocol) network. It acts as an administrator utility which can identify if the
targeted host is reachable or not. Ping operates by sending Internet Control Message
Protocol (ICMP) packets, or echo-requests, to the destination host and wait for an ICMP
response, or an echo-reply. During the process from transmission to reception, the time taken is
measured as round-trip time, and packet loss is recorded. The ping packet is considered lost if it
does not receive back a response or it has timed-out.
Once the ping command has been successfully released, the obtained results will be
summarized in the ping statistics. The number of packets sent, received, percentage of packets
lost and round-trip time will be displayed in the output. Ping can be used not only to test the
reachability of a host, but also to record the route taken or to generate network traffic. With
these functions, ping can be used as an effective tool to analyze and assess the performance of
smart grid communication network.
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C. Related Work
As mentioned in [9], smart grid test-bed design and implementation can be assessed by
quantitative evaluation, which provides empirical data. The quantitative evaluation of the testbed deals specifically with the performance of the network emulation. Throughput and latency of
network emulation can be evaluated using software tool such as ping.
Ping was also used in [10] as a tool to measure the round-trip time for several IP technologies
in smart grid, including ADSL, WiMax and 3G/GPRS. A number of tests were set up using ping
by sending ICMP echo-requests and waiting for echo-replies. After several weeks, the latency for
each technology was recorded and compared to evaluate if they are able to meet the performance
requirements of smart grid applications or not.
Similarly, latency tests were carried out in [11] in order to analyze smart grid communication
network. A test setup was build, consisting of a router, an Ethernet switch, PLC modems and
several computers. Ping tests were performed for the latency analysis in the test setup. It is an
important parameter especially in the protection applications.
One of the ways to protect an electric power system is to avoid outages. In [12], ping was used
to confirm the locations where meter outages happen. After pinging the meter, its response time
will be considered to validate the outage event, and the energized state of AMI meters can be
checked using on-demand pings.
In addition, [13] described ping as an effective tool in testing the communication availability of
GPRS, a technology often used as intermediate between the concentrator and the front end. The
tests were conducted to check if the communication is working or not.
In most of previous research works, ping appears to be widely used for network testing in smart
grid. However, the approach used to evaluate the system performance in [9] was based on a
representation of the system behavior through a model. In other words, the network testing was
performed using network emulation or software simulation tools. This approach has a major
drawback of oversimplification of the actual scenarios. Nevertheless, the ping utility
implemented in this paper was used to evaluate the network performance based on real
measurement from a developed test-bed.
Currently, there are a number of tools that have been developed based on Ping utility. The
features of these tools are summarized in Table I. The similarities among these tools include the
ability to support both single and multiple IP addresses. In addition, each tool also has a
graphical user interface (GUI) that allows users to key in the host IP and displays the ping
statistics. However, most of these tools do not provide various ping options such as number of
packets, packet size, delay between packets, etc. Even if these options are provided, ping is used
to generate stable traffic where packet size and delay between packets are constant.
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TABLE I: DIFFERENT TYPES OF PING UTILITIES FOR WINDOWS
No
1
2
3
4
5
6

Tool
Smart Grid Ping
WinPing
PingInfo View
Ping Util
IP Ping Tool
Net Ping

Single IP

Multiple IP

Packet loss

Delay

Options

Random

Due to certain limitations of the existing tools, a customized Ping utility, named Smart Grid
Ping, was developed to overcome these problems. The fundamental idea of developing a new tool
arose from the lack of the available ones. In fact, the customized ping tool developed in this paper
has the ability to generate random traffic to represent the actual environment where network
traffic is no longer constant as it comes from diverse applications and communication devices in
the smart grid test-bed.

IV. METHODOLOGY
Smart Grid Ping is a ping utility written in C++ and is designed for Windows. It can be used
to ping a single IP address or a specified range of IP addresses. The GUI provided by Smart Grid
Ping was developed using Visual Studio 2008. The flow of the program is described in the Figure
II.

FIGURE II: FLOWCHART.

FIGURE III: DIFFERENT TYPES OF RANDOM
DISTRIBUTION: A) UNIFORM, B) GAUSSIAN, C)
POISSON, D) EXPONENTIAL.

The interface of Smart Grid Ping allows users to key in IP addresses together with various ping
options. For instance, users can select the number of packets, packet size, delay between packets
and timeout. In addition, users can also choose to send a certain number of packets or keep on
sending the packets until they want to stop.
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Besides sending a constant number of packets and packet size, set a constant delay between
sent packets and timeout, users can select to generate a random number for each option. This
number can be Uniform, Gaussian, Poison or Exponential distribution as shown in Figure III.
After a ping operation has been executed, ping statistics will be displayed, including the
number of packets sent, received, percentage of packets lost, and round trip time. Moreover, in
the window form designed for pinging multiple IP addresses, users can key in IP addresses of the
source and destination hosts. 254 LEDs, corresponding to 254 IP addresses, are used to represent
the hosts’ status. Green LED indicates the host is alive and reachable, yellow LED shows that
the host is down and unreachable, and red LED represents a host without an IP address.

V. RESULTS AND DISCUSSION
Smart Grid Ping consists of three window forms. The first window is the main menu where
users can choose to ping a single IP address or a range of IP addresses. The Sing IP Ping Test
form provides several ping options for a single host, together with ping statistics and output
display. The Multiple IP Ping Test window lets users key in IP addresses of source and
destination hosts. It also displays all the hosts’ status in rows and columns using LEDs. Initially,
all the LEDs are in grey. Once the ping operation has been executed, the LED representing each
host will light up accordingly.
Figure IV and Figure V show the user’s choices and corresponding results for pinging a single
IP address. The former displayed the host was reachable, indicating that the device was alive.
Meanwhile, the latter displayed unreachable host, showing that the device was currently
unavailable or could not be reached. The results obtained from pinging multiple IP addresses are
described in Figure VI. This window form provides a general view of all the devices in the
network where each device is recognized by its IP address. The status of each device is
represented by green, yellow or red LEDs, indicating the host is reachable, unreachable, or
unassigned, respectively.

FIGURE IV: HOST IS REACHABLE.

FIGURE V: HOST IS UNREACHABLE.

FIGURE VI: MULTIPLE IP PING TEST.

The Multiple IP Ping Test window lets users to view the devices’ status over the whole test-bed
area. This allows users to group certain regions with similar state together, such as reachable,
unreachable, or unassigned. For instance, a series of continuous red LEDs from 172.19.1.1 to
172.19.1.99 indicates that the hosts corresponding to these IP addresses are currently not
assigned. With this function, Smart Grid Ping helps system administrators detect any network
problem if it arises by providing a quick view of network performance.
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Under Single IP Ping Test window, besides using constant values for various ping options,
users can choose to generate random number of packet, packet size, delay between packets and
timeout. Smart Grid Ping allows users to select these numbers according to different types of
distribution as examples shown in Figure VII.

A)

B)

C)

FIGURE VII: RANDOM DISTRIBUTION: A) GAUSSIAN, B) POISSON, C) EXPONENTIAL

The customized Ping utility was used in a dedicated smart grid test-bed, named UNITENTNBR, to test the availability, measure packet loss and delay of various devices in the
communication network. The availability results obtained from different networks are shown in
Figure VIII, Figure IX and Figure X.

FIGURE VIII: 172.16.1.X NETWORK.

FIGURE IX: 172.17.1.X NETWORK.

FIGURE X: 172.18.1.X NETWORK.

Different numbers of devices were installed in different networks (Table II). Under operation, a
number of devices were up and displayed as green LEDs. Others were down and displayed as
yellow LEDs. Red LEDs correspond to IP addresses that have not been assigned to any device in
the network.
TABLE II: AVAILABILITY STATUS OF VARIOUS DEVICES IN SMART GRID TEST-BED
No

Network

1
2
3
4

172.16.1.1 – 172.16.1.254
172.17.1.1 – 172.17.1.254
172.18.1.1 – 172.18.1.254
172.19.1.1 – 172.19.1.254

Status
Up
16 / 16
29 / 33
2/4
2/2

Down
0 / 16
4 / 33
2/4
0/2

The customized Ping tool illustrated the same availability results as those obtained from a
centralized network management system for smart grid test-bed [14]. Table III summarizes the
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packet loss and delay statistics, and compares with the values obtained using traditional Ping
from the command prompt. It can be seen that there is no significant difference between two
results. This shows that Smart Grid Ping can be used to check the availability, measure both
packet loss and communication delay of numerous devices in smart grid communication network.
TABLE IIII: PACKET LOSS AND DELAY STATISTICS
No

Technology

1
2
3

WiMax
Mesh RF
PLC

Packet loss (%)
Smart Grid Ping
Traditional Ping
0.42
0.59
0.79
0.83
1.36
1.63

Delay (ms)
Smart Grid Ping
Traditional Ping
209.53
215.72
217.40
220.34
243.90
247.15

VI. CONCLUSION
This paper introduced a customized ping tool, named Smart Grid Ping, to test the performance
of several devices in smart grid communication network. The software utility allows users to ping
a single IP address or any specific range of IP addresses. It also offers a variety of ping options
and different types of random distribution to generate random number of packets and delays.
These are important characteristics in evaluating the performance of smart grid communication
network.
The GUI provided by Smart Grid offers a geographical view of all the hosts’ status in the
network. The results obtained from this customized ping utility can also help administrators to
be aware of any network problem if it occurs, identify the location where it happens and response
quickly to secure the problem. As for future work, the function of Smart Grid Ping can be further
improved by integration with Google Earth to provide an overview of all devices in a smart grid
geographically.
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